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This report shows publicly reported data breaches involving personally identifying information (PII) for the year of 2010.
All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open Security
Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 24
Total Records Affected: 476,379

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2010-01-01

43

Larch Corrections
Center

Employee records
containing names,
addresses, Social
Security numbers stolen
from car

SSN, NAA, DOB

2010-01-03

Transportation Security
Administration

Boston International
Airport

Employee steals and
sells 16 workers names
and Social Security
numbers and sells

2010-01-05

Metropark USA Inc

Hundreds of job
applications containing
names, addresses,
Social Security numbers
found in parking lot

SSN, NAA, MISC, DOB

2010-01-06

Eugene School District
4)

Information of about
13,000 people possibly
compromised by hack

SSN, NAA, ACC, DOB

2010-01-13

Kaiser Permanente
Northern California

Stolen electronic
storage device contains
health information of
15,500

NAA, MED, DOB

2010-01-18

Goodwill Industries of
Greater Grand Rapids

Stolen safe contains
tapes of thousands of
employees names,
addresses, dates of
birth, and Social
Security numbers

SSN, NAA, DOB

2010-01-18

City of Oakridge Oregon

A list of city employees
names, addresses,
Social Security numbers
accidentially sent with
monthly water bills

2010-01-19

University of Missouri

SSN's visible externally
on mail

2010-01-22

City of Columbus Ohio

Hundreds of city health
workers names and
Social Security numbers
stolen

2010-01-24

Ladbrokes

Personal details of
millions of Ladbrokes
gamblers, offered for
sale

NAA, EMA, MISC, DOB

2010-01-11

Suffolk County National
Bank

8,378 online banking
customers credentials
were stolen from server
where they resided in
plain text.

2010-01-27

Ontario Teachers
Insurance Plan
Toronto District School
Board

Names, addresses, birth
dates, and social
insurance numbers of
8,600 on stolen laptops

SSN, NAA, DOB
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2010-01-27

4400

University of California
San Francisco

Stolen laptop exposes
4400 patients names,
medical record
numbers, age and
clinical details

NAA, MED, DOB

2010-01-26

Methodist Hospital

Stolen laptop exposes
689 patients names,
private health details
and Social Security
numbers

2010-01-28

State of Alaska
Price Waterhouse
Coopers LLC
Mercer

Firm misplaces 77,000
state employees names,
dates of birth and Social
Security numbers

SSN, NAA, DOB

2010-01-29

Rabjohns Financial
Group

MedHQ LLC

Lindy Manufacturing

Hundreds of papers
containing job
application details,
including w-2's, Social
Security numbers and
statements blowing in
the wind

SSN, NAA, ACC, FIN

2010-01-27

250000

National Archives and
Records Administration

Personal information of
250,000 on missing
hard drive

2010-01-29

Ameriquest Mortgage
Company

Employee steals 100
mortgage applications
and commits fraud

SSN, NAA, FIN

2010-01-30

lowa Racing and
Gaming Commission

Hacked server exposes
80,000 employees
names, birth dates and
Social Security numbers

SSN, NAA, DOB

2010-01-30

Humboldt State
University

Virus-infected computer
may have exposed the

personal information of

3,500

2010-01-31

Columbia University

Three stolen laptops
contained Social
Security numbers of
1400 students and staff

2010-01-27

P.F. Chang's Bistro Inc

Stolen electronic device
contained current and
former employee names
and Social Security
numbers

2010-02-01

West Virginia University

Technical error exposes
53 students Social
Security numbers, tax
forms posted on a
website

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2515
http://datalossdb.org/incidents/2516
http://datalossdb.org/incidents/2517
http://datalossdb.org/incidents/2518
http://datalossdb.org/incidents/2519
http://datalossdb.org/incidents/2520
http://datalossdb.org/incidents/2521
http://datalossdb.org/incidents/2522
http://datalossdb.org/incidents/2523
http://datalossdb.org/incidents/2524
http://datalossdb.org/incidents/2525

Reported

Records

Orgs

Summary

Data Types

2010-02-03

3700

Highmark, Inc.
Boscov's Department
Store, LLC

Mailed envelope arrives
damaged missing
pages, 3700 names,
policy numbers and
Social Security numbers
exposed

SSN, NAA, MISC
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