Data Loss Database - 2009 yearly report
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This report shows publicly reported data breaches involving personally identifying information (PII) for the year of 2009.
All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open Security
Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 590
Total Records Affected: 221,571,006

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Reported

Records

Orgs

Summary

Data Types

2009-01-07

1000

Indiana
Department of
Workforce
Development

Unspecified
breach from
2008
compromises
unemployment
payment cards

CCN

2009-01-09

HMP Preston
NHS Central
Lancashire
Primary Care
Trust

Memory stick
containing
6,360
prisoners
details lost by
health worker

NAA, MISC, MED

2009-01-05

United States
Library of
Congress

Human
resources
employee
steals from
Library of
Congress on
at least 10
employees

2009-01-11

University of
Rochester

Personal
information
including
Social
Security
numbers of
about 450 in
hacked
database

2009-01-10

Letterkenny
General
Hospital

Medical
records
containing
names, dates
of birth and
hospital
numbers
dumped

NAA, ACC, DOB

2009-01-10

110000

Kanagawa
Prefectural
Zama Senior
High School

Students
names,
addresses,
bank account
numbers of
110,000
exposed
through file-
sharing
software

NAA, ACC, FIN



http://datalossdb.org/incidents/1398
http://datalossdb.org/incidents/1436
http://datalossdb.org/incidents/1446
http://datalossdb.org/incidents/1448
http://datalossdb.org/incidents/1458
http://datalossdb.org/incidents/1459

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-12

800

Columbus City
Schools

Social
Security
Numbers of
approx 100
employees
intercepted in
mail

SSN, NAA

2009-01-13

University of
Oregon Youth
Transition
Program

Stolen laptop
contains
names and
Social
Security
numbers of
plan
participants

2009-01-07

Seventh-Day
Adventist
Church

Laptop stolen
and recovered
containing
Social
Security
numbers and
names

2009-01-05

Innodata
Isogen, Inc.

Laptop stolen
from
employee's
car containing
names,
addresses,
social security
numbers of
current and
former
employees

SSN, NAA, DOB

2009-01-12

Continental
Airlines

Laptop stolen
from office
containing
finger prints,
names, Social
Security
numbers,
addresses,
dates of birth
and other
information

SSN, NAA, MISC, DOB
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http://datalossdb.org/incidents/1480
http://datalossdb.org/incidents/1481
http://datalossdb.org/incidents/1483
http://datalossdb.org/incidents/1484
http://datalossdb.org/incidents/1485

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-06

5673

Occidental
Petroleum
Corporation

Former
employee
emails himself
spreadsheet
of employee
names,
addresses,
birthdates,
social security
numbers

SSN, NAA, MISC, DOB

2009-01-13

Blue Ridge
Community
Action

Missing hard
drive contains
social security
numbers of
15033 in
several NC
counties

2009-01-15

Express EMS
Services

Medical
records of
defunct
ambulance
company's
patients found
in parking lot
and dumpster

SSN, NAA, MED, DOB

2009-01-16

Southwestern
Oregon
Community
College

Stolen laptop
contains
personal
information of
about 200
current and
former
students

2009-01-16

Smokers
Choice

Business
owner install
skimmer,
steals and
fraudulently
uses customer
credit cards.

2009-01-20

Kanawha-
Charleston
Health
Department

Names, Social
Security
numbers,
addresses and
other personal
information
found on list
obtained
during arrest
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http://datalossdb.org/incidents/1486
http://datalossdb.org/incidents/1487
http://datalossdb.org/incidents/1495
http://datalossdb.org/incidents/1504
http://datalossdb.org/incidents/1505
http://datalossdb.org/incidents/1519

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-21

565

Missouri State
University

Email leaks
personal
information of
565 students
including their
SSN

SSN

2009-01-22

Lloyds TSB

Customers
bank account
details mailed
to
unauthorized
person

2009-01-23

Hays Pharma

Patients'
personal
information
stolen from
car, names,
DOB, and
medical details

NAA, MED, DOB

2009-01-24

Abertawe Bro
Morgannwg
University
NHS Trust

Stolen laptop
contains
patient details
of 5,000

2009-01-25

British Council

Disk lost
during
shipment
exposes 2000
staff names,
salary, bank
account and
insurance
details

NAA, ACC, FIN

2009-01-26

City of
Madison,
Wisconsin

Stolen laptop
contains
Social
Security
numbers of
300 to 500 city
employees

2009-01-26

u.s.
Department of
Defense

60 sensitive
files found on
2nd hand MP3
player

2009-01-27

Garden Street
Surgery

Computer
tape
containing
medical
records of
more than
8000 lost by
courier

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1520
http://datalossdb.org/incidents/1521
http://datalossdb.org/incidents/1534
http://datalossdb.org/incidents/1537
http://datalossdb.org/incidents/1539
http://datalossdb.org/incidents/1546
http://datalossdb.org/incidents/1547
http://datalossdb.org/incidents/1548

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-27

?

United States
State
Department

Hundreds of
files
containing
names, bank
account
numbers,
social security
numbers of
Marines and
employees left
inside
auctioned
filing cabinet.

SSN, NAA

2009-01-27

City of
Beaumont, TX

Personal
information of
500 city
workers
placed online,
including
social security
numbers,
DOB.

2009-01-27

Citi Habitats

Documents
containing
bank
statements,
401k
statements,
credit reports,
tax returns
and more
driver's
licenses found
on city streets.

SSN, NAA, MISC, ACC, FIN

2009-01-30

Great Ormond
Street Hospital

Stolen laptop
contains
information on
458 patients,
including
names and
dates of birth

NAA, MED, DOB

2009-01-30

Kansas State
University

Names, Social
Security
numbers and
grades of
students
exposed on
website

SSN, NAA, MISC
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http://datalossdb.org/incidents/1549
http://datalossdb.org/incidents/1550
http://datalossdb.org/incidents/1566
http://datalossdb.org/incidents/1567
http://datalossdb.org/incidents/1568

Incidents
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Records
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Data Types

2009-01-10

?

Circuit City

Closed store
stashes
customers'
documents
containing
credit card
details behind
store

CCN

2009-01-30

Oregon
Department of
Human
Services

Malware may
have obtained
Social
Security
numbers of 45

2009-01-30

Indiana
Department of
Administration

Social
Security
numbers of
8775 current
and former
state
employees
posted on web

2009-01-31

HoneyBaked
Ham

Server stolen
from store
contained
unknown
number of
customers
credit card
details

2009-02-01

Centura Health

Medical
information,
Social
Security
numbers
found in
auctioned
storage unit,
employee
fraud
suspected
cause

SSN, NAA, MED, DOB

2009-02-01

Alirtricity

Customer
details
including bank
information
posted on
website

NAA, ACC, FIN
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http://datalossdb.org/incidents/1569
http://datalossdb.org/incidents/1570
http://datalossdb.org/incidents/1588
http://datalossdb.org/incidents/1589
http://datalossdb.org/incidents/1591
http://datalossdb.org/incidents/1592

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-20

6617

SRA
International,
Inc.

Virus
potentially
exposes
sensitive
current and
former
employee,
client data

SSN, NAA, MED, DOB

2009-01-29

Educational
Testing
Service (ETS)

Missing laptop
contains
names, Social
Security
numbers

2009-01-26

MassMutual
Financial
Group

Inadvertant
disclosure of
client
information to
another client

2009-02-02

Southern
Satellite

Unknown
number files
containing
customer
names,
addresses,
SSN and
credit card
numbers
found in
dumpster

CCN, SSN, NAA

2009-02-02

Metropolitan
Government
of Nashville
and Davidson
County

Auditor loses
flash drive
bank details of
500 juvenille
crime victims

2009-02-03

BBC
Worldwide
Limited

Names, dates
of birth, first
lines of
address and
National
Insurance
numbers of at
least 1,512
sent to wrong
address

SSN, NAA, DOB

2009-02-03

Baystate
Medical
Center
(Pediatrics
Division)

Several stolen
laptops
expose an
unknown
number of
patient details

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1603
http://datalossdb.org/incidents/1605
http://datalossdb.org/incidents/1606
http://datalossdb.org/incidents/1608
http://datalossdb.org/incidents/1609
http://datalossdb.org/incidents/1610
http://datalossdb.org/incidents/1627

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-03

?

United Way

Hacker
compromised
system
containing
credit card
data

CCN

2009-02-02

Irving
Independent
School District

Woman
arrested with
personal
information of
school district
staff and
volunteers.

SSN, NAA, DOB

2009-02-03

Mooresville's
Dry Cleaning
Station

Owner closes
shop and
skips town
taking clients'
credit card
data

2009-02-03

Georgia State
Board of
Pardons and
Paroles

Computer
stolen from
unspecified
contractor
containing
parolee
names,
DOB's, and
Social
Security
numbers

SSN, NAA, DOB

2009-01-31

Ball State
University

Email
attachment
accidentally
discloses the
Social
Security
numbers of 19
special-events
employees

2009-02-02

Best Buy

Employee
steals
customers
credit card
numbers using
a card
skimming
device

2009-02-04

Womancare
Inc

Unknown
number of
patients
medical
records found
in dumpster
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http://datalossdb.org/incidents/1632
http://datalossdb.org/incidents/1633
http://datalossdb.org/incidents/1634
http://datalossdb.org/incidents/1635
http://datalossdb.org/incidents/1636
http://datalossdb.org/incidents/1637
http://datalossdb.org/incidents/1638

Incidents
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Records

Orgs

Summary

Data Types

2009-02-04

20

u.S.
Department of
Veterans
Affairs

Mail sent to
disabled
veteran
contained
names, SSN
and medical
claim details
of other
veterans

SSN, NAA, MED

2009-02-04

Trent
University

Hacked server
contains
names and
credit card
numbers of 21

CCN, NAA, MISC

2009-02-05

Brent
Teaching
Primary Care
Trust

Stolen laptops
contained
patients
sensitive
details
including
health
information

2009-02-05

Royal
Liverpool
University
Hospital

Patients
documents
containing,
names,
addresses,
and dates of
birth stolen
from car

NAA, MED, DOB

2009-02-06

Catskill
Regional
Medical Center

Employee
fired for
viewing
records,
including
Social
Security
numbers and
financial
information of
431, without
authorization

SSN, NAA, DOB, FIN

2009-02-06

Kaiser
Permanente

Records of
29,500 Kaiser
employees
taken

2009-01-28

The Stanley
Works

Laptop
containing
employee
names, SSN
and salary
details stolen

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1639
http://datalossdb.org/incidents/1651
http://datalossdb.org/incidents/1652
http://datalossdb.org/incidents/1653
http://datalossdb.org/incidents/1658
http://datalossdb.org/incidents/1659
http://datalossdb.org/incidents/1664

Incidents
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Records

Orgs

Summary

Data Types

2009-02-06

200

East Moon
Asian Bistro

Waiters steal
hundreds of
credit cards
from
customers

CCN

2009-02-03

Purdue
University

Tax forms
mailed to
wrong
addresses,
compromising
social security
numbers and
other details

SSN, NAA, FIN

2009-02-09

Nationwide
Childrena€™s
Hospital

Medical
records stolen
from car

2009-02-09

Woolworths

Customers
bank
accounts,
expiry dates,
and signatures
thrown to trash

2009-02-09

Parkland
Health &
Hospital
System

Stolen laptop
exposes
names,
birthdates,
and SSN of
9300
employees

SSN, NAA, DOB

2009-02-09

United States
Federal
Aviation
Administration
(FAA)

Names and
Social
Security
numbers of
45,000
employees
and retirees
accessed by
"hackers"

2009-02-10

Royal Bolton
Hospital

1300 patients
details lost
near hospital
grounds

2009-02-09

Anti-Gym

Member
personal
information
including
credit card
numbers
found in
dumpster of
defunct gym

CCN, NAA, MISC, MED
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http://datalossdb.org/incidents/1682
http://datalossdb.org/incidents/1683
http://datalossdb.org/incidents/1700
http://datalossdb.org/incidents/1701
http://datalossdb.org/incidents/1703
http://datalossdb.org/incidents/1704
http://datalossdb.org/incidents/1705
http://datalossdb.org/incidents/1706

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-31

17000

Emily Morgan
Hotel

Thieves steal
17,000 credit
cards

CCN

2009-01-07

Modern
Builders
Supply, Inc.

Unauthorised
person has
accessed
financial
documents
containing
personal
information of
employees

2009-02-10

SemGroup LP

Bankruptcy
court
documents
with employee
financial
details made
public

NAA, ACC, FIN

2009-02-09

United States
Postal Service

Postal
employee
steals credit,
debit cards,
tax documents
and SSN
documents
through the
mail

SSN, NAA, FIN

2009-02-11

City of Regina,
Saskatchewan

Social
Insurance
numbers,
names, and
other
information
released
accidentally to
researchers

SSN, NAA, MISC

2009-01-09

California
Department of
Consumer
Affairs

Document
containing
name and
social security
numbers of
employees
sent outside
the department

2009-02-13

Clayton
County
Sheriff's
Department

Department
employee
suspected of
stealing
personal data
of deputies

SSN, NAA, MISC, MED, DOB

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1707
http://datalossdb.org/incidents/1715
http://datalossdb.org/incidents/1717
http://datalossdb.org/incidents/1733
http://datalossdb.org/incidents/1743
http://datalossdb.org/incidents/1746
http://datalossdb.org/incidents/1751

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-14

37000

University of
Alabama

Hacker
breaches
systems
containing
Social
Security
numbers of
thousands

SSN, NAA, DOB

2009-02-17

Broome
Community
College

Social
Security
numbers
printed on
back cover of
college alumni
mailer

2009-02-18

Johns Hopkins
Hospital

Hospital
employee
steals
patients' credit
to obtain credit
cards, goods,
and loans

SSN, NAA, DOB

2009-02-18

Northeast
Orthopaedics,
LLP

MRecord

Patients
medical
records
posted online,
names, birth
dates and
Social
Security
numbers

SSN, NAA, MED

2009-02-18

Rio Grande
Food Project

Stolen laptop
contains
Social
Security
numbers,
addresses,
and dates of
birth of 36,000

SSN, NAA, DOB

2009-02-19

University of
Florida

Hacker
accesses
system
containing
names and
Social
Security
numbers of
over 97,200

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1764
http://datalossdb.org/incidents/1778
http://datalossdb.org/incidents/1779
http://datalossdb.org/incidents/1780
http://datalossdb.org/incidents/1781
http://datalossdb.org/incidents/1782

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-06

?

Motorola

Motorola
Enterprise
Mobility
Solutions (aka
Symbol)
experienced a
vulnerability
on their web
site that
compromised
personal
information.

CCN, NAA

2009-02-20

Del Mar
College

Class roster
stolen,
students
names and
Social
Security
numbers
exposed

2009-02-20

807000

Arkansas
Department of
Information
Systems
Information
Vaulting
Services

Missing tape
containted
details on
criminal
background
checks data
including
names,
addresses,
dates of birth
and SSN

SSN, NAA, MISC, DOB

2009-02-19

Scottsdale
Healthcare
Chandler
Regional
Medical Center

Employee
steals patient
details
including
names and
credit card
details

2009-02-19

California
Pizza Kitchen

Employee
uses
skimming
device to steal
customer
credit card
details

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1783
http://datalossdb.org/incidents/1784
http://datalossdb.org/incidents/1785
http://datalossdb.org/incidents/1786
http://datalossdb.org/incidents/1787

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-22

6

Fiat Financial
Services

Documents
mailed to a
customer
included
details of other
customers,
names,
addresses,
account
numbers
exposed

NAA, ACC, FIN

2009-02-18

People's Bank

Man finds
hundreds of
documents in
bank
dumpsters,
including bank
account
details and
Social
Security
numbers

2009-02-23

Ryerson
University

Software error
exposes
names,
gender, dates
of birth,
student
numbers,
mailing
address, email
address and,
in many
cases, Social
Insurance
Number of 588

SSN, NAA, EMA, DOB

2009-02-23

Seaview
Financial

Mortgage
broker dumps
files
containing
clients names,
address, tax
forms and
SSNin trash

SSN, NAA, ACC, FIN

2009-02-24

North Wales
NHS Trust

Data disks
containing
patient
information
inadvertently
disposed in
trash

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1788
http://datalossdb.org/incidents/1789
http://datalossdb.org/incidents/1790
http://datalossdb.org/incidents/1791
http://datalossdb.org/incidents/1794

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-23

3

Vantage Point
Retirement
Living Inc

Assisted living
nurse steals
patients
personal
information

NAA, MED

2009-02-25

Steamboat
Springs
School District

Stolen laptop
exposes 1300
employees
Social
Security
numbers

2009-03-01

City of
Muskogee

Zip disk
containing
personal
information of
citizens
returned after
being in public
circulation for
years

SSN, NAA, MISC

2009-02-27

North Star
Realty

Personal
information of
hundreds
found in
dumpster,
including
Social
Security
numbers and
other data on
mortgage
applications.

SSN, NAA, ACC

2009-02-27

Developers
Diversified
Realty
Corporation
(DDR)
National City
Bank

1099-DIV
forms,
containing
names,
addresses,
Social
Security
numbers,
mailed to
wrong
individuals.

SSN, NAA, FIN

2009-01-20

University of
Florida

LDAP
Directory
misconfiguratio
n leads to
potential
breach of 101
social security
numbers

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1795
http://datalossdb.org/incidents/1796
http://datalossdb.org/incidents/1797
http://datalossdb.org/incidents/1798
http://datalossdb.org/incidents/1799
http://datalossdb.org/incidents/1800

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-23

1500

Western
Oklahoma
State College

Malicious
software
discovered on
a server
containing
names,
addresses,
and social
security
numbers of
library users.

SSN, NAA

2009-03-04

Elk Grove
Unified School
District

Lost document
contained
names, social
security
numbers of
over 500
district
employees.

2009-03-04

New York City
Police
Department

Stolen tapes
contain Social
Security
numbers and
pension
information of
80,000

2009-03-04

St. Rita's
Medical Center

Stolen bag
contains
names,
addresses,
medical
information,
and some
Social
Security
numbers of
242

SSN, NAA, MED, DOB

2009-03-06

Bottle Domains

Domain name
registrar
hacked,
compromising
credit card
numbers and
other
information of
customers

CCN, NAA, MISC

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1802
http://datalossdb.org/incidents/1803
http://datalossdb.org/incidents/1808
http://datalossdb.org/incidents/1809
http://datalossdb.org/incidents/1810

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-03-06

50

Federal
Emergency
Management
Agency

Stolen laptop
contains
names, Social
Security
numbers,
dates of birth,
addresses and
phone
numbers of
about 50

SSN, NAA, DOB

2009-03-06

UuPs
Idaho National
Laboratory

Social
Security
numbers and
dates of birth
of 59,000 lost
or stolen in
mail

2009-03-05

Landlord's
Source Centre

Database
containing
tenant details
including
names,
addresses,
and social
insurance
details
exposed on
web

SSN, NAA, MED

2009-03-06

New York City
Office of
Payroll
Administration
The
Organization
of Staff
Analysts

Employee
data shipped
via mail lost,
exposing
names,
addresses and
Social
Security
numbers
exposed

2009-03-02

Wiltshire
County Council
West Wiltshire
District Council

Lost council
data stick
contained
bank details of
over 1,000
residents

2009-02-26

Lothian and
Borders Police

Police
headquarters
lose USB stick
with 750
vehicles
registration info

2009-03-11

Gwent Police

Crime victims'
data lost in
post

NAA, MISC
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http://datalossdb.org/incidents/1811
http://datalossdb.org/incidents/1812
http://datalossdb.org/incidents/1814
http://datalossdb.org/incidents/1815
http://datalossdb.org/incidents/1816
http://datalossdb.org/incidents/1817
http://datalossdb.org/incidents/1818

Incidents

Reported [ Records | Orgs Summary Data Types

2009-03-09 | 1000 Sonoma Laptops stolen | SSN, NAA
County Sheriff | from vehicles
at a service
yard contain
names,
addresses,
and possibly
Social
Security
numbers

2009-01-09 California Name and NAA, MISC
Department of | driver license
General number of
Services employees
(DGS) sentto an
California unauthorised
Division of the | employee
State Architect | through email
by mistake

2009-03-08 New Forest Council
District Council | publishes at
least 2000
residents data
on-line

2009-01-16 | ~ Hong Kong Employee lost
Food and USB drive with
Environmental | confidential
Hygiene data
Department
(FEHD)

2009-02-03 | 7 Los Alamos 69 computers
National containing
Laboratory names and
addresses
missing from
nuclear
weapons lab

2009-03-12 Wiltshire 146 children NAA, MED, DOB
County Council | had their
personal
details
published on a
website

2009-03-16 University of Stolen SSN, NAA, MISC, DOB
Toledo computer
contains
personal
information of
24,000
students and
450 faculty

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1819
http://datalossdb.org/incidents/1822
http://datalossdb.org/incidents/1823
http://datalossdb.org/incidents/1826
http://datalossdb.org/incidents/1831
http://datalossdb.org/incidents/1834
http://datalossdb.org/incidents/1835

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-03-17

5900

Shell Oil

Hacked
website
exposes 5900
customers
names,
addresses,
email
addresses and
bank account
details

NAA, EMA, FIN

2009-03-17

Penn State
University

Computer
containing
over 1,000
Social
Security
numbers
infected by
virus

2009-03-18

Central Ohio
Transit
Authority

Employee
names and
Social
Security
numbers of
more than 900
sent to
companies
proposing to
bid

2009-03-18

University of
West Georgia

Stolen laptop
exposes 1300
student and
faculty names,
addresses and
Social
Security
numbers

SSN, NAA, MISC

2009-03-18

Kentucky
Retirement
Systems
Walgreens

File containing
28000 retirees
names, dates
of birth and
Social
Security
numbers
emailed
without
encryption

SSN, NAA, DOB

2009-03-11

Coleman for
Senate

Database of
donor
information
publically
exposed

CCN, NAA, EMA, DOB, DOB
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-03-18

?

New York City
Housing
Authority

Unknown
number of
public housing
residents’
names,
addresses,
Social
Security
numbers,
dates of birth
dumped in
street

SSN, NAA, DOB

2009-03-19

Metropolitan
Nashville
Public Schools

Students
paperwork
found on
street,
exposes
names, Social
Security
numbers and
disabilities

SSN, NAA, MISC

2009-03-24

Massachusetts
General
Hospital

Patient billing
records left on
train.

NAA, MED, DOB

2009-03-05

Rental
Research
Services, Inc.

Over 315
records
legitimately
accessed for
illegitimate
means

SSN, NAA, EMA, ACC, DOB, FIN

2009-03-04

200000

Jackson
Memorial
Hospital

Personal
information of
visitors was on
a hard drive
that has been
stolen

NAA, MISC, DOB

2009-01-27

Parsons

Individuals
personal
information
was
compromised

2009-03-31

Palo Alto
Medical
Foundation

Stolen laptop
contains
personal and
medical
information of
about 1,000
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-01

8000

State of
Maryland
SHPS Human
Resource
Solutions, Inc

Names, social
security
numbers and
other personal
information of
about 8,000
state
employees
lost in mail

SSN, NAA

2009-04-02

Wigan
Borough
Council

Names, dates
of birth and
special needs
information of
33,000
children on
stolen laptop

NAA, MISC, DOB

2009-04-01

Massey
University

Students
details
including
names,
addresses,
IRD numbers
exposed on
intranet

SSN, NAA, DOB

2009-04-03

Town of
Culpeper

Personal
details of
7,845
taxpayers,
including
names,
addresses,
Social
Security
numbers
posted on
internet

2009-04-03

Policy Studies,
Inc
Tennessee
Department of
Human
Services

Contracted
employee
steals 1600
names, Social
Security
numbers and
bank account
numbers

SSN, NAA, ACC, DOB
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-01

6000

University of
Washington

About 6,000
University of
Washington
employees
were notified
this week that
their names
and Social
Security
numbers were
on a computer
system that
was hacked.

SSN, NAA

2009-03-21

Solano
Community
College

A computer
print-out
containing the
names,
addresses and
Social
Security
numbers of
students
inadvertently
mixed up with
scrap paper

2009-02-02

Student Loan
Xpress
American
Education
Services (AES)

Personal
information
accidently
sent to the
wrong
company

SSN, NAA, ACC, DOB

2009-04-02

Fujitsu
Consulting Inc.

Package
containing a
storage device
with personal
information
lost in transit

2009-03-20

Suffolk
Coastal
District Council

Suffolk
Council loses
unencrypted
laptop

2009-04-08

Hawaii
Department of
Transportation

Stolen laptop
holds names,
addresses,
Social
Security
numbers and
other personal
information of
1,892

SSN, NAA, MISC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-08

18000

Metropolitan
Nashville
Public Schools
Public
Consulting
Group

Names, Social
Security
numbers,
addresses and
dates of birth
of over 18,000
students
available on
web

SSN, NAA, DOB

2009-03-30

Sprint Nextel

Unauthorised
user obtains
personal
information
and passes
onto third party

NAA, MISC

2009-04-07

Richmond
Dermatology
Specialists, PC

Unknown
number of
patients
documents
containing
names,
insurance
details and
Social
Security
numbers
found
scattered
along street

SSN, NAA, MED

2009-04-10

Borrego
Springs Bank
Vavrinek,
Trine, Day and
Co.

Names and
financial
information
including
account
numbers and
balances on
stolen laptops

NAA, ACC, FIN

2009-03-18

Huron
University
College

Breached
server
exposes
students
names, dates
of birth, and
Social
Insurance
numbers

SSN, NAA, DOB

2009-04-10

Penn State
Erie, The
Behrend
College

10,868 Social
Security
numbers open
for potential
breach
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-12

?

CBIZ Medical
Management
Professionals
Southwest
Mississippi
Regional
Medical Center

Unknown
number of
patient
records
exposed on
stolen
computer

MED

2009-04-09

North Carolina
Department of
Motor Vehicles

Breach
exposes 13
residents
names,
addresses,
Social
Security
numbers, and
dates of birth

SSN, NAA, MISC, DOB

2009-04-11

100000

Peninsula
Orthopaedic
Associates

Stolen data
tapes expose
patients
personal
details
including
Social
Security
numbers and
insurance
numbers

SSN, NAA, MISC, MED

2009-04-13

Moses Cone
Hospital
VHA Inc.

14,380 notified
about
personal
information on
stolen laptop

SSN, MISC

2009-04-08

Northeast
Rehabilitation
Hospital

Stolen laptop
and
documents
exposes
names,
addresses,
dates of birth
and Social
Security
numbers

SSN, NAA, DOB

2009-04-09

Inet Interactive

318 credit
cards with
ccv
compromised,
additional
cards
potentially
compromised
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-22

3200

Marian
Medical Center

Patient
names, Social
Security
numbers,
dates of birth
and medical
histories of
about 3200 on
stolen
Blackberry

SSN, NAA, MED, DOB

2009-04-23

Aberdeen
Royal Infirmary

Stolen laptop
contains
names and
addresses,
dates of birth,
and coded
clinical
information of
1392

NAA, MED, DOB

2009-04-23

1000000

Oklahoma
Department of
Human
Services

Stolen laptop
contains
names, Social
Security
numbers and
dates of birth
for over
1,000,000

SSN, NAA, DOB

2009-04-30

225000

Oklahoma
Housing
Finance
Agency

Names, Social
Security
numbers, tax
identification
numbers, birth
dates and
addresses of
225,000 on
stolen laptop

SSN, NAA, DOB

2009-04-29

Bradford
Teaching
Hospital NHS
Foundation
Trust

Lost data stick
contained
5650 patients'
names,
addresses,
and hospital
numbers

NAA, MED, DOB

2009-04-29

Addenbrooks
Hospital

Lost memory
stick contains
medical
details of 741
patients.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-05-01

32000

LexisNexis
Investigative
Professional

32,000 notified
about possibly
compromised
names, birth
dates and
Social
Security
numbers

SSN, NAA, DOB

2009-04-28

Centaurus
Financial

Failure to
protect
confidential
customer
information on
Internet-
accessible fax
server

SSN, NAA, ACC, DOB

2009-04-10

Oklahoma
Employment
Security
Commission

Social
Security
numbers and
payroll
information of
more than
5,500 on lost
flash drive

SSN, NAA, FIN

2009-04-30

Brooke Auto
Insurance
Company

Unknown
number of
documents
found in
dumpster
contained
names, credit
card numbers
and checks

CCN, NAA, ACC

2009-04-29

West Virginia
State Bar

Hacked
website
exposes an
unknown
number of
members
names,
addresses,
lawyer id
numbers and
Social
Security
numbers

SSN, NAA, EMA, MISC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-29

170

lllinois
Department
on Aging

Employee
names and
Social
Security
numbers
released
through file
sharing
software

SSN, NAA

2009-04-24

Warrior

Express
Celadon
Trucking

Unknown
number of files
found in
dumpster
contained
names,
medical
records, tax
forms, checks
and copies of
credit cards

CCN, NAA, MED, ACC

2009-05-04

Kapiolani
Community
College

Malware
affects
computer with
access to
15,487
names,
addresses,
phone
numbers,
dates of birth
and Social
Security
numbers

SSN, NAA, DOB

2009-05-05

East Burke
Christian
Ministries

Stolen laptop
contains over
1,000 Social
Security
numbers

2009-05-04

100000

Fulton County
Board of
Registration
and Elections

Discarded
voter
registration
documents
expose
100000
names and
Social
Security
numbers

2009-05-07

West Herts
Hospitals Trust

St Albans
patients'
personal data
on stolen
laptops
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-05-08

160000

University of
California
Berkeley

Social

Security
numbers,
health
insurance
information
and medical
records of
160,000 on
hacked servers

SSN, MED

2009-05-11

Washington
D.C. Office of
the State
Superintendent
of Education

Student
names, e-mail
and home
addresses,
phone and
Social
Security
numbers and
dates of birth
accidentally
emailed to
wrong
recipients

SSN, NAA, EMA, DOB

2009-04-10

Immigrant
Legal
Resource
Centre

Unauthorised
intrusion into
database

2009-03-20

Catalent
Pharma
Solutions

Stolen laptop
contains
names,
addresses,
and Social
Security
numbers of
2656

SSN, NAA, FIN

2009-03-25

Starwood
Hotels and
Resorts
Worldwide Inc.
Westin Grand
Hotel,
Washington
DC

Email to
Starwood
Customers
contains
attachment
with other
customers
credit card
details.

2009-02-20

Experian
Newburyport
Capital LLC

Credit
reporting
agency
discovered
unauthorised
access from
one of their
clients.

SSN, NAA, ACC, DOB
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Records
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Summary
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2009-03-23

54

Penton Media

Laptop and
hard copies
containing
credit card
information lost

CCN, NAA

2009-05-18

New Jersey
Department of
Labor and
Workforce
Development

Social
Security
numbers of
28,000
erroneously
mailed to
employers
whom they did
not work for

2009-05-18

Anderson Kia
of Boulder

Defunt
dealership
exposes an
unknown
number of
customers
names,
addresses,
driver's
licenses,
financial
details and
Social
Security
numbers

SSN, NAA, ACC, FIN

2009-03-31

Massachusetts

Financial
Services
Company
(MFS)

Error in online
tax system
allowed
customer to
view other
customers
informaiton

2009-03-12

International
Cake
Exploration
Societe

Personal
information
processed by
credit card
payment
processor
available to
web crawlers
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Incidents
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Records

Orgs

Summary

Data Types

2009-05-19

100000

National
Archives and
Records
Administration

Unknown
number of
sensitive
records
including
names,
addresses and
Social
Security
numbers on
missing hard
drive

SSN, NAA

2009-05-23

Indiana
Department of
Workforce
Development
Pitney Bowes

Accidental
disclosure of
4,500 Social
Security
numbers to
incorrect
employer

2009-05-24

Moran Health
Care Group

Medical and
employment
records of
health care
company
found on street

NAA, MED, ACC

2009-03-25

Xcel Energy

Email
containing
personal
information
sent to
personnel who
didn't require
SSN details.

2009-02-10

JetDirect
Aviation
Holdings LLC.

Stolen laptop
contains
personal
information of
employees,
shareholders
and aircraft
owners

SSN, NAA, ACC, FIN

2009-03-19

TravelCLICK
Inc,

Web
application for
hoteliers was
accidentally
published over
the internet.

CCN, NAA, EMA
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-05-27

140

Warren
County Virtual
Community
School

Social
Security
numbers,
names, and
dates of birth
of over 140
found in
dumpster

SSN, NAA, DOB

2009-05-27

Aetna Inc.

Web site
exposes
65000 former
and current
employees
names and
Social
Security
numbers

2009-05-28

109000

Pensions Trust
NorthgateArins
o}

Stolen laptop
containing the
personal data
of 109,000
members

SSN, NAA, ACC, DOB, FIN

2009-01-15

Lowell Hotel

Unauthorised
access
exposes credit
card and
customers
contact details

2009-05-12

CompuCredit

Web site
exposes 120
customers
names, dates
of birth and
Social
Security
numbers

CCN, SSN, NAA

2009-04-08

1486651

Mitsubishi UFJ
Securities

Entire
customer
information
are stolen and
sold by
privileged
senior
manager

NAA, MISC, DOB, FIN

2009-06-01

NHS Lothian

Medical
histories for
137 patients
on lost
memory stick
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Incidents
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Records

Orgs

Summary

Data Types

2009-05-28

?

Sony
Corporation of
America

Unauthorized
copies of
customers
credit cards
were emailed
to an outside
account

CCN, NAA

2009-05-18

Batteries.com

Hackers stole
names,
addresses and
credit card
information
from the
Batteries.com
server

CCN, NAA

2009-06-02

531400

Virginia
Department of
Health
Professions

Social
Security
numbers of
about 530,000
possibly
accessed by
hackers

2009-06-05

Virginia
Commonwealt
h University

Names and
Social
Security
numbers of
17,214 on
stolen
computer

2009-06-03

State of Maine
Office of
Information
Technology

Social
Security
numbers and
financial
information of
597 sent to
incorrect
recipients

2009-06-07

Ohio State
University

E-mail leaks
350 student
employee
Social
Security
numbers

2009-06-01

Northern
Ireland
Department
Human
Resources

Stolen laptops
contained
names,
addresses,
insurance
numbers,
dates of birth
and bank
account details

NAA, ACC, DOB, FIN
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-05-31

?

Chicago
Public Schools

Three boxes
of special
education
students
names,
addresses,
Social
Security
numbers, and
medical
details found
in trash bin

SSN, NAA, MED

2009-02-13

Revenue
Assurance
Professional,
LLC (RAP)

Unauthorized
employee
accessed
personal data
and is under
investigation

with the police.

CCN, NAA, DOB

2009-03-04

Neo/SCI
Corporation

Personal
information
including
names,
addresses,
credit card
details
exposed on
website hack

CCN, SSN, NAA

2009-06-04

Salford Royal
NHS
Foundation
Trust

Stolen laptop
contained
medical
details of 3500
patients

2009-06-02

CS Stars
Constitution
State Services
LLC

Travelers
Indemnity
Company

Stolen
portable hard
drive exposes
unknown of
number clients
names,
addresses and
Social
Security
numbers
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-03-11

?

Hewitt
Associates
Navy Federal
Credit Union

Employee
accidentially
emails
customer
details to
another,
names,
addresses,
SSN and
dates of birth
exposed

SSN, NAA, DOB

2009-06-12

Oregon Health
& Science
University

Patient
names,
treatment
dates,
treatment
summaries
and medical
record
numbers of
1,000 on
stolen laptop

2009-06-12

Kirkwood
Community
College

1,600 notified
about stolen
mobile data
storage device
with names
and Social
Security
numbers

2009-06-01

LPL Financial

Stolen
computer
contains
personal
information,
including
name,
address and
SSN

SSN, NAA, ACC

2009-02-12

Metropolitan
Life Insurance
Company
(MetLife)

Electronic Fax
server sent

faxes to wrong
numbers after
software patch

2009-02-05

Fuddruckers

Keystroke
logger on POS
equipent was
used to obtain
credit card
information.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-06-04

170

City of Duncan
Oklahoma

City utility
system breach
exposes utility
customers'
bank account
details

NAA, ACC

2009-06-14

Custom
House Coffee

Hackers
access stores
wireless
network and
steal
customers
credit and
debit card data

2009-06-12

Charles
Schwab & Co

Stolen hard
drive
contained
client names,
Social
Security
numbers and
account
numbers

SSN, NAA, FIN

2009-06-12

JFY Networks

Hacked
website
exposes
unknown
number of
names,
addresses,
Social
Security
numbers

SSN, NAA, MISC

2009-06-08

Low Cost
Pharmacy

Patients
records of
more than a
100 thrown in
dumpster

2009-05-15

Colonial Penn
Life Insurance
Co

Employee
steals
customers
names,
addresses,
SSN, DOB
and bank
accounts

SSN, NAA, DOB

2009-05-12

Claire's Stores

Employee
steals
customers
credit card
numbers to
commit fraud
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Incidents
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Records

Orgs

Summary

Data Types

2009-05-06

20

Saint Anthony
Hospital

Employee
steals patients
medical
records for
counterfeiter

MED

2009-05-04

First Republic
Bank

Mailroom
employee
opens
customers
confidential
mail and
making copies
to sell

NAA, ACC, FIN

2009-04-16

Ysleta School
District
Eastwood
Knolls
Elementary

Hundreds of
student and
teachers
details
including
registration
forms,
immunization
records and
copies of birth
certificates

NAA, MED, DOB

2009-04-14

McAlister's
Deli

Hundreds of
job
applications
thrown in
dumpster
used by theft
to commit
fraud

2009-03-31

Owensboro
Community
and Technical
College

Missing usb
device
contained
names, Social
Security
numbers, and
employee and
student i-d
numbers

2009-03-24

Symantec
Corporation
ede Inc.

Credit card
details sold
through third
party support
call center
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Incidents

Reported

Records
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Summary
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2009-03-29

?

Westaff Inc

Unknown
number of
personal
records
containing
names driver's
licenses,
Social
Security
numbers, w-
2's thrown in
dumpster

SSN, NAA, ACC, FIN

2009-06-15

Beam Global
Spirits & Wine
Inc

Unauthorized
access by a
former
employee
exposes
names,
addresses and
Social
Security
numbers of
past and
present
employees

2009-06-23

Cornell
University

Stolen
computer
containing
45,277 names
and Social
Security
numbers of
current and
former
students,
faculty and
staff

2009-06-24

Florida
Department of
Revenue

Names,
addresses and
Social
Security
numbers of
2,828 on
stolen flash
drive

2009-06-24

250000

University of
Alberta
Hospital

Stolen laptops
contained
250,000
names and
health
numbers
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Incidents
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Summary
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2009-06-03

?

American
Association of
Retired
Persons
(AARP)

Current and
former
employee
data, including
names,
addresses,
social security
numbers on
stolen laptop.

SSN, NAA, DOB

2009-05-29

Breakout
Apparel Co.

Stolen safe
contained
checks from
customers

2009-06-24

Norfolk
Redevelopmen
t and Housing
Authority

Hundreds of
papers
containing
names,
addresses,
Social
Security
numbers and
salary details
improperly
disposed

SSN, NAA, FIN

2009-06-24

Oklahoma
Commission
for Teachers
Preparation

Stolen server
(later
recovered)
contains
Social
Security
numbers

SSN, NAA, EMA, MISC, MED, ACC, DOB

2009-06-26

Massachusetts
Technology
Collaborative

Application
Information
posted to
external
website

SSN, NAA, EMA, MISC

2009-06-30

Sutter Health

Laptop at
computer
repair shop
contains
names and
Social
Security
numbers of
6,000

2009-07-02

Redford Union
School District

Mailing error
exposes 400
employee
Social
Security
numbers on
address labels
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-06-26

7000

University of
Central
Missouri

Documents
containing
7000 students
names, dates
of birth and
Social

Security
numbers stolen

SSN, NAA, DOB

2009-05-06

Newton
Manufacturing
Company

Unauthorised
access
provides
external
parties access
to names,
address and
SSN
information.

2009-05-07

Pfizer

Employee
discarded
hard drive
through
normal trash
collection.

2009-07-07

Jubilee
Managing
Agency Limited

Unencrypted
disk
containing
personal
details of 2100
policyholders
is lost

2009-07-02

American
Express
(Technologies)

DBA steals
thousands of
cardmember
data and
creates his
own plastics

2009-07-08

Alberta Health
Services
Edmonton

Personal
health
information of
11,582 stolen
by virus

2009-07-13

Florida
Department of
Education

Missing files
bear Social
Security
numbers,
names and
addresses,
and birth
dates of 475

SSN, NAA, DOB
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Incidents
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Records

Orgs

Summary

Data Types

2009-07-08

6000

Canyons
School District

Lost thumb
drive with
addresses,
phone
numbers,
dates of birth
and Social
Security
numbers of
6,000 current
and recent
employees

SSN, NAA, DOB

2009-07-08

Temporary
employee
allegedly stole
2,100 co-
workers'
Social
Security
numbers and
dates of birth

SSN, NAA, DOB

2009-07-14

LexisNexis

13,329 notified
about access
of their
personal
information by
possible
connection to
an organized
crime family

SSN, NAA, DOB

2009-07-16

University of

California San
Diego Moores
Cancer Center

30,000 notified
about names,
birth dates
and diagnosis
and treatment
dates on
hacked server

NAA, MED, DOB

2009-02-02

LPL Financial

Third party
provider
provides
unauthorised
access to
personal
information

2009-05-06

Amway Global

Unauthorised
access to user
account logins
on quixtar.com
expose
customers
bank account
information

SSN, NAA, EMA, ACC
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Incidents
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Records

Orgs

Summary

Data Types

2009-07-16

?

Home Solution
Pros

Unknown
number of
customers
Social
Security
numbers,
bank accounts
and credit
details thrown
in dumpster

SSN, NAA, FIN

2009-07-17

Francis Howell
School District

Stolen laptop
could contain
names and
Social
Security
numbers for
1,700

2009-07-16

Johnson
County
Kansas

File containing
8600
employee
Social
Security
numbers
accidentially
attached to
email

2009-04-30

JPMorgan
Chase
WaMu
Investments
Inc.

Lost
documents
may contain
personal and
financial
information.

NAA, ACC, FIN

2009-03-06

Ultimate Ears
Logitech

Stolen laptops
containing
customer
information

CCN, NAA, EMA

2009-07-21

United
Kingdom
Ministry of
Defence

MOD admits
losing an
entire server
containing
personal
information of
700

SSN, NAA, MISC
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Incidents
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Records

Orgs

Summary

Data Types

2009-05-08

?

Frenkel
Lambert
Weiss
Weisman &
Gordon

Case files
found in
dumpster
contained
unknown
number of
clients names,
addresses,
and Social
Security
numbers

SSN, NAA

2009-07-22

The Highland
Council

Stolen laptops
expose 1400
patient
medical
records

2009-07-22

180000

HSBC
Holdings plc
HSBC Life

HSBC Life lost
aCD
containing the
details of
180,000
policyholders

NAA, MISC, DOB

2009-07-22

HSBC
Holdings plc
HSBC
Actuaries

HSBC
Actuaries lost
a floppy disk
containing the
personal
information of
1,917 pension
scheme
members

2009-06-22

Broadridge
Financial
Solutions
Dynegy Inc.

Names and
Social
Security
numbers of
shareholders
accidentally
disclosed to
the wrong
client

SSN, NAA, ACC

2009-07-23

130000

American
International
Group (AIG)
American Life
Insurance Co
Japan

Policyholders
credit card
details of 1000
exposed by
unknown leak
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Incidents
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Records

Orgs

Summary
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2009-03-19

?

LifeWatch
Corp.

Website
provided
access to user
files
containing
names, health
details, Social
Security
numbers,
dates of birth

SSN, NAA, MED, DOB

2009-06-23

Tyco Flow
Control

HR manager's
laptop was
stolen and
theives may
have had
access to
other personal
information

2009-07-24

Hampton
Redevelopmen
t and Housing
Authority

Social
Security
numbers of
900
accidentally
sent via postal
mail

2009-07-25

573928

Network
Solutions

Breach
exposes over
500,000 credit
card accounts

2009-01-26

Lifespan of
Greater
Rochester, Inc.

Stolen laptop
contains
personal
information of
about 130
clients

SSN, NAA, MED

2009-07-28

University of
Colorado CO
Springs

Stolen laptop
may have
contained
personal
information of
766

2009-07-31

Williams
Companies,
Inc.

Stolen laptop
contains
names, Social
Security
numbers, and
dates of birth
for 4,400

SSN, NAA, DOB
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-07-06

?

Nashbar Direct

Website hack
of
www.nashbar.c
om provides
unauthorised
access to
credit card
information

CCN, NAA, EMA

2009-03-24

Fresenius
Medical Care
Holdings Inc.
(FMCNA)

Stolen laptop
contained
personal and
medical
information

SSN, NAA, MED, DOB

2009-08-04

New
Hampshire
Department of
Corrections

Inmate found
with list of all
NHDOC
workers
including
names and
Social
Security
numbers of
1000

2009-05-28

Members Plus
Credit Union

Account data
and other
personal
information
lost during a
relocation

SSN, NAA, ACC

2009-01-27

Merrill Lynch
Finance
Authority of
Maine

Forms
contained
mismatched
information of
other persons
Social
Security
numbers

2009-03-10

Motorola Air
Defense
Solutions

Stolen
computer
contains
personal
information
including
names,
addresses and
payment
details

CCN, NAA, EMA
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Reported

Records

Orgs

Summary
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2009-08-04

131000

United States
Army National
Guard

Stolen laptop
with names
and Social
Security
numbers could
affect over
130,000

SSN, NAA, FIN

2009-08-06

Colorado
Department of
Corrections

Email
containing
names and
Social
Security
numbers of
1,084
accidentally
sent to co-
workers

2009-08-06

197000

Mitsubishi UFJ
Nicos

197,000
customers
privacy
records on
microfiche are
missing

NAA, ACC, MISC, ACC, FIN

2009-08-08

lowa
Secretary of
State

Social
Security
numbers of
over 2,000
found on
public web site

2009-08-09

148680

Amuse, Inc.

Credit card
data and other
personal
information of
148,680
possibly
accessed by
hackers

CCN, MISC

2009-04-06

Godwin
Pumps of
America Inc.

Stolen laptop
contained
personal
information of
employees.

SSN, NAA, DOB

2009-04-07

TD Bank, N.A.

Two
employees
accessed
personal
information
wthout
authorisation
and provided it
to a third party

SSN, NAA, ACC, DOB
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Incidents

Reported

Records

Orgs

Summary
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2009-07-10

475

u.sS.
Department of
State

Internal
investigation
uncovers
numerous
employees
accessing
passport
records for
celebrities

NAA, MISC, DOB, DOB

2009-07-17

Wells Fargo

Bank account
numbers and
personal
identification
information
obtained;
suspect
indicted

2009-08-11

University of
California
Berkeley

Hacked web
server
contained a
database with
493 applicants
names, dates
of birth and
Social
Security
numbers

SSN, NAA, DOB

2009-08-13

Louisiana
State
University

Unknown
number of
students
names, Social
Security
numbers
posted on
university web
site

2009-06-19

IBM

The Proctor
and Gamble
Company

Stolen laptop
contained
personal
information of
eomployees

2009-08-14

Calhoun Area
Career Center

Names, Social
Security
numbers,
addresses,
and birth

dates of 455
exposed online

SSN, NAA, DOB
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Records

Orgs

Summary
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2009-08-15

200

Northern
Kentucky
University

Stolen laptop
contains
Social
Security
numbers of at
least 200

SSN

2009-08-19

Radisson
Hotels &
Resorts

Credit card
numbers,
expiration
dates, and
guest names
on computer
systems
accessed
without
authorization

2009-08-18

Sun Valley
Mortgage

Lost laptop
exposes 600
clients names,
Social
Security
numbers and
account
numbers

SSN, NAA, ACC

2009-08-18

California
State
University Los
Angeles

Stolen
computers
expose more
than 600
faculty and
students
names,
addresses and
Social
Security
numbers

2009-08-20

Boston
University
Army Reserve
Officersd€™
Training Corps

Social
Security
numbers and
some birth
dates of 6,675
exposed
through file
transfer
program

2009-08-13

Chase Bank

Tape lost at
offsite storage
location
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2009-08-21

?

University of
Massachusetts
at Amherst
(UMASS)

Hacked server
exposes 20
years worth of
students
Social
Security
numbers

SSN, NAA

2009-08-25

Worthing
Borough
Councll

Unknown
number of
confidential
files dumped
on street
contained
names and
bank details

2009-08-26

Guardsmark

Employee files
found in trash
contained
personal
details
including
names and
Social
Security
numbers

SSN, NAA, MISC

2009-08-28

Iron Mountain
Cuyahoga
County, Ohio

Cuyahoga
County
officials are
searching for
a box that fell
off a truck and
contained
personal
information

2009-08-29

Birmingham
NHS
Trulife

Stolen laptops
contain private
and medical
details of more
than 7,000

NAA, MED, DOB

2009-05-19

Davis Vision,
Inc.
Harris Group

Files were
sent to
incorrect third
party health
administrator

SSN, NAA, MED

2009-09-01

Bluegrass
Community
and Technical
College

A file
containing
students
names and
Social
Security
numbers
reported
missing
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Incidents

Reported

Records

Orgs
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2009-09-02

38000

Naval Hospital
Pensacola

Missing laptop
contains
names, Social
Security
numbers and
dates of birth
of 38,000

SSN, NAA, DOB

2009-08-28

Fasco
Machine
Company

Unknown
number of
employee
records
containing
names,
addresses,
Social
Security
numbers and
dates of birth
thrown in trash

SSN, NAA, DOB

2009-07-27

DLP Lamp
Source

Compromised
web site
exposes
unknown
number of
customers
names,
addresses and
credit card
details

CCN, NAA, EMA

2009-07-27

435990

Astomos
Energy

CTC (ITOCHU
Techno-
Solutions
Corporation)

435990
customers
names, credit
card details
and financial
details are lost

CCN, NAA, ACC, FIN

2009-05-12

Health Dialog
Services
Corporation

Virus on
network may
have exposed
personal
information
from users
internet
explorer cache

CCN, SSN, NAA

2009-09-05

Mitsubishi
Corporation

52000
customers
credit card
details lost
from hacked
server

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2317
http://datalossdb.org/incidents/2318
http://datalossdb.org/incidents/2319
http://datalossdb.org/incidents/2320
http://datalossdb.org/incidents/2321
http://datalossdb.org/incidents/2322

Incidents

Reported

Records

Orgs

Summary
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2009-09-06

?

School for the
Physical City
High School

Unknown
number of
students
confidential
medical
records and
Social
Security
numbers
dumped on
street

SSN, NAA, MED, DOB

2009-09-14

University of
Florida

Florida
Department of
Transportation

Exposed file
contained
names and
Social
Security
numbers of 25
educational
trainers

2009-09-14

Jones General
Store

Unknown
number of
customers
credit card
receipts stolen
from store

2009-04-30

H.D. Buttercup

Unauthorized
access
exposes
customers
names,
addresses and
credit card
data

CCN, NAA, MISC

2009-09-18

Akron
Children's
Hospital

Mis-directed
spyware
exposes
patients
names and
confidential
medical and
financial
information

NAA, MED, FIN

2009-09-22

AlixPartners
LLP

Stolen laptop
contains
names, Social
Security
numbers and
some account
information of
2,200 Madoff
investors

SSN, NAA, ACC
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2009-09-22

900

Cincinnati
Metropolitan
Housing
Authority

Breach of
personal
information
affects over
900

SSN, NAA

2009-09-23

Kern Medical
Center

Break-in
possibly
compromises
personal
information of
31,000

2009-09-23

Eastern
Kentucky
University

Names and
Social
Security
numbers of
about 5,000
accidentally
posted to web

2009-09-23

Socorro
County
Housing
Authority

Sensitive files
containing
names,
financial
details and
Social
Security
numbers
found in
dumpster

SSN, NAA, FIN

2009-09-21

Rocky
Mountain Bank

Email
attachment
sent to wrong
address
contained
names,
addresses,
Social
Security
numbers and
account details

SSN, NAA, MISC, ACC

2009-09-25

236000

University of
North Carolina

Personal data
of 236,000 on
hacked server

SSN, MED

2009-09-25

Penrose
Hospital

Binder
containg 175
patients
names,
addresses,
phone
numbers, and
Social

Security
numbers stolen

SSN, NAA, MISC
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2009-09-29

?

Memorial
University of
Newfoundland

Recycling
project causes
breach when
social
insurance
numbers are
redistributed in
notebooks

SSN, NAA, MISC

2009-09-28

Tennessee
Department of
Human
Services

Wrong fax
number leads
to Tennesee
doctors faxing
patient
records to
Indiana
business

SSN, NAA, MISC, MED, DOB

2009-10-03

850000

WellPoint
Highmark, Inc.
Blue Cross
Blue Shield
Association

Stolen laptop
contains
Social
Security
numbers of
hundreds of
thousands of
physicians

2009-10-04

Suffolk County
Community
College

Names and
Social
Security
numbers of
300
accidentally
listed in email

2009-06-11

VAserve

Hacker wipes
out 100,000
hosting
customers
websites,
accesses
credit cards

2009-06-22

Northrop
Grumman

Lost backup
drive
contained
personal
information

2009-09-14

Downeast
Energy

Banking
information of
800 customers
accessed by
hackers
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-10-05

76000000

National
Archives and
Records
Administration

Veterans
records on
improperly
disposed hard
drive puts
millions at risk

SSN, NAA, MISC, DOB

2009-10-07

CLP Skilled
Trade
Solutions

Dumpster full
of documents
contained
names,
address,
Social
Security
numbers, tax
records and
drivers
licenses

SSN, NAA, MISC

2009-10-13

Pitt County
Memorial
Hospital

Missing USB
device
contains 1700
patients Social
Security
numbers and
medical details

SSN, NAA, MED

2009-10-09

M&T Bank

Records of 52
customers
discarded in
dumpter
contained
names,
addresses,
Social
Security
numbers

SSN, NAA, ACC, FIN

2009-10-14

103000

Virginia
Department of
Education

Names, Social
Security
numbers, and
demographic
information of
over 103,000
on lost flash
drive

2009-10-14

California
State
University Los
Angeles

Names of 82
students and 3
faculty
members
Social
Security
numbers
accidentially
posted on
website

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2382
http://datalossdb.org/incidents/2384
http://datalossdb.org/incidents/2385
http://datalossdb.org/incidents/2386
http://datalossdb.org/incidents/2387
http://datalossdb.org/incidents/2388
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2009-10-16

33000

Halifax Health

Personal
information of
33,000 on
stolen laptop

NAA, MED

2009-10-19

Cheers Liquor
Mart

Thousands of
customers
data breached
in liquor store
retailers
network

CCN, MISC, ACC

2009-10-21

Bullitt County
Public Schools

Email
accidentally
sent
containing 676
employee
names and
Social
Security
numbers

2009-10-21

Roane State
Community
College

Personal

information for
almost 16,000
on stolen data
storage device

2009-10-20

ChoicePoint
Reed Elsevier

Disabled
security
systems delay
discovery of
breach
involving
Social
Security
numbers and
other sensitive
information of
over 13,000

2009-10-26

CalOptima

Names, home
addresses,
dates of birth,
and medical
information of
68,000 on lost
discs

SSN, NAA, MED, DOB

2009-10-26

University of
Wisconsin-
Madison

Hacked
computers
expose 2920
student and
faculty names
and Social
Security
numbers
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2009-10-26

350

Baptist
Hospital East

Email leaks
350 hospital
employees
names and
Social
Security
numbers

SSN, NAA

2009-10-28

Llywelynd€™s
Pub

Unknown hack
exposes more
than 100
customers
credit card
details

2009-10-29

100000

IBM

Rural
Payments
Agency

Missing
computer
tapes expose
100,000
farmers
personal
details
including bank
account
inforamtion

NAA, EMA, ACC, FIN

2009-04-24

LPL Financial
Sandru
Financial
Group, LLC

Two stolen
computers
contained
personal
information

SSN, NAA, FIN

2009-11-06

Chaminade
University

Personally
identifiable
data for 4,500
students
accessible via
web

2009-06-03

Hitachi Data
Systems
(HDS)

Stolen laptop
contained
personal
information.

2009-07-01

Boeing Co.

Unauthorised
access to
boeingstore.co
m website
revealed
personal
information.
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2009-11-10

?

Obsidian
Financial
Group

Customers'
Social
Security
numbers and
bank
reference
numbers
taken by
former
employee

SSN, ACC

2009-11-11

Mercy Medical
Center

Undisclosed
number of
patient
records
possibly
accessed by
former
employee

2009-11-11

Bloomsburg
University

Stolen laptop
may contain
Social
Security
numbers of
574

2009-04-23

Milgard
Windows and
Doors

Stolen laptop
contains
personal
information

2009-11-13

Cal Poly
Pomona

Social
Security
numbers and
home
addresses of
at least 300
disclosed
online

2009-11-13

United States
Army Corps of
Engineers

Lost hard
drive may
contain
personal data
of 60,000

2009-11-17

Nebraska
Workers'
Compensation
Court

Personal
information of
"probably a
few thousand
on hacked
server

SSN, NAA, DOB

2009-11-17

E.On reveals
customer bank
details

NAA, MISC, ACC, FIN
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-11-15

2000

Guam
Memorial
Hospital

Names and
medical
information of
about 2,000
on stolen
laptop

NAA, MED

2009-11-19

1500000

Health Net

Missing hard
drive exposes
1.5M
customers
names, Social
Security
numbers, and
medical details

SSN, NAA, MED, FIN

2009-11-20

University of
Notre Dame

Names, Social
Security
numbers and
birth dates of
unknown
number of
employees
placed on
public website

SSN, NAA, DOB

2009-11-27

110000

NorthgateArins
0
Verity Trustees

Stolen laptop
contains
names,
addresses,
salaries,
national
insurance
numbers and
dates of birth
of 110,000

SSN, NAA, DOB, FIN

2009-11-26

Penn State
University

303 students'
Social
Security
numbers on
compromised
laptop

SSN, MISC

2009-11-29

Oregon
Housing and
Community
Services
Oregon Parks
and
Recreation
Department

Names, Social
Security
numbers,
ages and
addresses
exposed in an
open recycling
bin

2009-12-01

The Children's
Hospital of
Philadelphia

Stolen laptop
exposes 943
Social
Security
numbers
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Records
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Summary
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2009-12-04

5000

Wake County
Public School
System

About 5,000
postcards sent
with Social
Security
numbers
printed on front

SSN, NAA

2009-12-04

Eastern lllinois
University

Server
containing
personal
information of
about 9,000
compromised
by virus

2009-12-04

University of
Nebraska
Lincoln
Hinsdale High
School District
86

Hacked
computer
contains
names,
addresses,
and Social
Security
numbers of
4,000

2009-09-08

MassMutual
Financial
Group

Employee
steals
customers
names,address
, Social
Security
number,
finiancial
numbers

SSN, NAA, FIN

2009-10-12

The Vernon
Company

Website hack
exposes
customers
names,
address, and
credit card
details

2009-11-16

Eisai Inc

Stolen laptop
exposes
employees
names,
addresses and
Social
Security
numbers

2009-10-19

Easybakeware.

com

Hacked
website
exposes
customers
credit card
details
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Records

Orgs

Summary

Data Types

2009-11-12

?

Lockheed
Martin Corp

Unknown
incident
exposes an
unknown
number of
names and
Social
Security
numbers

SSN, NAA

2009-10-30

Williams
College

Stolen laptop
exposes 750
names and
Social security
numbers

2009-11-25

Flagstar Bank

Vendor laptop
stolen with
files
containing
unknown
number of
customer
social security
numbers

2009-08-11

Wolters Kluwer
CCH.com

Stolen laptop
exposes
names,
addresses and
credit card
details

2009-05-31

Box containing
HR
inforamtion
was
incorrectly
delivered

2009-11-09

Cobra
Electronics
Corp

Hacked
website
exposes 9000
customers
names and
credit card
details

2009-08-13

Titanium
Metals
Corporation

Hacked
website
exposes an
unknown
number of
employee
names and
Social
Security
numbers
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Incidents
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Records

Orgs

Summary
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2009-12-04

70

Passport
Canada
Post Office
Canada

Passport
applications
stolen by mail
carrier

CCN, SSN, NAA, MISC, DOB

2009-09-04

KSM Business
Services Inc.
Fortune
Industries Inc

Service
providers
laptop stolen
contained
employee
names,
addresses and
Social
Security
numbers

2009-09-28

Verso Paper
Corp

United Steel
Workers

Stolen laptop
contained
employees
names and
Social
Security
numbers

2009-11-20

HSBC
Holdings plc
Beneficial

New
Hampshire Inc
Household
Finance Corp Il

Filed
bankruptcy
documents
improperly
redacted,
expose
names,
addresses,
and credit
card details

2009-12-01

Textron

Missing USB
device
contained
employee
names,
addresses,
Social

Security
numbers and
financial details

SSN, NAA, FIN

2009-08-25

American
Barcode and
RFID

Hacked
website
exposes
customers
details
including
credti card
details,

CCN, NAA, EMA, ACC
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2009-09-15

?

T. Rowe Price
Retirement
Plan Services

An error in
processing, an
unknown
number
customer
checks were
sent to the
wrong
institutions

NAA, ACC, FIN

2009-11-24

Farmers
Insurance

Hacker hired
by departing
employee,
gains access
to at least a
thousand
insurance
customer's
names, social
security
numbers.
policies

SSN, NAA, MISC, DOB

2009-08-20

Normandeau
Associates Inc

Stolen laptop
contained
employee
names, Social
Security
numbers and
bank account
details

SSN, NAA, ACC

2009-06-23

State Farm
Insurance

Agent stole
personal
details
including
Social
Security
numbers and
opened credit
accounts

2009-09-03

Hilton Hotels

Unauthorized
access to
credit files
exposes
customer
details
including
dates of birth
and Social
Security
numbers

SSN, NAA, DOB, FIN
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Records

Orgs

Summary

Data Types

2009-11-20

?

Alpha
Software, Inc.

Hacked web
server leads to
the loss of
customer
credit card
data

CCN

2009-12-04

MedSolutions
North Carolina
Division of
Medical
Assistance

Website
exposes
physicians
names,
addresses,
email, tax id's
and some
Social
Security
numbers

SSN, NAA, EMA

2009-11-05

Sea Ray
Boats Inc

Email exposes
341
employees
names,
address and
Social
Security
numbers

2009-12-10

Bushland
Independent
School District

Subsidized
meal
applications
found in
dumpster
contained
students
names,
addresses,
Social
Security
numbers

SSN, NAA, FIN

2009-12-10

University
Medical
Center Las
Vegas

Unknown leak
of 141
accident
patients data
including
Social
Security
numbers
released to
attorneys
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Records

Orgs

Summary

Data Types

2009-12-11

500

State of
Minnesota
Lookout
Services Inc

State
employee data
accessible on
website
exposing
names,
addresses,
DOB and
Social
Security
numbers

SSN, NAA, DOB

2009-10-17

Hancock
Fabric

Hundreds of
stolen debit
cards linked to
retail fabric
chain

2009-01-15

DOC Electric,
Inc.

Employee
personal
information in
auctioned
computers
and filling
cabinets

SSN, NAA, MISC, FIN

2009-12-11

The Beijing
Center for
Chinese
Studies

Stolen laptop
exposes
students
names and
Social
Security
numbers of
study abroad
students

2009-12-15

Detroit
Department of
Health and
Wellness
Promotion

Flash drive
stolen from
vehicle
contained birth
certificate data
of city
residents

SSN, MISC, DOB

2009-12-01

Nation Wide
Credit
Counseling

Dumpster full
contained
documents of
clients names,
addresses,
Social
Security
numbers

SSN, NAA, FIN
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Reported

Records

Orgs

Summary

Data Types

2009-12-17

42000

United States
Army

Stolen laptop
contains
names, Social
Security
number, home
address, date
of birth,
encrypted
credit card
information,
personal e-
mail address,
personal
telephone
numbers, and
family member
information of
over 42,000

CCN, SSN, NAA, EMA, MISC, DOB

2009-12-17

University of
Pennsylvania
Health System

Personal
information of
19 allegedly
stolen from
computers

2009-12-17

North Carolina
Community
College
System

Hackers break
into library
system of
some 25
community
college
libraries,
compromising
names, social
security
numbers, and
drivers
licenses of
over 50,000

SSN, NAA, MISC

2009-11-06

MassMutual
Financial
Group

Unnamed third
party
compromise
leads to
potential loss
of personal
information of
employees
and employee
families
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Records
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Summary
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2009-12-18

261

Penn State
University

Infected
computer
potentially
exposes
hundreds of
Social
Security
numbers.

SSN, NAA

2009-12-18

Shropshire
County Council

Unencrypted
memory stick
lost in mail
contained the
personal
medical
information of
residents and
staff

NAA, MISC, MED

2009-11-25

Wentworth-
Douglass
Hospital

Transferred
employee
access and
manipulates
patient
records,
including
screenshots
containing
Social
Security
numbers

SSN, NAA, MED

2009-12-21

Durham
Region Health
Department

Personal
health
information for
83,524 people
on lost USB
drive

NAA, MED, DOB

2009-08-28

UnitedHealthca
re

Claims
associate
stole unknown
number of
names,
addresses and
medical
details from
flexible
spending
accounts

NAA, MED, ACC, DOB
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Records
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Summary
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2009-11-25

348

Penn State
University

Break-in
results in
stolen laptops
exposing
names and
Social
Security
numbers

SSN, NAA

2009-04-20

MySpace

Employee
steals the
names, Social
Security
numbers and
other personal
information on
a number of
his co-workers

2009-04-30

GSl
Commerce
Call Center

Employee
steals
customers
credit cards
details to
commit fraud

2009-05-05

Spencer
House
Apartment
Complex

Documents
found in
dumpster
contained
names,
addresses,
SSN, rental
applications,
immigration
numbers and
bank
statements

SSN, NAA, MISC, ACC, FIN

2009-05-15

Blue Cross
Blue Shield of
Georgia

Package
containing
hundreds of
customers
patients
names,
account
numbers, and
tax id numbers
mailed to
wrong person

NAA, MED, ACC, FIN

2009-05-20

Four Peaks
Financial
Services

Customers
names and
credit card
details posted
on website
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Summary
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2009-12-31

130000

Eastern

Unknown

SSN, NAA, DOB

Washington
University

security
breach
exposes
130,000
students
names and
Social
Security
numbers

Hacked server
exposes
unknown
number of
customers
names, email
addresses and
credit card
details

Infected POS
terminals steal
customers
credit card
details

Collective2
LLC

2009-12-30 CCN, NAA, MISC

2009-12-29 Little Italy

Files
containing
names,
addresses,
and Social
Security
numbers of 10
made
available on
internet

The National
Center for
Children &
Families

2009-03-09

2009-12-14 Store's
computer
hacked,
unknown
number of
customers
details
potentially

exposed

Dollar Tree

Welfare
workers
confidential
papers
contained
names,
addresses and
SSN ended up
at a local tv
station

2009-03-07 Oklahoma
Department of
Human

Services
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Records
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Summary
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2009-12-31

?

United States
Department of
Commerce

Accidential
email exposes
unknown
number of
names and
Social
Security
numbers

SSN, NAA

2009-11-16

T.A.D Gear

Hacked
database
exposes
unknown
number of
customers
names and
credit card
details

2009-08-09

St. Lucie
County School
District
Skyward Inc

Contractor
transferred
employee data
containing
names, Social
Security
numbers and
addresses
during a
software
update

2009-07-27

City of
Baytown Texas

Clerk
accidentially
emails a
spreadsheet
containing
names, bank
account
numbers,
bank routing
numbers and
check
numbers to a
townsperson
as part of a
FOIA request

2009-09-18

Kraft Foods

Stolen laptop
exposes
employees
names and
Social
Security
numbers
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Summary
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2009-12-15

688

National
Audubon
Society

Stolen
computer
contains
personal
infomation.

CCN, SSN, NAA

2009-08-17

SQL injection
attack by
Gonzalez
compromises
unknown
number of
credit cards

2009-09-03

750000

Individuals
arrested for
unauthorized
acquisition of
customer
data, including
Social
Security
numbers

2009-09-22

Mid America
Kidney Stone
Association,
LLC

Stolen server
(vague)
exposes
medical
records

2009-09-22

University of
California San
Francisco

Phishing scam
exposes over
600 medical
records

2009-09-27

City of Hope
National
Medical Center

Laptop stolen
from
employee's
car exposes
PHI of nearly
6,000

2009-10-07

Blue Cross
Blue Shield
Association
Merkle Direct
Marketing

Snail mail
error exposes
the PHI of
thousands

2009-10-09

Health
Services for
Children with
Special
Needs, Inc.
(HSCSN)

Lost laptop
contains the
PHI of nearly
4,000 people

2009-12-12

Blue Island
Radiology
Consultants
United Micro
Data Inc

Lost backup
tapes exposes
PHI of 2,562
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Summary
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2009-10-12

501

Alaska
Department of
Health and
Social Services

Stolen USB
exposes PHI
of over 500
people

MED

2009-11-24

Advocate
Health Care

Stolen laptop
exposes 812
PHI

2009-11-19

Concentra Inc

Stolen laptop
exposes 900
patients health
information

2009-11-30

University of
California San
Francisco

Stolen laptop
contained PHI
of over 7,000

2009-10-04

Aspen Dental
Care P.C.

Unspecified
theft exposes
PHI of
thousands

2009-11-18

Universal
American
Insurance

Post cards
sent to 83,000
included
names,
addresses and
Social
Security
numbers

2009-11-25

Aurora St.
Luke's

Medical Center
Cogent
Healthcare

Stolen laptop
contains
names, Social
Security
numbers, and
other
information of
about 6,400
patients

SSN, NAA, MED

2009-12-30

Advanced
NeuroSpinal
Care

Equipment
theft leads to
potential
exposure of
patient PHI

2009-12-27

Educators
Mutual
Insurance
Association of
Utah

Health
Behavior
Innovations

CD's stolen
containing PHI
of nearly 6,000
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Summary
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2009-12-11

528

Brown
University
Blue Cross
Blue Shield of
RI

Unauthorized
access to PHI
exposes 528
patients details

MED

2009-10-31

Kern Medical
Center

Stolen medical
records
exposes 596
patients

2009-10-26

Blue Cross
Blue Shield
Association
Service
Benefits Plan
Administrative
Services Corp.

Unspecified
shail mail
issue exposes
PHI of 3,400

2009-12-15

Center for
Neurosciences

Stolen laptop
exposes
patients 1,101
medical
details

2009-12-15

Detroit
Department of
Health and
Wellness
Promotion

Computer
stolen from
office contains
flu vaccination
details of city
residents

SSN, MISC, MED

2009-11-11

Moriarty &
Primack
Smith College

Several
laptops,
containing
social security
numbers of
customers,
stolen

2009-11-10

Massachusetts
Eye and Ear
Infirmary

Unspecified
theft loses PHI
of over a
thousand

2009-01-21

First Interstate
Mortgage
Corporation
Nevada One
Corporation

Boxes of tax
returns, credit
reports, and
other PII found
in unsecured
dumpster

SSN, NAA, MISC, ACC, FIN

2009-04-23

New York
State
Department of
Taxation and
Finance

Employee
steals social
Security
Numbers and
other PII of
hundreds of
tax payers

SSN, NAA, MISC, ACC, DOB
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2009-10-27

330

Erisa Pension
Systems

First NLC
Financial
Services

Email
containing
personal
information of
plan
participants
sent to all plan
participants

SSN, NAA, MISC, FIN

2009-10-14

McGraw-Hill
Companies

Stolen laptop
contained
names, Social
Security
numbers of
contractors

2009-10-17

Feeney
Insurance
Agency

Break-in
results in
stolen
computer
containing
names, dob's,
Social
Security
numbers

SSN, NAA, DOB

2009-08-27

Target
Corporation

Limited
number of
credit / debit
cards stolen
by Gonzalez
and crew

2009-08-17

J. C. Penney

Company, Inc.

(JCPenney)

Gonzalez &
crew install
sniffers,
potentially
accessing
credit and
debit card data

2009-10-05

Moses,
Phillips,
Young,
Brannon and
Henninger,
L.P.P.

Backup
"storage
device" stolen
in transit
containing the
personal
information of
clients

MISC, FIN

2009-09-30

Anne Arundel
County

Laptop stolen
from
personnel
office
contained PII
of firefighter
applicants

SSN, NAA, MISC, DOB

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2700
http://datalossdb.org/incidents/2701
http://datalossdb.org/incidents/2702
http://datalossdb.org/incidents/2706
http://datalossdb.org/incidents/2632
http://datalossdb.org/incidents/2707
http://datalossdb.org/incidents/2708

Incidents

Reported

Records

Orgs

Summary

Data Types

2009-10-30

?

Thermo Fisher
Scientific Inc.

Laptop stolen
from an
employee's
locked trunk
contained
credit
application
forms

SSN, NAA, DOB

2009-10-29

BlackRock,
Inc.

PNC Global
Investment
Servicing Inc.

Third party
accidentally
sent CD's
containing
customer PlI
to the wrong
client

SSN, NAA, FIN

2009-08-06

California
Business
Bureau Inc.

Former
employee
inappropriately
accessed data
containing
names, Social
Security
numbers, and
dates of birth

SSN, NAA, DOB

2009-11-19

FCI USA Inc.

Stolen laptop
contained
spreadsheet
with personal
information of
2000
employees

SSN, NAA, DOB

2009-06-09

T-Mobile

Customer data
of T-Mobile
stolen and
used for
identity theft

SSN, NAA, MISC

2009-06-26

Experian

Unauthorised
access to
credit
reporting
agency
revealed
personal
information

SSN, NAA, DOB
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2009-11-16

998422

Blue Cross
Blue Shield of
Tennessee

57 Hard
Drives
Containing
Personal
Information
Stolen from
Blue Cross
Blue Shield of
Tennessee
Facility

SSN, NAA, MISC, MED

2009-10-16

Brooke Army
Medical Center

Theft of paper
records
potentially
compromises
1,272 medical
records

2009-12-22

Western
Michigan
University

Student
employee's
Social
Security
numbers
posted on web

2009-02-25

Pearson
Education, Inc.

14 original
checks
missing after
mailing
between
branches

2009-04-28

Caritas Christi
Health Care

10 Lab
specimens
labeled with
names,
insurance
numbers,
dates of birth
and Social
Security
numbers stolen

SSN, NAA, MED, DOB

2009-08-14

Aztec
Marketing Co.

Hacker logged
into
administrators
website and
opened on-
line orders -
containing
names with
credit card
numbers
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-27

?

The Dreyfus
Corp

MBSC
Securities Corp

Account
information
containing
name,
address, and
Social
Security
number
emailed to
wrong
recordkeeper

SSN, NAA, ACC

2009-07-10

Associated
Third Party
Administrators
United Service
Workers Union

Stolen laptop
contained
names, Social
Security
numbers,
financial
information
and copies of
drivers license

SSN, NAA, MISC, ACC, FIN

2009-07-10

Health Net

Email
inadvertently
sent to wrong
address
exposes client
names,
address date
of birth, Social
Security
numbers and
medical
information

SSN, NAA, MED, DOB, DOB

2009-05-01

Jones &
Associates
Insurance
Agency Inc

Computer
stolen from
office
contained
personal
information of
potential
clients

SSN, NAA, MISC, DOB

2009-07-17

The Caleb
Foundation

29 Social
Security
numbers and
names
accidently e-
mailed 10
other
employees
within
foundation
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-04-03

?

JPMorgan
Chase

Unsecured
hard drive lost
in mail transit
contained
names and
Social
Security
numbers

SSN, NAA

2009-03-05

Branch
Banking &
Trust

Former
employee was
providing
personal
information to
third parties
for fraudulent
use

SSN, NAA, MISC, ACC, DOB

2009-05-12

Kosher
Vitamin
Express

Hackers
accessed
online
merchant and
stole name,
addresses and
credit card
numbers of
customers

2009-03-27

ProCure
Treatment
Centers, Inc

Portable
storage device
left on train
exposing
personal
information of
current and
former
employees

NAA, MISC

2009-08-27

Priceline.com,
Inc.

Call center
compromised
exposing
names,
addresses,
credit card
numbers of
customers,
expiration and
verification
numbers

CCN, NAA, MISC

2009-01-20

Raymond
James
Financial, Inc

Letters sent to
customers
accidentally
contained their
account
numbers

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2793
http://datalossdb.org/incidents/2794
http://datalossdb.org/incidents/2795
http://datalossdb.org/incidents/2796
http://datalossdb.org/incidents/2797
http://datalossdb.org/incidents/2799

Incidents

Reported [ Records | Orgs Summary Data Types

2009-03-25 | ? La Salsa Restuarant CCN, NAA
point-of-sale
system
hacked,
exposing
customers
credit card
information

2009-03-25 | 7 Sticks and Register and
Stones Garden | safe broken
into and
merchant
receipts stolen
from store

2009-02-04 Fairway Stolen laptop SSN, NAA, ACC
Independent may have
Mortgage Inc. | contained tax
returns, bank
account
statement
details for 10
contacts

2009-08-20 Massachusetts | Letters sent to
Department wrong

of Health and members
Human contained
Services names and
Social
Security
numbers

2009-08-20 Prompt Med Dumped SSN, NAA, MED, DOB
medical files
exposes 623
patients
names, Social
Security
numbers,
dates of birth
and medical
details

2009-07-16 | ~ Henry Schein, | Stolen laptop
Inc. contained
personal
information,
including
names, credit
card numbers
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-03-25

?

Wheel Pros
LLC

Stolen bag
containing a
flash drive
exposes
employee
Social
Security
numbers

SSN, NAA

2009-08-31

Over 1,500
users possibly
exposed
through 8
stolen laptops

CCN, NAA, ACC

2009-06-11

Touchstone
Community
School

Identity theft of
employee
leads to
discovery of
unauthorized
acquisition of
personal files

SSN, NAA, MISC

2009-08-10

Chart
Industries, Inc

8 laptops
stolen
exposing as
many as 1,600
individuals
personal
information

NAA, MISC

2009-08-25

DaVita Inc.

Theft of
multiple
desktop
computers
containing
Social
Security
numbers of
customers

SSN, NAA, MISC, ACC

2009-06-08

Pennant Foods

Hacker gains
access to
system and
exposes credit
cards through
FTP

2009-04-22

Partners
Home Care Inc

Stolen laptop
contained
Social
Security
numbers,
names,
phone,
address and
other personal
information

SSN, NAA, MISC, ACC, DOB
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-12

151

Children's
Hospital
Boston

Stolen laptop
contains
personal
information

SSN, NAA, MISC

2009-08-10

New York Life
Insurance Co

Stolen laptop
contained
personal
information
including
names, dates
of birth, Social
Security
numbers and
policy numbers

SSN, NAA, ACC, DOB

2009-03-09

Pentel of
America Ltd

Hacked
website
exposes 2076
customers
names,
addresses and
credit card
numbers,
expiration
dates and
CV2 codes

2009-04-21

FairPoint
Communicatio
ns

Missing
portable data-
storage device
may have
contained
names,
addresses,
and Social
Security
numbers of
4,400

SSN, NAA, DOB, FIN

2009-07-30

Bank of
America
Commerce
Insurance

Checks sent in
mail were lost
in transit

2009-02-16

Capital One

Employee
sends letters
with account
numbers to
wrong
addresses
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-06-17

100000

Bord GAjis

Stolen
unencrypted
laptop
contained
75000
customers
account
details

NAA, ACC

2009-02-24

Programming
error results in
employees tax
information
being mailed
to wrong
persons

SSN, NAA, MISC, ACC

2009-08-17

Virgin Money

Former
employee
access names
and Social
Security
numbers for
boost at new
job

2009-07-22

Coffee.org

Thousands of
customers
credit card
numbers
exposed by
hacker

2009-01-28

Springfield
Performing
Arts
Development
Corp.

CityStage gift
card
customers'
credit card
numbers
exposed on
Internet

2009-01-28

Lear Siegler
Services Inc.

Stolen laptop
contained
employment
related
information
including
Social
Security
numbers

2009-02-11

BlackRock,
Inc.

8,478 Social
Security
numbers of
employees
exposed by
computer kept
by former
employee
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-08-14

?

Banco Leon

Hacker uses
brute-force to
gain access to
bank ATM;
exposing
credit cards
and pin
numbers

CCN, NAA

2009-09-03

Scarborough
and Associates

Email
attachment
sent to an
incorrect
address,
possibly
exposing
personal
information

SSN, NAA, MISC

2009-08-04

Center for
American
Progress

Hacker gets
into website
and possibly
steals
personal
information
about clients

CCN, SSN, NAA, DOB

2009-07-07

TorahMedia.co
m

Hacker steals
credit card
information of
customers
through
security hole

2009-02-11

Stonehill
College

10 transfer
applications
containing
name and
Social
Security
number of
students were
lost

2009-03-02

Andy's Market

'‘Botnet' attack
breaches POS
system and
exposes
customers
credit cards
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-05-19

?

CIGNA
HealthCare
Corp.

Former
employees
collected
documents
containing
personal
information for
unauthorized
use

SSN, NAA

2009-02-02

LPL Financial

Unknown
person
obtained login
of financial
advisor and
attempted to
make trades
with other
accounts

2009-01-08

Kayak
Software
Corporation

Laptop stolen
from car
containing
personal
information of
other
employees

SSN, NAA, MISC, ACC

2009-04-27

Experian

Credit
reporting
agency
discovered
unauthorized
access from a
client,
exposing
personal
information

2009-12-04

Uniformed
Services
Benefit
Association

Laptop stolen
containing
personal
information of
customers

SSN, NAA, MISC

2009-03-04

Entity Beauty
Inc

Hacker steals
credit card
information of
customers by
getting into
encrypted
database
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-01-20

130000000

Heartland
Payment
Systems
Tower Federal
Credit Union
Beverly
National Bank

Malicious
Software/Hack
compromises
unknown
number of
credit cards at
fifth largest
credit card
processor

CCN

2009-09-22

GMAC
Mortgage
eLynx

Mistake in
document
delivery
procedure
results in
unauthorized
third party
access to
personal
records

SSN, NAA, ACC, DOB

2009-02-02

Archdiocese
of Boston

Stolen laptop
exposes
personal
information of
employees
and vendors

SSN, NAA, MISC, ACC

2009-09-29

Quest
Diagnostics
AmeriPath Inc

Stolen laptop
exposes
name,
address, and
Social
Security
numbers of
individuals

2009-09-10

LitCon Group
LLC

Laptop stolen
from car
exposes
personal
information

SSN, NAA, MED, ACC

2009-06-19

Eastern Bank

Break-in of
building and
HR possibly
leaves many
employees
information
exposed

CCN, SSN, NAA, MISC, ACC, FIN
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-07-22

?

The
Partnership
Federal Credit
Union

Data file
inadvertently
left exposed
on old
computer,
possible
breach from
external
sources

SSN, NAA, ACC

2009-12-21

Telhio Credit
Union

Former
employee
accessed and
download a
report before
departure -
containing
personal
information

NAA, MISC

2009-01-26

Garcia's
Mexican
Restaurant

Keylogger
placed on
POS system
exposes credit
cards of
customers

2009-07-21

Bristol-Myers
Squibb Co.

External hard
drive missing -
exposing
personal
information of
employees

2009-08-14

United
Guaranty

Clients
mortgage loan
files
accidentally
exposed

SSN, NAA, ACC, DOB, FIN

2009-08-07

Home Depot

Third party
vendor
handling
employee
benefits, has
data breach
exposing
personal
information of
employees

SSN, NAA, MISC, DOB

2009-07-10

Ameriprise
Financial

Files of clients
lost - exposing
personal
information of
those
individuals

SSN, NAA, MISC, ACC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-07-22

?

The May
Institute Inc.

List of
individuals
names and
Social
Security
numbers
accidentally
sent in wrong
contract
package

SSN, NAA, DOB

2009-03-05

State Farm
Insurance

Agent
disposing of
trash in an
unsecure way -
possible
exposing of
personal
information

SSN, NAA, MISC, MED

2009-08-17

Massachusetts
Department
of Revenue

Voice mail
system error
may have
allowed
outside caller
to obtain
personal
information of
employee

2009-08-03

JPMorgan
Chase

Missing
backup tapes
contain
customers
names and
Social
Security
numbers

2009-06-08

Michelle
Copeland
Skincare

Hacker
breaches
website and
gains
customers
credit card
information

2009-03-20

Massachusetts
State Board
of Retirement

Beneficiary
forms were
mailed to the
wrong address
- exposing
Social
Security
numbers of
beneficiary

SSN, NAA
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Incidents
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Records

Orgs

Summary

Data Types

2009-06-12

?

Sprint Nextel

Box
accidentally
left behind
during move
contained
customer info

CCN, SSN, NAA, MISC, DOB

2009-03-27

Liberty
Mortgage
BB&T
Financial

Credit report
inadvertently
mailed to
wrong
address,
which
contained
Social
Security
numbers

2009-05-12

Bristol
Community
College

Folder
containing 11
admission
applications to
college lost on
campus

SSN, NAA, MISC, DOB

2009-12-10

Experian

Credit
reporting
agency
discovered
unauthorized
access from a
client,
exposing
personal
information

SSN, NAA, ACC, DOB

2009-04-03

OneBeacon
Insurance

Processing
Error in
Mailroom led
to personal
information
being posted
to incorrect
parties.

NAA, MISC

2009-07-10

Wells Fargo
Wachovia
Dealer
Services, Inc.

Stolen Backup
Hard Drive
from law firm
used by
Wachovia
Dealer
Services

SSN, NAA, ACC
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Records

Orgs

Summary
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2009-03-27

?

Bond Bros, Inc

Employee
gains access
to file
containing
Social
Security
numbers and
emails a copy
to personal
account

SSN, NAA

2009-04-22

Springfield
Technical
Community
college

Laptop stolen
from faculty
member's
home exposes
students
personal
information

SSN, NAA, MISC, ACC

2009-04-09

Fox
Entertainment
Group
MySpace.com

Unauthorized
access by an
employee
exposes
details of other
employees
names,
addresses and
Social
Security
numbers

SSN, NAA, FIN

2009-05-28

Aviva USA

Social
Security
Numbers and
names and/or
addresses of
approximately
550 customers
on malware
infected
computer may
have been
compromised

2009-02-06

Home Depot

1099-MISC
forms
inadvertently
sent to wrong
addresses

NAA, ACC, DOB, FIN
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-06-23

209

Access TCA,
Inc.

Employees
personal
information
stolen
including
Social
Security
numbers
taken by
employee 209
affected

SSN, NAA

2009-02-13

Commonwealt
h Worldwide
Chauffeured
Transportation

Employees
401k
applications
lost in transit
contained
names and
Social
Security
numbers

2009-01-16

Beth Israel
Deaconess
Medical Center

Employee
steals patients
names and
Social
Security
numbers of
2,552

SSN, NAA, MISC

2009-08-14

AsSeenOnTV

SQL injection
into corporate
web server
exposed credit
card
information of
customers

2009-01-09

Hotel ZaZa

Hacker
compromises
network and
steals credit
card numbers
of customers

2009-03-06

City of Chicago
DeZonia
Group, Inc.

Unknown
number of
names,
addresses and
Social
Security
numbers lost
due to stolen
laptop

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2942
http://datalossdb.org/incidents/2950
http://datalossdb.org/incidents/2952
http://datalossdb.org/incidents/2953
http://datalossdb.org/incidents/2956
http://datalossdb.org/incidents/1833
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Summary
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2009-05-13

47000

United Food
and
Commercial
Workers Union

Stolen laptop
may contain
personal
information of
union
members,
including birth
dates and
Social
Security
numbers

SSN, NAA, EMA, DOB

2009-08-31

TD Bank, N.A.

Laptop
containing
Social
Security
numbers of
customers
stolen in
burglary of
office

SSN, NAA, ACC

2009-03-25

Brasstown
Valley Resort

Hacker
installed
software to
intercept credit
card swipes
before
encryption

2009-01-27

Prudential
Financial

Box of
confidential
documents
lost during
office move,
exposing
1,643 Social
Security
numbers

2009-08-21

La Luna
Mexican Cafe

Malware
placed on
POS system
in order to
gain credit
card
information

2009-07-02

Office broken
into,
potentially
exposing
Social
Security
numbers of
individuals
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Incidents
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Records

Summary
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2009-09-15

?

Laptop stolen
from car
containing
personal
information of
customers

SSN, NAA

2009-04-10

150000

Gexa Energy

Undisclosed
number of
customers
data breached
by hacker.
Data includes
names,
address and
SSN

SSN, NAA, MISC, ACC, DOB

2009-08-12

CFA Institute

Virus on
computer may
have
compromised
login
credentials to
American
Express Card
processing
accoutn

2009-12-11

InterContinenta
| Hotels Group

Malicious
software
discovered on
computer that
processes
credit cards

2009-01-23

RBC Wealth
Management

Financial
consultant
stored boxes
of client
information at
his garage,
hired crew
improperly
disposed of
material

SSN, NAA, ACC

2009-12-02

Ameriprise
Financial

Client
information
including
Social

Security
numbers
inadvertently
mailed to
wrong address

SSN, NAA, MISC
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Incidents
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Records
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Summary
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2009-08-25

?

Assurity
Financial
Serices

Hacker gains
access to
database,
exposing
personal
information

SSN, NAA

2009-04-17

Massachusetts
General
Hospital

Employee
accessed data
in which they
had no need

to be searching

2009-06-30

UMassMemori
al

Daily receipt
bag containing
names,
payment
checks and co-
pays was lost

2009-03-24

Partners
Home Care Inc

Employee left
laptop by car
during patient
visit; laptop
was stolen,
exposing
client
information

SSN, NAA, MISC, DOB

2009-11-16

Genworth
Financial Trust
Company

Hacker gains
access to
website and
installs
keylogger to
gain
credentials

SSN, NAA, MISC

2009-09-11

Former
employee
improperly
handled
sensitive
documents
exposing
customers
personal
information

CCN, SSN, NAA

2009-07-28

The Mind
Research
Network
Hartford
Hospital

Stolen
computer at
employees
residence
contained
personal
information
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Incidents
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Orgs

Summary

Data Types

2009-03-23

800000

Massachusetts
Department

of Health and
Human
Services

Personal data
of over
800,000
Massachusetts
residents
exposed by
internal breach

SSN, NAA, MISC, DOB

2009-04-09

Prudential
Financial

Financial
account
statement
erroneously
mailed to
former agents,
customers
names and
account
information
exposed

2009-04-17

Humana Inc

Invoices
containing
Social
Security
numbers were
accidentally
available to
the public on
website

2009-11-30

Nuance

Stolen laptop
may have
contained
Social
Security
numbers

2009-09-28

Mountain
State Blue
Cross Blue
Shield

Stolen laptop
contained
Social
Security
numbers,
taxpayer
information,
addresses and
national
provider
identifier
numbers

SSN, NAA, MED

2009-08-21

Handlery Hotel

Malious
software found
on computer
which parsed
RAM for credit
card numbers
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Summary
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2009-08-04

10

T-Mobile

Former
employee
stole 10
customers'
credit card
numbers and
attempted to
use

CCN, NAA

2009-07-13

Lockheed
Martin Corp

Second-hand
hard drive
found to have
personal
information of
employees

2009-07-30

JPMorgan
Chase

Unknown
number of
customers
mortgage loan
documents
are missing

SSN, NAA, ACC

2009-03-25

Lasell College

Retirement
form
inadvertently
faxed to
unknown
person/entity

2009-12-07

Anglo Irish
Bank

The Belfast
office of Anglo
Irish Bank is at
the centre of
an
investigation
after it
accidentally
released
information on
500 UK
customers.

2009-08-27

Ally Bank

Customer
accounts
hacked to
create new
bank accounts
and transfer
money to

NAA, MISC, ACC

2009-08-21

Jackson
National Life
Insurance
Company

Letters
containing
name,
address and
policy number
mistakenly
sent to wrong
agents
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2009-01-09

?

UnitedHealthca
re

Customer
Social
Security
Numbers
accidentally
printed on
mailed letters

SSN, NAA

2009-04-14

Cape Ann
Savings Bank

Bank reports
containing
personal
information of
customers
stolen during
transit

SSN, NAA, ACC

2009-03-11

Savers Bank

Merchant's e-
commerce site
hacked - credit
card numbers
of customers
stolen

2009-08-13

The Kolburne
School, Inc.

Employee tax
forms
inadvertently
switched with
wrong clients

SSN, NAA, ACC

2009-06-16

Putnam
Investor
Services

Employee
erroneously
emails
information to
external
agents, when
it should have
been internal
only

2009-10-22

641000

Zurich
Insurance

Policy details
of 641,000 on
lost backup
tape

2009-07-17

Massachusetts
Department

of Workforce
Development

50 forms with
personal
information
inadvertentally
mailed to
wrong
addresses

NAA, MISC
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