Data Loss Database - 2008 yearly report

http://datalossdb.org
Version: 192.38 - Created: 2008-07-14 - Updated: 2010-07-29

This report shows publicly reported data breaches involving personally identifying information (PII) for the year of 2008.
All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open Security
Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 775
Total Records Affected: 86,926,496

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-01-02

2800

Workers
Compensation
Fund

Social Security
numbers and
other personal
information for
about 2,800
people on stolen
laptop

SSN

2008-01-03

Dorothy Hains
Elementary School

Social Security
numbers on
stolen computer

2008-01-04

Florida
Department of
Children and
Families

Social Security
numbers, birth
dates and other
information for
thousands on
stolen laptops

2008-01-04

Maryland
Department of
Assessments and
Taxation

Social Security
numbers for
roughly 900
transmitted to
unprotected web
site

2008-01-05

New Mexico State
University

Employee Social
Security numbers
and names on
missing hard drive

2008-01-04

Geeks.com
(Genica)

Credit card
numbers, names,
and addresses
possibly
compromised on
"hacker safe" web
site

CCN, NAA, EMA

2008-01-08

260000

Electronic Data
Systems (EDS)
Wisconsin
Department of
Health and Family
Services

Social Security
numbers of
260,000 on
mailing labels

2008-01-09

University of
Georgia

Social Security
numbers, names
and addresses of
4,250 on hacked
server

2008-01-10

Select Physical
Therapy

4,000 records
containing Social
Security numbers,
credit and debit
card account
numbers, names,
and addresses
dumped
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-01-11

800

University of Akron

Social Security
numbers, names
and addresses of
800 on missing
hard drive

SSN, NAA

2008-01-11

University of lowa

Social Security
numbers and
other information
for 216 exposed
in Internet

2008-01-11

Oldham NHS
Primary Care Trust

Personal and
medical
information of 148
on missing "data
sticks"

MED, NAA

2008-01-11

Virginia
Department of
Social Services

Letters mailed to
1,500 regarding a
"potential security
breach"

2008-01-12

California State
University
Stanislaus
Sodexho

Credit card
numbers,
cardholder names
and expiration
dates exposed

2008-01-14

Tennessee Tech
University

Lost portable
drive contains
names and Social
Security numbers
of 990

2008-01-15

Naval Surface
Warfare Center
Dahlgren Division

Names, Social
Security numbers,
and financial
information found
on report obtained
by suspected
identity thieves

2008-01-15

Wisconsin
Department of
Revenue

Social Security
numbers of 5,000
on mailing labels

2008-01-16

University of
Wisconsin-
Madison

Social Security
numbers of about
205 employees
exposed on web

2008-01-17

650000

Iron Mountain
GE Money

Credit card
numbers and
some Social
security numbers
of 650,000 on
missing backup
tape

CCN, SSN
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-01-18

605767

United Kingdom
Ministry of
Defence

Stolen laptop
contains passport
details, National
Insurance
numbers, medical
records of 600,000

SSN, NAA

2008-01-24

Fallon Community
Health Plan
Medicare
Advantage
Review
Associates
(MARA)

Medical
information and
names of 29,800
on stolen laptop

SSN, NAA, MED, DOB

2008-01-25

Penn State
University

Stolen laptop
contains Social
Security numbers
of 677

2008-01-25

OmniAmerican
Bank

Debit cards, and
PIN numbers of
customers
compromised via
hack

2008-01-29

Georgetown
University

Social Security
numbers and
other personal
information of
about 38,000 on
stolen hard drive

2008-01-29

Wake County
North Carolina
Emergency
Medical Services

NC

2008-01-29

300000

Horizon Blue
Cross Blue Shield
of New Jersey

Stolen laptop
contains names
and Social
Security numbers
of over 300,000

2008-01-31

South Carolina
Department of
Health and
Environmental
Control

About 400 names
and Social
Security numbers
on stolen laptop

2008-01-31

University of
Minnesota
Reproductive
Medicine Center

Medical
information of
3,100 on lost flash
drive

MED, NAA

2008-02-01

Marine Corps
Bases Japan

Social Security
numbers, names,
and other
information of
4,000 on stolen
laptop
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-02-02

5000

Diocese of
Providence

Names,
addresses, and
Social Security
numbers of 5,000
on stolen
computers

SSN, NAA

2008-02-07

Memorial Hospital

South Bend, IN

2008-02-11

Jefferson County
Colorado Public
Schools

Stolen computer
holds names,
addresses, dates
of birth, and
school information
for up to 2,900

2008-02-12

Systematic
Automation Inc
Modesto
California City
Schools

Clovis Unified
Los Angeles
Department of
Water and Power
Torrance Unified
School District
Nestle Waters
North America

Stolen hard drive
holds names,
addresses, birth
dates and Social
Security numbers
of over 40,000

SSN, NAA, DOB

2008-02-12

Long Island
University

Up to 30,000
notified about
potentially
compromised
letters containing
names and Social
Security numbers

2008-02-13

321000

Lifeblood

Missing laptops
contain personal
information
including dates of
birth and some
Social Security
numbers of
321,000

2008-02-13

Middle Tennessee
State University

Names and Social
Security numbers
of about 1,500 on
compromised
computer

2008-02-14

Tenet Healthcare
Corporation

Former employee
convicted of
identity theft had
access to records
of 37,000
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Reported
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2008-02-14

5123

Russells Hall
Hospital

Medical records of
5,123 on stolen
laptop

MED

2008-02-15

Lexmark
International

Undisclosed
number of names,
addresses and
Social Security
numbers
disclosed on file-
sharing site

SSN, NAA

2008-02-15

Crosslines
Ministries of
Carthage

Social Security
numbers, names,
and addresses of
2,000 in stolen
files

2008-02-15

First Magnus
Financial

Thousands of
documents
containing Social
Security numbers,
credit card
information,
addresses
recovered from
trash

2008-02-16

Texas A&M
University

Names and Social
Security numbers
of 3,000
inadvertantly
posted online

2008-02-21

Newfoundland
Eastern School
District

Medicare
numbers, names,
and addresses of
28,000 students
on stolen laptop

MED, NAA

2008-02-25

Mecklenburg
County North
Carolina

NC

2008-02-25

1400

LGT Bank

2008-02-27

103000

Health Net
Federal Services

Social Security
numbers for
103,000 posted
on web

2008-02-29

Wellesley Health
Department

Social Security
numbers, names,
addresses, and
dates of birth for
about 480 lost
from open
envelope
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Reported

Records
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Summary

Data Types

2008-02-26

19246

Kraft Foods

Missing laptop
contains names
and possibly
Social Security
numbers of 20,000

SSN, NAA

2008-03-05

Madeley Health
Center

UK

2008-03-05

Crown Stanley
and Silverman
Nevada
Department of
Public Safety

Social Security
numbers and
addresses of 109
on lost thumb drive

2008-03-06

Cascade
Healthcare
Community

Computer virus
exposes credit
card information,
names, and
addresses of
more than 11,500

2008-03-08

MTV Networks

External breach
exposes about
5,000 names and
Social Security
numbers

2008-03-10

Blue Cross Blue
Shield of Western
New York

Missing laptop
contains "vital
information" of an
estimated 40,000

2008-03-12

Harvard University

Personal
information of
6597 potentially
revealed due to
hacking incident.

SSN, NAA, EMA, DOB

2008-03-13

University Health
Care

Stolen laptop and
flashdrive
contained names,
addresses, and
SSN

2008-03-15

Utah Division of
Finance

Personal
information of
about 500
possibly accessed
by unauthorized
persons

2008-03-15

38000

Broward County
School District

2008-03-17

4200000

Hannaford

4.2 million credit
card and debit
card numbers
exposed in breach
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Reported

Records
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Summary

Data Types

2008-03-17

300

Binghamton
University

Names, grade
point averages
and Social
Security numbers
of over 300
accidentally e-
mailed

SSN, NAA

2008-03-19

Affordable Realty

Financial
information and
Social Security
numbers of
"hundreds" found
in dumpster

2008-03-21

Rhode Island
Department of
Administration

Missing disk
contains Social
Security numbers
of almost 1,400

2008-03-21

1000000

Compass Bank

ACC, NAA

2008-03-22

51000

Stock & Option
Solutions

Agilent
Technologies
THQ

Infinity
Pharmaceuticals,
Inc.

Social Security
numbers, names,
and financial
information of
51,000 on stolen
laptop

SSN, NAA, FIN

2008-03-23

Western Carolina
University

Social Security
numbers of 555
on hacked server

2008-03-24

National Institutes
of Health

Names and
medical
information of
2,500 on stolen
laptop

MED, SSN

2008-03-24

Super 8 Motel

Customer credit
card numbers,
names, addresses
dumped in landfill

2008-03-26

The Dental
Network

Names,
addresses, dates
of birth and Social
Security numbers
of about 75,000
posted on web site

SSN, NAA, DOB
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Reported
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Orgs

Summary
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2008-03-26

12500000

LaSalle Bank
BNY Mellon
Shareowner
Services
Archive Systems
Inc

The Walt Disney
Company
SYNOVUS

Lost backup tape
of BNY Mellon
Shareholder
services contains
names, Social
Security numbers
and possibly
banking
information.

SSN, NAA, ACC

2008-03-28

Leicester NHS
Trust

Names,
addresses, bank
details and
national insurance
numbers for 180
found in street

2008-03-28

Museum of
Science Boston

Names, credit
card numbers,
and other
personal
information of 140
exposed on web

2008-03-31

Advance Auto
Parts Inc.

"Network
intrusion" exposes
financial
information for up
to 56,000

CCN, NAA, ACC, FIN

2008-04-04

University of
California Irvine

Upto 1,132
affected - very few
details available

SSN, NAA

2008-03-21

Pfizer

Stolen laptop
contains names
and credit card
numbers of about
800

CCN, NAA, EMA

2008-04-08

WellCare

71,000 insurance
records including
Social Security
numbers exposed
on internet

2008-04-10

Joliet West High
School

Names and Social
Security numbers
of "about every
student enrolled"”
accessed

2008-04-11

New York-
Presbyterian
Hospital

Weill Cornell
Medical Center

Names, phone
numbers and
some Social
Security numbers
of 40,000 stolen
by employee
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2008-04-11

8309

Bowdoin College

Student Social
Security numbers,
names,
addresses,
insurance
information left
exposed on server

SSN, NAA

2008-04-12

West Seneca
School District

SSN, NAA

2008-04-13

University of
Toledo

Name, address,
and Social
Security numbers
for 6,488 exposed
on internal server

SSN, NAA

2008-04-14

Stokes County
Schools

Stolen computer
exposes 800
student names
and Social
Security numbers

2008-04-16

University of
Virginia

Social Security
numbers and
names of over
7,000 on stolen
laptop

2008-04-17

Sungard
Connecticut State
University System
Buffalo State
Northwest
Missouri State
University

Bryant & Stratton
College

Argosy University
St. John's
University
Yeshiva University
Alfred University
Hofstra University

Stolen laptop
contains names
and Social
Security numbers
of 20,500 students

2008-04-17

2100000

University of Miami

Stolen tapes
containing names,
addresses, and
medical records of
2.1 million patients

2008-04-19

700000

Central Collection
Bureau

Social Security
numbers and
names of 700,000
on stolen server
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2008-04-22

31500

Bank of Ireland
Group

Account
information,
addresses, and
medical
information of
10,000 on stolen
laptops

ACC, NAA

2008-04-22

LendingTree

Social Security
numbers, names,
addresses, and
other personal
information
inappropriately
accessed

SSN, NAA

2008-04-22

Boots Dental Plan

Account details of
34,000 stolen
from courier

2008-04-22

University of
Massachusetts at
Ambherst (UMASS)

Hackers breach
system accessing
thousands of
medical records

MED, NAA

2008-04-22

200000

Collegelnvest

Lost hard drive
exposes 200,000
customers during
office relocation

2008-04-23

CBE Group Inc
University of
Texas Health
Science Center

Social Security
numbers available
on about 2,000
billing envelopes

2008-04-23

Southern
Connecticut State
University

11,000 students
and alumni
exposed on
website

2008-04-23

UPS
Chrysler Financial

Data tape lost in
transit contained
personal
information

2008-04-25

University of
Colorado

Names,
addresses, and
Social Security
numbers of about
9,500 on
compromised
server

2008-04-25

Baltimore State
Highway
Department

2008-04-25

Child Assessment
Service Tuen Mun
Centre

Medical data and
identity on 700
children exposed
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Records
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Summary

Data Types

2008-04-25

1800

Baltimore
Highway
Administration

SSN, NAA

2008-04-28

Hough MacAdam
& Wartnik LLC
Coos County
Oregon

Nearly 500 Social
Security numbers
and personal
information
reported on stolen
laptop

SSN, NAA

2008-05-01

Lunardi's
Supermarket

More than 100
customers lose
debit and credit
card information
to ATM scam

2008-05-01

Staten Island
University Hospital

Social Security
numbers, names,
and insurance
numbers of
88,000 on stolen
computer

2008-05-01

University of
California San
Francisco

Target America Inc

Patients medical
records, names,
addresses for
6,313 exposed on
vendors website

MED, NAA

2008-05-04

Westpac

Visa cards
recalled after
2,000 customers
account details
may have been
compromised

2008-05-06

Ohio State
University
Agricultural
Technical Institute

Names, positions,
salaries and
Social Security
numbers of 192
accidentally sent
by email

2008-05-06

Northeast Security

Social Security
numbers, bank
account numbers,
canceled checks
of customers
thrown in
dumpster

2008-05-08

159000

Hongkong and
Shanghai Banking
Corporation

Information on
159,000
customers,
including name,
account number
and transactions,
lost on stolen
server
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Summary
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2008-05-08

5000

Dominican
University

Students
accessed staff
records, exposing
names,
addresses, Social
Security numbers
of more than
5,000 students

SSN, NAA

2008-05-08

Las Cruces Public
Schools

Staff member
posts personal
data for 1,800
students and staff
on web site

2008-05-09

Princeton
University Tower
Club

Names and Social
Security humbers
of 103
inadvertantly
released via email

2008-05-11

6000000

Chilean Ministry
of Education

Identity card
numbers, names,
and addresses of
6 million stolen
and posted to the
internet

2008-05-12

Pfizer

Salary
information,
names, and
addresses for
13,000 on stolen
laptop / flash drive

2008-05-14

First Calgary
Savings

Account
information for
"hundreds" on
laptop stolen from
car

2008-05-14

Oklahoma State
University

Breached server
contains names
and Social
Security numbers
of about 70,000

2008-05-15

BB&T Insurance
Harrisonburg City
Schools, Virginia

Social Security
numbers, names,
and dates of birth
of school
employees on
stolen laptop

2008-05-16

Spring
Independent
School District

Stolen flash drive
contains Social
Security numbers,
dates of birth, and
other information
of 8,000
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2008-05-16

?

Greil Memorial
Psychiatric
Hospital

"Hundreds" of
names, dates of
birth, Social
Security numbers
on lost index cards

SSN, NAA

2008-05-20

University of
Florida College of
Medicine -
Jacksonville

Photographs and
identifying
information of
1,900 on
improperly
disposed computer

2008-05-20

New York
University
Duke University

Names and Social
Security numbers
of 273 available
through internet
searches

2008-05-21

Oklahoma
Corporation
Commission

Server sold at
auction
compromises
more than 5,000
Social Security
numbers

2008-05-22

HealthSpring

Stolen laptop
believed to
contain names,
Social Security
numbers, and
dates of birth of
9,000

2008-05-22

Downingtown
Area School
District

Student steals
names,
addresses, Social
Security humbers
of 55,000 people

2008-05-28

University of
California San
Francisco

Compromised
computer contains
names, medical
information, and
some Social
Security numbers
of 3,569

2008-05-29

State Street Corp

Names,
addresses and
Social Security
numbers of
45,500 customers
on stolen
computer

SSN, NAA, DOB
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2008-05-31

11000

Pocono Mountain
School District

Personal
information
including names,
addresses, Social
Security humbers
of more than
11,000 hacked

SSN, NAA

2008-06-02

Walter Reed Army
Medical Center

Personal
information
including Social
Security numbers
found on "non-
secure computer
network"

SSN, NAA

2008-06-02

Connecticut
Department of
Labor

Documents
containing names,
addresses and
Social Security
numbers of about
2,100 lost

2008-06-03

Oregon State
University

Online orders of
as many as 4,700
possibly
compromised

2008-06-04

Medisure

Tapes stolen
containing
thousands of
employee names,
addresses and
medical details

2008-06-04

Stolen laptop
exposes
employee names,
salary and Social
Security numbers

2008-06-04

Canadian Canola
Growers
Association

Stolen laptop
contains social
insurance
numbers and

bank account
numbers of 32,000

2008-06-06

Stanford University

72,000 notified
about personal
information on
stolen laptop

2008-06-07

East Tennessee
State University

6,200 notified
about stolen
computer
containing
personal
information

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1003
http://datalossdb.org/incidents/1004
http://datalossdb.org/incidents/1005
http://datalossdb.org/incidents/1006
http://datalossdb.org/incidents/1007
http://datalossdb.org/incidents/1008
http://datalossdb.org/incidents/1009
http://datalossdb.org/incidents/1010
http://datalossdb.org/incidents/1011

Incidents

Reported

Records
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Summary

Data Types

2008-06-09

7000

University of
South Carolina

SSN

2008-06-10

38000

Cotton Traders

CCN, NAA

2008-06-10

193335

1st Source Bank

Debit cards
replaced for an
unknown number
of customers

CCN

2008-06-10

University of
Florida

Social Security
numbers, names,
and addresses of
about 11,300
accidentally
posted online

2008-06-11

Dickson County
TN Board of
Education

TN

2008-06-12

Columbia
University

Social Security
numbers of 5,000
available on web

2008-06-13

Texas Insurance
Claims Services

Hundreds of
names, addresses
and Social
Security humbers
on files found in
dumpster

2008-06-18

Castlecroft
Medical Practice

Medical
information,
names,
addresses, and
dates of birth of
11,000 on stolen
laptop

MED, NAA

2008-06-19

Petroleum
Wholesale

Hundreds of
names, addresses
and debit and
credit card
numbers on files
found in dumpster

2008-06-20

Virgin Media

Unencrypted CD
containing bank
account details of
3,000 customers
lost

ACC, NAA
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2008-06-23

17241

Intuit

Colt Express
Outsourcing
Services

CNET Networks
Google
Computer
Associates
Exponent, Inc.
Bebe Stores Inc
Ebara
Technologies, Inc
Nielsen Mobile
Gilead Sciences,
Inc.

24 Hour Fitness
Zhone
Technologies
JDS Uniphase
JDS Uniphase
Avant! Corporation
Kana, Inc.
Pillsbury

Banker Benefits
American Baptist
Homes of the
West, Inc
Cassatt
Corporation

All Covered, Inc.
Fortiss LLC
Heald College
Fremont Group
Amalgamated
Bank

Punahou School
Integrated Device
Technology

CA, Inc

Names, birth
dates, Social
Security numbers
on stolen
computers

SSN, NAA

2008-06-24

California
Department of
Consumer Affairs

Names and Social
Security numbers
of 5,000
improperly
transmitted
electronically

SSN, NAA, FIN

2008-06-24

Southeast
Missouri State
University

Former employee
indicted for
possessing 800
student names
and Social
Security humbers
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2008-06-26

826

L-1 Identity
Solutions
Texas
Department of
Public Safety

Names, birth
dates, driver's
license and Social
Security numbers
826 employees
stolen from
contracted
company

SSN, NAA

2008-06-27

Direct Marketing
Services (DMSI)
Montgomery Ward

Online database
containing about
52,000 credit card
numbers hacked

2008-07-02

University of
Nebraska at
Kearney

2,035 notified
about names and
Social Security
numbers on
hacked computers

2008-07-04

Associated
Newspapers
Limited

Names,
addresses, and
bank account
numbers of
thousands on
stolen laptop

ACC, NAA

2008-07-04

Clark County
Nevada District
Court

Names,
addresses, Social
Security numbers
and birth dates of
380 released by e-
mail

2008-07-07

Florida Agency for
Health Care
Administration

Names,
addresses, birth
dates, driver
licenses and
Social Security
numbers of
55,000 organ
donors exposed

2008-07-08

Yan Chai Hospital

Lost backup disks
contain 3,000
names and
identity card
numbers

2008-07-09

Wagner Resource
Group

Social Security
numbers, dates of
birth, and names
of about 2,000
exposed through
peer-to-peer file
sharing
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2008-07-10

5100

Williamson
County Schools

Names and Social
Security numbers
of 5,100 posted to
web

SSN, NAA

2008-07-10

Fort Lewis

Personal
information of up
to 900 on stolen
laptop

2008-07-14

Washington
Metropolitan Area
Transit Authority

Social Security
numbers of 4,700
employees posted
on website

2008-07-15

University of
Texas at Austin

Social Security
numbers posted
on public file
server.

2008-07-15

Weber Law Firm

Hundreds of
financial records
discarded in
dumpster

SSN, MED, FIN

2008-07-15

Missouri National
Guard

Personal
information of as
many as 2,000
soldiers breached

2008-06-16

Greensboro
Gynecology
Associates

Stolen database
backup tape
contains Social
Security numbers
and addresses

SSN, NAA, MISC

2008-07-01

Houghton Mifflin
Harcourt

Hack exposes
194 Social
Security numbers

2008-07-17

105363

Bristol-Myers
Squibb Co.

Stolen backup
tape contains
employee Social
Security numbers

SSN, NAA, DOB

2008-07-17

University of
Maryland

Mailing labels
contain Social
Security numbers
of over 23,000

2008-07-18

Falkirk and
District Royal
Infirmary

Laptop containing
names, addresses
and health details
of 89 patients
stolen
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2008-07-19

336

Minneapolis
Veterans Home

Stolen server
contains
telephone
numbers,
addresses, next-
of-kin information,
dates of birth,
Social Security
numbers and
some medical
information of 336

SSN, NAA, MED, DOB

2008-07-14

Indiana State
University

Personal
information for an
estimated 2,500
on stolen laptop

SSN, NAA, EMA

2008-07-24

Village of Tinley
Park, lllinois

20,400 notified
about lost
computer backup
tapes with Social
Security numbers

2008-07-24

128000

Saint Mary's
Regional Medical
Center

128,000 notified
about possible
database intrusion

SSN, NAA

2008-07-24

Hillsborough
Community
College

Stolen laptop may
contain 2,000
names, bank-
routing numbers,
retirement
information and
Social Security
numbers

SSN, NAA, ACC

2008-07-25

Ohio University

Spreadsheet with
names and Social
Security numbers
of 492 posted
online

2008-07-24

University of
Houston

Social Security
numbers and
names of 259
posted on web

SSN, NAA

2008-07-25

Connecticut
College

Hacked server
contains names,
addresses, and
Social Security
numbers of about
2,800

2008-07-29

202000

Blue Cross Blue
Shield of Georgia

Personal and
health information
of an estimated
202,000 sent to
wrong addresses

SSN, NAA, MED
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2008-07-21

314000

Anheuser-Busch
Companies Inc.

Stolen laptop
contains unknown
number of Social
Security numbers
and home
addresses

SSN, NAA, MISC, DOB

2008-07-26

Washington
Mutual

Police arrest three
men in an ATM
scam

2008-07-30

City of Yuma,
Arizona

Social Security
numbers of 300
unintentionally
released via email

2008-07-31

University of
Texas at Dallas

Social Security
numbers, names,
and addresses of
9,100 possibly
exposed by hack

SSN, NAA, EMA

2008-08-01

Delphi Automotive
Ohio Department

of Job and Family
Services

Missing flash
drive holds Social
Security numbers
and other
personal
information for
2,600

2008-08-01

Stepping Hill
Hospital

Laptop stolen
from hospital
contains personal
information on
1,581

2008-07-12

Bank Pekao SA

Personal data
records in
resumes and
applications
publicly
accessible on the
outsourced HR
website of the
bank

2008-08-04

Arapahoe
Community
College

Names,
addresses, credit
card numbers and
social security
numbers on
missing flash drive

CCN, SSN, NAA

2008-08-06

Harris County
Hospital District

Lost thumb drive
contains medical
and financial
records for 1,200
patients

SSN, MED, DOB, FIN
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2008-08-07

250

Objective
Productions
BBC Worldwide
Limited

250 childrens data
lost via USB pen

NAA, DOB

2008-05-01

The Foreign and
Commonwealth
Office

50 people's
details lost by
contractor

NAA, ACC, DOB

2008-06-30

Colchester
Hospital
University NHS
Foundation Trust

Thousands of
patientsd€™
details on a
hospital laptop
stolen

NAA, MED, DOB

2008-08-11

UK Borders
Agency

Names,
nationalities,
passport numbers
and dates of birth
of 3,000 seasonal
workers were lost

2008-08-11

380000

Ireland
Department of
Social and Family
Affairs

Stolen laptop
contains personal
information for
380,000

2008-06-17

Charter One Bank
Giant Eagle, Inc.

Security breach at
3rd party
merchant exposes
bank's debit card
numbers

2008-08-07

Bank of America

Laptop containing
customer names,
addresses and
Social Security
numbers stolen

SSN, NAA, ACC

2008-07-10

Willis North
America

Computer backup
tapes containing
personal
information were
lost while in transit
to storage

SSN, NAA, FIN

2008-07-26

United States
Transportation
Security
Administration
Verified Identity
Pass Inc

Laptop containing
applicant info from
TSA's "Clear" fast
pass security
program goes
missing

2008-07-31

Wells Fargo
MicroBilt
Corporation

5,000 individuals
notified that a thief
may have
accessed their
Social Security
numbers

SSN, NAA, DOB, FIN
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2008-07-09

?

Stanadyne
Corporation

Theft of a laptop
computer
contained
personal
information of
U.S.-based
employees and
retirees

SSN, NAA, DOB

2008-08-13

Charter
Communications

Social Security
numbers, dates of
birth and driver's
license numbers
of over 9,000 on
stolen laptops

SSN, NAA, DOB

2008-07-08

Whitaker Lane
Practice

Tape containing
the records of
more than 11,000
patients lost

NAA, MED, DOB

2008-08-14

Wouesthoff Health
System

Medical Center
Patient Records
Posted On Internet

SSN, MISC, MED, DOB

2008-08-15

Keller
Independent
School District

KHS mail mix-up
prompts identity
theft concerns

2008-07-21

UK Ministry of
Justice

Loss of laptop
from outside
secured
Government
premises

SSN, NAA, DOB

2008-07-01

UK Ministry of
Justice

Loss of paper
documents from
outside secured
Government
premises

NAA, MISC

2008-07-21

UK Ministry of
Justice

Loss of laptop
from secured
Government
premises

SSN, NAA, MISC, DOB

2008-07-21

UK Ministry of
Justice

Loss of paper
documents from
outside secured
Government
premises

NAA, MISC, DOB

2008-07-21

UK Ministry of
Justice

Loss of paper
documents from
outside secured
Government
premises

NAA, MISC, DOB, FIN
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2008-07-21

8

UK Ministry of
Justice

Loss of paper
documents from
outside secured
Government
premises

NAA, MISC

2008-07-21

UK Ministry of
Justice

Loss of storage
device from
outside secured
Government
premises

NAA, MISC

2008-07-21

UK Ministry of
Justice

Loss of laptop
from outside
secured
Government
premises

NAA, MISC

2008-08-18

Department for
Work and
Pensions

Unauthorised
disclosure of
personal
information on two
discs retained by
a contractor

2008-08-18

Department for
Work and
Pensions

Loss of paper
documents from
outside secured
Government
premises

2008-08-18

InterActive
Financial
Marketing Group
(IFMG)
Dominion
Enterprises

Hacked server
contains names,
addresses, birth
dates, and Social
Security numbers
of 92,095

SSN, NAA, DOB

2008-08-19

Kingston Tax
Service

Stolen office
computers contain
client information

SSN, NAA

2008-08-19

PA Consulting
The Home Office

Company loses
data on 377,000
prisoners due to
lost USB drive

NAA, MISC, DOB

2008-08-20

108000

The Princeton
Review

Information about
34,000 students
and 74,000
students
containing names
and birth dates

2008-08-23

Best Western

International, Inc.

Credit card
numbers, home
addresses, and
other personal
information of 8
million stolen by
hackers

CCN, NAA, MISC
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2008-08-04

?

UCLA Health
System

More than 120
workers at a Los
Angeles hospital
looked at
celebrities'
medical records
and other
personal
information
without
permission
between January
2004 and June
2006

SSN, NAA, MED

2008-08-22

Korean Ministry of
Education,
Science and
Technology

Thousands of
South Korean
officials'
information leaked
on the Internet

2008-08-19

Barclays Bank
PLC

Goldfish Card
Services

Goldfish Card
Services card
statement mailing
error

2008-08-26

1000000

Graphic Data
Royal Bank of
Scotland

NatWest
American Express

Drive purchased
on eBay contains
personal and
account details of
around one million

CCN, NAA, ACC, DOB

2008-08-26

Pennsylvania
Public Welfare
Department

2,845 welfare
renewal packets
sent to wrong
mailing addresses

2008-08-27

Kansas State
University

Stolen document
contains names
and Social
Security numbers
of 86

2008-08-26

Prince William
County Public
Schools

Information for
more than 2,600
people exposed
through file-
sharing

SSN, NAA, EMA, MISC

2008-02-11

Liechtenstein
Landesbank LBB

Financial
information stolen
for 1,800 at LLB

2008-08-28

Reynoldsburg
(Ohio) City School
District

Stolen laptop
contains names,
addresses, and
Social Security
numbers of 4,259
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2008-08-28

13000

Louisiana Real
Estate
Commission

13000 Social
Security numbers
and other
personal
information
posted on the
internet

SSN, NAA

2008-08-27

Ohio Police & Fire
Pension Fund

Records of retired
police
compromised in
database

SSN, NAA

2008-08-25

National
Technical Institute
for the Deaf
Rochester
Institute of
Technology (RIT)

Social Security
numbers, names,
and dates of birth
for at least 12,700
on stolen laptop

SSN, NAA, DOB

2008-07-30

TD Canada Trust

Stolen computer
equipment
contains
confidential
customer
information

SSN, NAA, ACC, DOB, FIN

2008-09-02

Clarkson
University

Names, Social
Security numbers,
and dates of birth
for 245 available
on file server

SSN, NAA, DOB

2008-09-05

East Burke
(Morganton, NC)
High School

Social Security
numbers, names,
addresses, and
other information
of 163 found on
web

SSN, NAA, EMA

2008-09-06

11000000

GS Caltex

Names, Social
Security numbers,
and addresses of
11,000,000 found
on lost discs

SSN, NAA, EMA

2008-09-06

Electronic Data
Systems (EDS)
National Offender
Management
Service

Names, dates of
birth, National
Insurance
numbers of 5,000
prison officers on
missing hard drive

SSN, NAA, DOB

2008-08-14

Pennine Acute
NHS Trust
Rochdale Infirmary

Lost document
contains personal
details of 345
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2008-09-09

?

University of
Pittsburgh

Stolen laptop
contains names
and Social
Security numbers
of unspecified
number of
graduates

SSN, NAA

2008-07-31

Ivy Tech
Community
College

Names,
addresses, and
Social Security
numbers exposed
through file-
sharing application

SSN, NAA

2008-09-08

Government of
Newfoundland
and Labrador

Unauthorized
access exposes
personal
information of 90

2008-09-10

St. Paul's Surgery
Hampshire
Primary Care Trust

Unencrypted data
of over 15,000
patients stolen
from Winchester
GP

NAA, MISC, DOB

2008-09-12

Tennessee State
University

Missing flash
drive contains
financial
information and
Social Security
numbers of over
9,000

SSN, NAA, FIN

2008-05-06

International Visa
Service

Employee steals
personal
information for
about 1,000
customers

2008-09-13

State Farm
Insurance

Social Security
numbers, driver's
license numbers
and addresses
possibly accessed

2008-09-11

University of lowa

Social Security
numbers and
names of about
500 on
compromised
computer

2008-09-11

Marshall University

Names and Social
Security numbers
of 198 available
on web
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2008-09-19

31

Texas A&M
University

Names and Social
Security numbers
of 31 on hacked
server

SSN, NAA

2008-09-15

The Whittington
Hospital NHS
Trust

Camden and
Islington NHS
Foundation Trust

Hospital loses
staff data CDs
with information of
17990

SSN, NAA, DOB, FIN

2008-09-11

Texas Lottery
Commission

Ex-employee
arrested for
downloading
Social Security
numbers and
names of lottery
winners

SSN, NAA, ACC

2008-08-20

Wells Fargo
First State Bank
of Pinedale
Shoshone First
Bank

Jackson State
Bank & Trust
Sheridan State
Bank

United Bank of
Idado

Lost backup tapes
contain names,
addresses, Social
Security numbers,
and account
numbers

SSN, NAA, ACC

2008-09-26

Fort Wayne
Community
Schools

The Terrell Co.
North American
Benefits Co.

Names, Social
Security numbers,
and dates of birth
of 3,348 found in
stolen document

SSN, NAA, DOB, FIN

2008-09-18

Sonoma State
University

Names and Social
Security numbers
of about 600
exposed on
website

2008-09-26

Royal Air Force

Data on RAF staff
missing from base

NAA, MISC, DOB

2008-09-30

Blue Cross Blue
Shield Louisiana

Email exposes
names, address
and Social
Security numbers
of 1,700 brokers

SSN, NAA

2008-09-30

University of
Indianapolis

Social Security
numbers and
other personal
information for
11,000 possibly
accessed in hack
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2008-10-04

8000

Strathclyde Police

Police staff pay
details misplaced
by data company

SSN, NAA, FIN

2008-10-07

West Virginia
Department of
Administration

Names and Social
Security numbers
of 535 on stolen
laptop

SSN, NAA

2008-10-07

University of
North Dakota
Blackbaud Inc

Stolen laptop
contains credit
card and Social
Security numbers
of 84,554

CCN, SSN, NAA

2008-10-06

17000000

T-Mobile
Deutsche Telekom

T-Mobile lost disk
containing data on
17 million
customers

2008-10-10

1700000

United Kingdom
Ministry of
Defence

Disappearance of
a computer hard
drive which could
contain the details
of about 100,000
Armed Forces
personnel

SSN, NAA, MISC, DOB, FIN

2008-10-09

100000

Deloitte

Network Rail
British Transport
Police

BSkyB
Vodafone

Personal details
of at least
100,000 pension
scheme members
on stolen laptop

SSN, NAA, DOB, FIN

2008-09-16

3950000

Norwegian Tax
Authorities

Uncensored CDs
sent to at least 8
Norwegian news
agencies

SSN, NAA, FIN

2008-10-13

Southwest
Mississippi
Community
College

Names,
addresses and
some Social
Security humbers
of at least 1,000
posted on internet

2008-10-16

City of Indianapolis

Social Security
numbers, names,
and dates of birth
of about 3,300
posted on public
website

SSN, NAA, DOB

2008-10-17

City of Goodyear,
Arizona

List of 570 Social
Security humbers
stolen from vehicle
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2008-10-19

803

Mary Washington
Hospital

Medical
information,
Social Security
numbers, and
other personal
information of 803
exposed on web

SSN, NAA, MED, DOB

2008-10-22

KRM Management

Stolen computers
contain Social
Security numbers,
birthdates and
addresses of
about 5,700

SSN, NAA, DOB

2008-10-23

Medical Mutual of
Ohio

Lost disks contain
personal
information of
36,000

2008-10-24

Shenendehowa
Central Schools

Student accesses
Social Security
numbers and
other personal
information of 250

2008-10-31

U.S. Department
of State

Passport
applications with
Social Security
numbers of 383
exposed

2008-11-01

Seattle School
District

Email contains
Social Security
numbers, salary
information, home
addresses, and
other information
of up to 5,000

SSN, NAA, FIN

2008-11-01

Portland Veterans
Affairs Medical
Center

Personal
information
including some
Social Security
numbers of 1,600
posted to Web

2008-11-04

Bank of Ireland
Group

Missing USB key
with 894 customer
account numbers,
names and
addresses

2008-11-04

100000

Baylor Health
Care System Inc.

Stolen laptop
contains limited
health information
and some Social
Security numbers
on 100,000

SSN, NAA, MED
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2008-11-03

40000

Arizona
Department of
Economic Security

Stolen hard drives
contain names,
addresses, dates
of birth and Social
Security humbers
of 40,000 children

SSN, NAA, MED, DOB

2008-11-05

North Carolina
Division of Aging
and Adult Services

Information
including Social
Security numbers
of 85,045 on
stolen laptop

2008-11-06

Harvard Law
School

Lost backup tape
contains
information
including names,
Social Security
numbers, and
financial
information of
21000

SSN, NAA, FIN

2008-11-07

Christus Health
Care

Stolen backup
tapes contain
names, Social
Security numbers
and diagnosis
codes of "perhaps
thousands" of
patients

SSN, NAA, MED

2008-11-07

Plymouth County
Correctional
Facility

Former inmate
hacks into system
containing over
1,100 names,
dates of birth,
Social Security
numbers and
home addresses
of prison
employees

SSN, NAA, DOB

2008-11-07

Texas A&M
University-Corpus
Christi

1,430 names and
Social Security
numbers exposed
on web

2008-11-10

Sinclair
Community
College

Names and Social
Security numbers
of almost 1,000
employees found
on Internet
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2008-11-06

?

Toyota

Express Scripts
US Steel &
Carnegie Pension
Fund

Group Insurance
Commission

Extortion letter
contains birth
dates, social
security numbers
and prescription
information,
millions threatened

SSN, NAA, MED, DOB

2008-11-12

344482

University of
Florida College of
Dentistry

Names,
addresses, birth
dates, and Social
Security numbers
of about 344,000
on compromised
server

SSN, NAA, MED, DOB

2008-11-15

Trapeze Group
UK Ltd.
Surrey County
Council

Contact
information for
7,800 children on
stolen laptop

2008-11-04

Australian Tax
Office

Unencrypted disk
contains names,
addresses and
super fund tax file
numbers for 3,122

2008-11-18

Randall Martin
Homes

Personal Data of
Gilbert Residents
Found in Model
Home

CCN, SSN, DOB, FIN

2008-11-18

British National
Party

Names,
addresses and
telephone
numbers of more
than 10,000
current and
former members
published on Web

NAA, EMA, MISC

2008-11-22

Maryland
Department of the
Environment

Stolen laptops
contain names
and Social
Security numbers
of more than
1,300 people

2008-11-23

Wawa gas
attendent using
scanning device
to steal credit card

2008-11-24

Starbucks

Stolen laptop
contains names,
addresses and
Social Security
numbers of about
97,000
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2008-09-19

12119

ChoicePoint
City of Coral
Springs, FL

Compromised
username and
password opens
access to names,
SSN's, DoB's,
and driver's
licenses.

SSN, NAA, DOB

2008-09-25

AmeriCredit
Financial
Services, Inc.

Former employee
fraudulently
utilizes credit of
customers.

2008-09-25

Orbitz Worldwide

Laptop stolen
from car
containing names,
Social Security
numbers of some
US employees.

2008-09-17

Regal
Entertainment
Group

Lost backup tape
exposes SSN's,
names, addresses
of suppliers and
others.

2008-10-01

CollegeNet, Inc.

Names,
addresses, and
Social Security
numbers on
laptop stolen from
employee vehicle.

SSN, NAA, DOB

2008-09-17

Gloria Jean's
Gourmet Coffees
Corp.

Web hack
compromises 511
credit cards,

names, addresses.

CCN, SSN, NAA

2008-09-15

PSS World
Medical Inc.

Compromised job
board web site
discloses names,
drivers licenses,
social security
numbers of users.

SSN, NAA, DOB

2008-08-22

Nye Lubricants

Unauthorized
employee
accesses data of
173 other
employees.

2008-09-03

U.S. Foodservice,
Inc.

Laptop stolen
containing names,
addresses,
DOB's, and Social
Security Numbers
of employees.

SSN, NAA, DOB
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2008-07-29

?

Moraine Park
Technical College

College bookstore
software hacked;
compromises
credit card
numbers, names
of customers.

CCN

2008-11-25

Weber State
University

Stolen post office
box rental cards
contain names,
addresses and
Social Security
numbers of 69

2008-11-25

Luxottica Group

Hacker
downloads
names,
addresses, and
Social Security
numbers of over
59,000 former
workers

2008-05-20

Sandown Health
Centre

Missing tape
contains health
records for 38,000

2008-10-01

Foothills Park &
Recreation District

Unknown number
of people may
have had credit
card information
compromised via
hack

2008-11-21

Jackson-Madison
County School
System

Computer disk
containing Social
Security numbers
of 200 stolen from
the principal's car

2008-11-06

Wild Wing Cafe

Customer credit
card information
possibly
compromised

2008-03-27

Georgia
Department of
Human Resources

Thief steals
records of
unknown number
of former and
current DHR
employees

SSN, NAA, DOB

2008-11-22

North Carolina
Department of
Health and
Human Services

State agency sells
cabinet containing
57 files of
personal
information
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2008-12-02

6000

United States
Army

Names, Social
Security numbers
and health
information of
6,000 may be on
lost laptop

SSN, NAA, MED

2008-11-27

3200000

C-W Group

Former employee
accused of taking
a computer
backup tape
containing names
and information
about 3.2 million
customers

CCN, NAA, FIN

2008-09-29

The Image Group
of Toledo, Inc.

SQL Injection
Hack exposes
names, credit
card numbers,
CVV codes, of
hundreds.

2008-12-02

250000

Florida Agency for
Workforce
Innovation

Names and Social
Security numbers
of at least
250,000 found
through search
engine

2008-12-04

Economic
Research Institute

Social Security
numbers of 341
posted on web

2008-12-04

Cal Poly Pomona

Spreadsheet with
names,
addresses, phone
numbers and
Social Security
numbers of 675
found on web

2008-12-09

NSMC - Salem
Hospital

Employee theft of
laptop computer
may affect about
50

SSN, MED, DOB

2008-03-11

Lasalle College

Employee gains
unauthorized
access to 20,000
records, including
Social Security
numbers

2008-11-24

TierraNet, Inc

Customers
names, CCN and
expiration dates
exposed in log
files
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2008-11-13

?

Symantec
Corporation

Employee laptop
stolen from home
containing
employee Social
Security numbers,
names, addresses

SSN, NAA

2008-09-18

MassMutual
Financial Group

Personal data on
one client
inadvertantly
mailed to another
client

SSN, NAA, DOB

2008-08-29

Franklin Savings

Customers details
exposted on
website, names,
addresses, SSN
and account
numbers accessed

SSN, NAA, ACC

2008-01-29

Invitrogen

Stolen laptop
exposes names,
addresses and
SSN employees

2008-08-21

United Bank of
Idaho

Backup tapes
containing names,
addresses and
SSN lost in transit

2008-12-11

Bill Dube
Ford/Toyota

Stolen backup
tape holds more
than 10,000
customer account
records

SSN, NAA, MISC, DOB, DOB

2008-04-29

Camp Starfish

Application
containing names,
addresses and
SSN were
exposed on
website

2008-08-05

Alaska Air Group,
Inc

Employee steals
credit card
numbers of 1500
customers

2008-06-10

The Art Institute of
Washington

Stolen laptop
contained past
and present
employee names
and SSN

2008-12-11

Hewlett-Packard

Stolen laptop
contains names
and Social
Security numbers
of "several
thousand "
employees

SSN, NAA, MED
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2008-12-12

890

Oregon Health &
Science University

890 patients
notified about
stolen laptop that
may contain
health records

NAA, MED, DOB

2008-11-21

MasTec, Inc.

HR report list
name, DOB, SSN
of employees
discovered in
possession of
alleged criminals
by police in
Florida.

SSN, NAA, DOB

2008-12-13

Landesbank Berlin

Over 10,000 bank
customers in
Germany have
credit card details
stolen

CCN, NAA, ACC

2008-12-15

Louisiana
Department of
Revenue

Names,
addresses, and
Social Security
numbers of 299
exposed in
mailing error

SSN, NAA, FIN

2008-12-15

University of
North Carolina at
Greensboro

Computer infected
with virus contains
names, Social
Security numbers,
and bank account
information

SSN, NAA, ACC

2008-03-25

USinternetworking,
Inc (USI)

SPX Corporation
GMAC Insurance
XL Global
Services, Inc
Sterling
Commerce
Chipotle Mexican
Grill, Inc.

Stolen laptop
contained
customers
personal data,
names, addresses
and SSN

SSN, NAA, ACC

2008-12-17

New Hampshire
Department of
Health and
Human Services

Social Security
numbers and
other personal
information of
about 9,300
mistakenly
released by email

SSN, NAA, MED

2008-08-21

Larry Strauss,
ESQ, CPA &
Associates

Laptop with tax
returns for 100
clients stolen from
a parked car

SSN, NAA, MISC, ACC, DOB, FIN
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2008-12-17

3000

The Bar Council

Contact and bank
details of 3,000 on
stolen computers

NAA, ACC, FIN

2008-12-19

Austin Peay State
University

Names,
addresses, and
Social Security
numbers of
around 750 on
stolen computer

SSN, NAA

2008-07-28

LPL Financial

Stolen
unencrypted
laptop contains
personal
information of
1017 individuals

SSN, NAA, FIN

2008-12-20

Lorain County
Community
College

Hacker breaches
server containing
Social Security
numbers of 22,000

2008-12-20

University of
North Carolina
School of Arts

Accident exposes
Social Security
numbers, and
names of 2700
students on P2P
network

2008-12-19

Oak Tree Health
Centre

8,000 names,
addresses, and
medical records
on stolen tape

2008-10-06

GMAC Mortgage

Former
employees walk
away with
mortgage
customer's
personal
information

2008-03-24

National Heart,
Lung and Blood
Institute (NHLBI)

Study participants'
medical records,
names, addresses
on stolen laptop

2008-08-29

JPMorgan Chase

Accidental
disclosure of
client information
to business
parter/brokers

2008-01-28

Kiwanis
International
On-Net Services

Names,
addresses, and
credit card
numbers exposed
by hack
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2008-12-13

?

Innisbrook

Credit card
numbers stolen
and fraudulently
used in web hack

CCN

2008-12-23

Cedars-Sinai
Medical Center

Personal
information of
over 1,000 found
in former
employee's home

2008-12-23

Ohio University-
Chillicothe

Stolen hard drive
contains Social
Security numbers
of 38

2008-12-23

Federal
Emergency
Management
Agency

Social Security
numbers and
names of Katrina
evacuees posted
on website for 2
weeks

2008-12-23

1500000

RBS Worldpay

1.5 million credit
card records
compromised via
hack

CCN, SSN

2008-12-25

Pulte Homes Las
Vegas Division

Computer tapes
holding private
customer
information of
16,000 stolen
from office

NAA, MISC, ACC

2008-12-26

Lakes Region
General Hospital

Missing package
contains personal
information of
1500 patients.

NAA, MED, DOB

2008-12-31

Ohio State
University

18,000 names
and Social
Security numbers
of current and
former students
posted on the
Internet

2008-11-26

TD Bank, N.A.

Equipment
containing names,
addresses, birth
dates, account
numbers, and
Social Security
numbers of bank
customers
removed "without
authorization".

SSN, NAA, ACC, DOB, FIN
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2008-12-22

480000

Wyndham Hotels

Letter From
Wyndham
reporting credit
card number,
expiration date &
possibly names
were compromised

CCN, NAA

2008-12-29

Merrill Lynch

Computer
containing current
and former
employee
personal
information stolen
in home invasion.

SSN, NAA

2008-12-23

Third party sales
agent stored
customer
information,
include credit card
numbers, bank
account numbers,
names,
addresses, in
Google Notebook

CCN, NAA, FIN

2008-12-16

Merrill Lynch

Laptop stolen
containing Social
Security numbers,
names, addresses
of clients

2008-12-23

The Pepsi Bottling
Group

Missing portable
storage device
containing names
and social
security numbers
of "certain" US
Employees

2008-12-22

Seibels Bruce
Group, Inc

Hack exposes
names,
addresses, Social
Security numbers
of insurance
customers.

SSN, NAA, DOB

2008-12-19

Granite State
College

Hack exposes
personal
information of 2
NH residents
associated with
College
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2008-11-03

160

National
Association of
Chain Drug
Stores Fondation
(NACDS)

Scholarship
application
database leaked
on web, exposing
names, addresses
and Social
Security numbers

SSN, NAA

2008-12-03

Zyacorp
Entertainment I,
Lic

Unspecified
compromise at a
theater leads to
the fraudulent use
of credit cards

2008-12-08

5000000

CheckFree
Corporation
(FiServ)

DNS hijacking
puts 5,000,000
check processing
accounts at risk

2008-11-05

Wells Real Estate
Funds

Stolen laptop
contains account
numbers, tax
numbers, social
security numbers
of customers

SSN, ACC, FIN

2008-03-11

Genworth
Financial Trust
Company

Mailing displayed
Social Security
numbers on
outside of
envelopes

2008-07-02

PDL BioPharma
Inc.

Theft of
computers and
servers containing
names,
addresses,
DOB's, and Social
Security numbers
of employees and
dependents.

SSN, NAA, DOB

2008-02-13

J. Lohr Vineyards
and Wines

Stolen computers
contain personal
information of
employees,
including names
and social
security numbers

SSN, NAA

2008-01-02

Centocor, Inc.

Stolen computers
contain name,
address, Social
Security number
of employees.
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2008-04-07

3542

Siemens
Healthcare
Diagnostics Inc.

Laptop stolen
from employee
home contains
3,542 Social
Security humbers
of employees

SSN, NAA, DOB

2008-05-27

Altman Weill, Inc
DuoDesign, LLC

Computer virus
accessed
customer credit
card information

2008-04-21

Cardean Learning
Group (CLG)

New York Institute
of Technology
(NYIT)

Spreadsheet
containing
sensitive
information
attached to an
email and sent to
unauthorized
people

SSN, NAA, DOB

2008-01-15

BJ's Wholesale
Club

Lost portable
drive containing
names, social
security numbers
of employees

2008-01-11

Bank of the West

Employee steals
personal
information of
customers and
uses fraudulently

2008-01-07

College Point Bus
Depot

Employee papers
thrown to trash
contained SSN
and driver's
license details

2008-01-06

U-Care Thrift Store

Employee records
including SSN,
dates of birth,
driver's license
photos found in
alley

2008-01-11

United States
Transportation
Security

Administration

Web site exposes
travelers details,
exposing names
SSN of 247

2008-01-14

Raymour &
Flanigan Furniture

Employee steals
unknown number
of customer credit
card details
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2008-01-15

?

Casa Del Sol Day
Care

Several boxes of
SSN, bank
account details
and medical
records found in
dumpster

SSN, MED, FIN

2008-01-05

Commerce Bank
Citizens Bank
NewConcept Inc.

Employees of
various
organizations
work together and
steal information
of clients and sell
to undercover
authorities

SSN, NAA, DOB, FIN

2008-04-25

HSBC Holdings
plc

Web attack
possibly linked to
TJX incident
compromises
account
information

2008-05-29

London Properties

Real estate
company
improperly
disposes of
records in a
dumpster

2008-06-01

Jefferson County
Kentucky

Traffic cases
stolen from county
court archives

SSN, NAA, DOB

2008-05-30

University of lowa

Staff notified
regarding breach
of software
exposing personal
information.

SSN, NAA, DOB

2008-01-18

Corbin Social
Services Office

Several
password/encrypte
d protected
laptops containing
personal data,
stolen from office

2008-05-28

Hub City Ford

Employee steals
personal
information of
clients

SSN, NAA, DOB

2008-01-16

Aspen Grove
Market

Employees and

customers credit
card data stolen
from website
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2008-01-22

?

Dr James
Barringer

Medical
documents
containing names,
SSN thrown in
dumpster

SSN, NAA

2008-05-21

University of
Nebraska Lincoln

Social Security
numbers posted
on website by
faculty

2008-01-22

Lucille Adgate
CPA

Tax documents
thrown in
dumpster
contained
customer names
and SSN

2008-05-16

Alabama
Department of
Mental Health and
Mental Retardation

Index cards
containing
personal
information
missing

SSN, NAA, MED

2008-01-28

Village Inn
Restaurant

Customers credit
card details stolen
from hacked
computer

2008-05-05

Concrete
Reinforcing
Products

Hacker accesses
names,
addresses, credit
card numbers of
customers

2008-01-07

Franklin University

A file containing
student details
including names,
SSN posted on
web server

SSN, NAA, MISC

2008-05-09

Young Judaea
Zionist Youth
Movement of
Hadassah

Names and Credit
Cards exposed on
website for brief
duration

2008-06-05

Bearing Point
Management &
Technology
Consultants

Stolen laptop
contained names
and social
security numbers
of employees

2008-05-09

Sodexo

Laptop stolen
from car
containing
employee names
and Social
Security numbers
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Orgs
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2008-06-10

?

LPL Financial

Accounts
breached, Social
Security numbers,
names, addresses
possibly exposed

SSN, NAA, ACC, FIN

2008-05-06

LPL Financial

Computer theft
compromises the
personal
information of 444
customers

SSN, NAA, DOB, FIN

2008-05-06

LPL Financial

Stolen laptop from
car contains
personal data of
2800 employees.

2008-05-06

LPL Financial

Stolen laptop
contains personal
information of
employees and
representatives

SSN, NAA, DOB, FIN

2008-01-18

Company credit
card data
including names,
addresses,
security codes
compromised

2008-05-16

Amateur Athletic
Union

Dumpster
contained boxes
of documents with
names and social
security numbers
of athletes

2008-05-16

University of
Louisville

Stolen documents
compromised
names, social
security numbers
of employees

2008-05-09

Rent-A-Center

Drivers license
numbers, credit
card numbers
abandoned in a
parking lot.

2008-04-28

Merrill Corporation

Web site
inadvertently
exposes names,
addresses, credit
card numbers of
certain customers.
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2008-05-09

?

Big Momma's
Daycare

Foreclosed
daycare property
littered with
documents
containing
personal
information

SSN, NAA, MED

2008-01-25

Murray State
University

Accreditation
documents
containing
personal data
were posted on
website

SSN, NAA, DOB

2008-05-09

Deschutes
County, Oregon

Medical records
sent through mail
missing

2008-04-30

Adobe Systems,
Inc.

Personal
information placed
on public website

NAA, MISC, DOB, FIN

2008-01-28

Spectrum Family
Medical

Hundreds of
patient records
with names,
drivers licenses,
medical files
thrown in
dumpster

SSN, NAA, MED

2008-04-30

Saks Fifth Avenue

Stolen laptops
contain credit card
information of
customers

2008-01-30

Tuolumne
General Medical

Computers stolen
contained patient
billing records

2008-12-12

Creditek, LLC
DJO, LLC

Stolen laptop
contains names,
addresses, social
security numbers
of patients

SSN, NAA, DOB

2008-12-23

North Pacific

Stolen laptops
contained
personal data of
current and
former employees

SSN, NAA, DOB

2008-06-03

Balmar
Incorporated

Hacked server
compromises
names,
addresses, and
credit card
information

CCN, NAA, EMA
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2008-12-08

?

Malicious
software installed
on system with
sensitive
information

SSN, NAA, MISC, DOB

2008-10-27

Emergency
Medical
Associates

Medical data
breached in
unspecified
manner

2008-10-09

PGA Tour

Server stolen from
TPC Las Vegas
contained names,
credit card
numbers of
customers.

2008-10-22

Burlington
Housing Authority

Encrypted backup
tape stolen from
an employee's
backpack inside
his personal
vehicle contained
unspecified
personal data

2008-12-10

Siuslaw Bank

Stolen laptop
contained bank
account details of
customers.

2008-12-08

1st Metropolitan
Mortgage
Empire Equity

Mortgage
applicant
documents found
in dumpster

2008-12-09

North Cascades
National Bank

Laptop stolen
from car
contained the
names and
account numbers
of bank customers

2008-11-20

Capstone
Companies

File exposed on
company
computer
potentially
compromising
name, address,
social security
number

2008-10-06

Highmark, Inc.

Encrypted file
emailed to wrong
person

SSN, NAA, ACC
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2008-10-10

?

CIGNA

HealthCare Corp.

Package lost in
mail contained CD
with names,
Social Security
numbers, and
medical
information.

SSN, NAA, MED

2008-09-23

CIGNA

HealthCare Corp.

Former
employee's
brother arrested,
brother suspected
of identity theft

SSN, NAA

2008-11-07

DaVita Inc.

Theft of desktop
computers
containing Social
Security numbers
of patients.

SSN, NAA, MED

2008-03-03

DaVita Inc.

Laptop stolen
from employee
vehicle containing
social security
numbers and
medical insurance
information

SSN, NAA, MED

2008-10-01

File sharing
exposes
personnel data of
873, including
names,
addresses, Social
Security humbers

2008-11-12

The Nielsen
Company

Laptop stolen
from office
contained
employee names,
addresses, social
security numbers,
and flexible
spending account
information

SSN, NAA, DOB, FIN

2008-02-04

lowa State
University

Students names
and SSN of 26
exposed on
servers

2008-11-17

Severn School

Students access
system and
download names,
addresses, Social
Security humbers
of other students
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2008-10-30

?

FedEx
Howland Capital
Management

Lost package
contained backup
tapes with names,
addresses, social
security numbers,
driver license
numbers.

SSN, NAA, FIN

2008-02-06

Sanctuary at
Tuttle Crossing

Employee steals
unknown number
of patients bank
and credit card
numbers

SSN, NAA, ACC

2008-10-08

Stolen laptop from
car contains
employee names,
dates of birth, and
social security
numbers

SSN, NAA, DOB

2008-02-07

New York
Oncology
Hematology, P.C

Financial
counselor steals
unknown number
of patients Social
Security Numbers

2008-02-08

Kansas State
University

Auditors stolen
laptop exposes 23
students details

SSN, NAA

2008-01-25

NSK Americas, Inc

Employee names
and addresses of
2000 exposed on
unsecured server

SSN, NAA, FIN

2008-01-22

Target National
Bank

Call center
employees steal
an unknown
number of
customer names,
addresses, SSN
and account
numbers

CCN, SSN, NAA

2008-01-22

Canadian
Standards
Association

Website hacked
exposing names,
credit card
numbers and
expiration dates

2008-02-08

Cross Country
Travcorps

Stolen laptop
exposes an
unknown number
of employees
names, addresses
and SSN
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2008-02-07

2339

Salesforce.com

Unencrypted
storage device
containing
employee names,
DOB, and SSN is
stolen

SSN, NAA, DOB

2008-09-04

Johnston, Lemon
and Co.

Unauthorized
person emailed
regarding the
account
information of
another.

2008-01-04

Mariner Health
Care

Windham Brannon
SavaSeniorCare
Administrative
Services, LLC

Stolen Laptops
from the office
with information
related to name,
address, date of
birth and Social
Security numbers
of employees and
ex-employees

SSN, NAA, DOB

2008-12-22

New York City
Police Department

Brooklyn police
roster acquired by
identity thieves
contains names,
social security
numbers.

2008-12-17

Regions Bank

Stolen bags
contain the
personal
information of
clients from
several branches

2008-12-09

Automatic Data
Processing (ADP)
Oldcastle Precast,
Inc.

Email sent to
unauthorized
people containing
personal
information of
employees,
mistakenly
believed to be
sample data.

SSN, NAA, DOB, FIN

2008-02-08

Harriss County
Sheriff's
Department

Inmate records
containing names,
driver's license
and SSN tossed
in dumpster

SSN, NAA, DOB

2008-02-13

Rose-Hulman
Institute of
Technology

Names, SSN and
dates of birth of
1,900 students
posted on public
website

SSN, NAA, DOB
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2008-12-08

1000

Rochester
Institute of
Technology (RIT)

Laptops stolen
from a locked
area contain the
personal details of
1,000.

SSN, NAA, DOB

2008-02-14

Springfield School
Department

Stolen laptops
contained names
and Social
Security Numbers
of 38 teachers

2008-02-13

University of
Toledo

An email with 180
students names,
grades, and SSN
sent out to 100
inboxes

2008-02-16

Kenner Food Bank

Stolen computer
exposes more
then 8,000
names, addresses
and SSN

2008-02-16

Malden School
Department

Hard drive
containing names
and SSN of more
than 263 teachers
reported missing

2008-03-21

Genworth Life
And Annuity
Insurance
Company
International
Brokerage Dallas

Stolen computer
contains names,
addresses, social
security numbers
and dates of birth

SSN, NAA, DOB

2008-05-13

Axcess Financial

Stolen computer
containing the
information of
name, address,
social security
number

SSN, NAA, DOB

2008-05-26

Pulte Homes
Sacramento-Reno
Division

Theft of laptop
computers and a
portable fire safe
containing backup
tapes with
personal
information of
names, driver's
license numbers
and copies of
deposit checks

SSN, NAA, MISC
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2008-12-22

30

Stewart Abstract
& Title of
Oklahoma

Title company
documents
containing
personal
information found
outside business

FIN

2008-08-10

Illinois Tool Works
Inc.

Laptop stolen
from car exposes
13 employees'
information

2008-11-21

Fidelity
Investments
Rockwell Collins,
Inc.

Accidental
unauthorized
access of
employees details
by third party over
secure website.

SSN, NAA, MISC, FIN

2008-06-04

H&R Block

Unauthorised
access of person
details of online
customer by other
online customers
due to website
issue

CCN, SSN, NAA, MISC, FIN

2008-12-31

Illinois State
Police Credit
Union
Chicago
Patrolmen's
Credit Union

Theft ring targets
140 police credit
union accounts

2008-06-09

United
Transportation
Union

Stolen laptop
containing
personal
information of
name and social
security number
of policy holders

2008-03-11

Stolen Laptop
contains personal
information name
and social
security number

SSN, NAA

2008-02-22

Georgia
Department of
Transportation

Employee steals
credit card details
from permit
applications

2008-07-11

Baxter

Stolen laptop
contains names,
addresses, and
Social Security
numbers of about
6,900
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2008-06-22

?

Ernst & Young
Electronic Data
Systems (EDS)

Stolen Laptop
containing name
and social
security number

SSN, NAA

2008-07-14

Placemark
Investments

Stolen laptop
containing
personal
information about
name, address,
account number
and social
security number
of customers

2008-06-23

State Street Corp
Goldman Sachs &
Co.

Exeter Trust
Investors Bank
and Trust

Stolen computer
contained 4
million emails
including names,
addresses, bank
account numbers
and Social
Security humbers

SSN, NAA, EMA, ACC

2008-02-09

Knox County
Farm Bureau

Hundreds of
papers containing
SSN, DOB, bank
account numbers
and addresses
found in yard

SSN, NAA, ACC, DOB, FIN

2008-06-20

Xlibris Corporation

Personal
information of
clients accessed
by hacking into
database

2008-10-27

American All-Risk
Loss
Administrators
(AARLA)

Stolen computer
containing
personal
information about
name, addresss,
social security
number, date of
birth and general
medical details

SSN, NAA, MED, DOB

2008-04-08

Blue Flame Gas

Sensitive
documents
containing names,
addresses, SSN,
and bank details
found in dumpster

SSN, NAA, MED, FIN

2008-09-16

Tees, Esk and
Wear Valleys
NHS Trust

Records of 200
patients exposed
on memory stick
dropped in road

NAA, MED, DOB, FIN

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1508
http://datalossdb.org/incidents/1516
http://datalossdb.org/incidents/1523
http://datalossdb.org/incidents/1525
http://datalossdb.org/incidents/1527
http://datalossdb.org/incidents/1528
http://datalossdb.org/incidents/1530
http://datalossdb.org/incidents/1535

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-08-18

?

Union Insurance
Company

Stolen electronic
data containing
personal
information about
name, social
security number
and driver's
license number

SSN, NAA

2008-01-25

DCI Donor
Services (DCIDS)

Stolen laptop
containing
personal
information stolen
from students
house

2008-05-23

R.E. Moulton, Inc.

Stolen laptop
containing
personal
information of
19,000 individuals
including names
and social
security numbers

2008-03-05

Starling Insurance
and Associates

Server containing
personal

information, stolen
from locked office

SSN, NAA, MISC

2008-03-26

Eastern Sales &
Marketing New
England (ESM)

Personal
information of
about name, and
bank account
number an
employee
disclosed to
former employee
by mistake

NAA, ACC, FIN

2008-04-09

Interbank FX, LLC

File containing
personal
information of
prospective

clients made
accessible on
Internet by mistake

SSN, NAA, MISC, ACC, DOB, FIN

2008-03-13

Central Licensing
Bureau, Inc.

Name, address,
social security
number and
insurance license
number, mailed to
unauthorized
people by mistake

SSN, NAA, MISC
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2008-01-10

190

Johns Hopkins
Hospital

Stolen documents
containing
personal
information about
190 individuals

SSN, NAA

2008-05-30

Crabtree &
Evelyn, Ltd

Laptop containing
names and social
security numbers
stolen

2008-10-10

Greenville County
School District

Unsecured server
exposes students
names, address,
SSN and
Medicaid numbers

SSN, NAA, MED

2008-12-24

Ameriprise
Financial

Vague intrusion
via a third party
puts client
financial
information at risk

NAA, MISC, ACC, FIN

2008-12-17

Harford
Community
College

Flash drive lost
containing
personal
information of 70
people, including
students.

SSN, NAA, MISC

2008-06-19

Verizon
Aon Consulting
Worldwide

Stolen Laptop
contained names
and SSNs

SSN, NAA

2008-03-03

Education
Management
Corporation

Laptop containing
personal
information of
employees stolen

SSN, NAA, DOB

2008-04-22

Verizon Wireless

Personal
information about
name, address
and social
security number
stolen by former
employee

SSN, NAA, MISC

2008-12-08

Lehigh Hanson,
Inc.

Personal
information of
individuals posted
on a public server
by former
employee

SSN, NAA, ACC

2008-12-02

Cavender's Boot
City

Personal
information
accessed by
unauthorised
person through
web hack

CCN, SSN, NAA, MISC
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2008-04-14

5000

Purdue Pharma
LLC,

Disk containing
personal
information about
name, date of
birth, social
security number
accessed and
emailed by former
employee

SSN, NAA, DOB

2008-05-14

Automotive Events

Laptop containing
personal
information about
name, address,
social security
number and
Federal Tax ID
numbers of
vendors and
contractors stolen

SSN, NAA, MISC

2008-10-06

Personal
information of
employees sent to
unauthorised
person through
email

2008-12-23

Federated
Insurance
Company

Laptop containing
personal
information stolen
from office

SSN, NAA, MISC

2008-03-04

Bob Davidson
Ford Lincoln
Mercury, Inc.
(BDF)

Data tape
containing
personal
information of
employees lost in
transit

SSN, NAA, FIN

2008-05-16

Wells Fargo

Personal
information about
name, address,
social security
number, loan
account number
accessed and
used by former
employee

SSN, NAA, MISC, FIN

2008-02-22

Union Mortgage

Personal data
including bank
statements, credit
reports and tax
returns thrown in
dumpster

SSN, NAA, FIN
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2008-02-02

?

Liberty Hill School
District

Student and
employee files
containing names,
addresses, SSN,
birth and medical
details thrown in
dumpster

SSN, MED, DOB

2008-02-02

New York City
Department of
Finance

Tax forms sent to
thousands used
defective
envelopes
exposing SSN

SSN, NAA

2008-02-29

Salem Clinic

Patients personal
details included in
employee
handbook,
exposing SSN
and ailments

2008-09-26

Progressive

Personal
information of
individuals
accessed by
unauthorised
employee

SSN, NAA, DOB

2008-04-21

Columbia Capital
LLC

Laptop containing
personal
information about
name, address,
social security,
banking
information of
partners stolen

SSN, NAA, MISC, ACC

2008-10-01

Suttle & Stalnaker
CPA

Pizza Hut Inc
Colonial Foods,
LLC

Laptop containing
employee names,
addresses, SSN
and dates of birth
was stolen

SSN, NAA, DOB

2008-12-02

The World Bank

File containing
personal
information
posted on website
by mistake

NAA, ACC, MISC, ACC

2008-07-15

Pearson
Education, Inc.
Heinemann-
Raintree
Publishers

Unauthorised
access to
personal
information about
credit card details
of customers
through website

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1655
http://datalossdb.org/incidents/1656
http://datalossdb.org/incidents/1657
http://datalossdb.org/incidents/1675
http://datalossdb.org/incidents/1676
http://datalossdb.org/incidents/1677
http://datalossdb.org/incidents/1680
http://datalossdb.org/incidents/1691

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-07-17

?

CGI Technologies
and Solutions Inc.

Laptop stolen
containing form W-
9s with name,
home address

and social

security number

SSN, NAA

2008-05-08

General
Dynamics
Armament and
Technical
Products

Personal
information about
name, address,
social security
number, salary
and other work
related
information
illegally obtained
and distributed

SSN, NAA, MISC, FIN

2008-08-30

Charnwood
Borough Council

Eight hard drives
stolen and
auctioned by
council employee
containing
personal details of
residents

SSN, NAA, MISC, FIN

2008-08-08

New York Life
Insurance Co

Laptop containing
personal
information about
name, address,
social security
number, date of
birth and policy
number stolen

SSN, NAA, MISC

2008-04-10

Stryker
Instruments

Personal
information of
employees
accessed by
unauthorised
person

2008-06-13

Department of
Rehabilitation

Personal
information about
name, address,
contact details,
SSN of individuals
fraudulently
obtained by an
unknown person

SSN, NAA, MISC, MISC

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/1693
http://datalossdb.org/incidents/1694
http://datalossdb.org/incidents/1695
http://datalossdb.org/incidents/1696
http://datalossdb.org/incidents/1699
http://datalossdb.org/incidents/1702

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-10-03

?

Royal Dutch Shell
PLC

Personal
information about
name, social
security number
and date of birth
accessed and
misused by an
unauthorised third
party employee

SSN, NAA, DOB

2008-06-25

Unilever

Personal
information
accessed by
unauthorised
person on slimfast
website

NAA, EMA, MISC, ACC, DOB, DOB

2008-01-07

Central Piedmont
Community
College

Work study
student steals
employee names,
SSN and
birthdates

CCN, SSN, NAA

2008-01-05

University of
Texas at Austin

File posted online

by faculty member
exposes students

names, SSN, and

grades

SSN, NAA, MISC

2008-01-18

Colorado State
University

Files left on web
server expose
student personal
details including
SSN

2008-01-26

Scottish Funding
Council

Documents lost
during shipment
exposes students
personal details

NAA, MISC, DOB

2008-01-30

University of
Massachusetts at
Dartmouth

File exposed on
server contained
student data
including names,
grades and SSN

SSN, NAA, MISC

2008-02-04

University of lowa

Engineering
department posts
file containing
students names,
student ID, SSN,
and email
addresses online

SSN, NAA, EMA, MISC

2008-02-05

Rowan University

A file containing
students names,
phone numbers,
email address,
birthdates and
SSN posted online

SSN, NAA, MISC, DOB
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2008-02-08

736

East Carolina
University

Faculty member
posts files
containing names,
SSN, email
address on
personal web site

SSN, NAA, EMA, MISC

2008-02-10

California State
University
Fullerton

Mail stolen from
campus
mailboxes
contained
personal details
faculty and
students

NAA, MISC, FIN

2008-07-25

Convergys Corp.
Ann Taylor

Employee of
vendor misused
the personal
information of a
client and made
purchase online
using client's
credit card details

2008-04-11

Gerdau Ameristeel

Personal
information of
employees
accessed by
unauthorised third

party

2008-07-10

R.H. Donnelley,
Inc.

Stolen laptop
contains names,
addresses, Social
Security numbers,
and dates of birth
of 6,670

SSN, NAA, DOB

2008-10-22

Best & Company

Hacker accessed
customer's name,
address and
credit card
numbers

CCN, NAA, NAA

2008-04-07

Pershing, LLC
Walnut Street
Securities

Informations
about clients
wrongly sent to
another branch
manager

2008-04-09

IMS Mortgage, Inc.

Credit report
information of
customers
accessed by
unauthorized
person

SSN, NAA, DOB
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2008-04-16

?

SwimwearBoutiqu
e.com

Intruders gain
access to credit
card numbers,
names, addresses
of customers, and
corrupt other
systems

CCN, NAA

2008-04-11

The Elliot Health
System
Advanced Medical
Partners, Inc.

Data storage disk
and computers
containing
personal and
medical
information stolen

NAA, MISC, MED

2008-11-26

RoadSafe Traffic
Systems, Inc.

2 Laptops stolen
from 2 different
places containing
personal
information of
employees

SSN, NAA, MISC

2008-12-12

State Farm
Insurance

Personal
information of
customers
accessed and
fake credit cards
made in
customer's name

2008-09-10

Howard University

Stolen laptop
cotaining personal
information about
name and social
security number

2008-02-13

United Student
Aid Funds, Inc.

Name and Social
Security humbers
of student loan
borrowers posted
on a website

SSN, NAA, FIN

2008-06-12

Moravian College

Hacked database
exposes personal
data of 600

2008-07-15

Huron Consulting
Group

Employee steals
current and
former employee
tax forms as well
as paychecks

SSN, NAA, FIN

2008-12-19

Norfolk Southern
Corp.

Imaging Solutions
& Services Inc.

Outside firm
employee steals
documents or
data containing
names and Social
Security numbers
of current and
former employees
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2008-10-28

?

Merrill Lynch

Hard drive lost or
stolen during
shipment by third-
party exposes
unknown number
of employees
names,
addresses, SSN,
tax and passport
details

SSN, NAA, ACC, DOB

2008-12-01

Fife Primary Care
NHS Trust

Confidential NHS
records accessed
illegally

NAA, MED, DOB

2008-05-30

Hong Kong Food
and
Environmental
Hygiene
Department

Employee e-mails
sick leave records
of 170 employees
on accident

2008-12-08

Leeds City Council

Employee loses
USB stick with
details on 5000
children

NAA, MISC, MED

2008-12-24

United Christian
Hospital

Nurse loses USB
drive with 26
patients
information

2008-04-14

CAl Hedge Fund
Partners, LLC

148 Social
Security numbers
printed in mailing
address

2008-06-13

U.S. Foodservice,
Inc.

A laptop had been
stolen which
contained
personal
information
regarding
employees for the
company

SSN, NAA, DOB

2008-05-13

Communities
Organized to
Improve Life, Inc

Payroll records
were missing from
the companies
computer system
as well as
physical payroll
documents

2008-03-20

Toshiba America
Information
Systems, Inc

Website was not
password
protected and
personal
information was
available.
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2008-04-18

?

Concord Regional
Visiting Nurse
Association

Laptop stolen
containing social
security numbers
and personal
information

SSN, NAA, DOB

2008-12-03

Central California
Appellate Program

Stolen backup
computer disk
contains Social
Security numbers,
tax identification
numbers,
addresses,
telephone
numbers and e-
mail addresses

SSN, NAA, EMA, MISC

2008-11-21

B.J. Accessories
and Tax
Preparation

Stolen computer
contains personal
information of 70

2008-05-30

Quest Diagnostics

Stolen laptop
exposes personal
details including
names, addresses
and Social
Security numbers

2008-05-30

Cabela's

Stolen laptop
exposes hames,
addresses, dates
of birth, and
Social Security
numbers of 120
applicants

SSN, NAA, DOB

2008-06-20

State Street Corp
MassMutual
Financial Group

Stolen laptop
contains personal
information of 246

SSN, NAA, ACC

2008-03-06

Wolters Kluwer
Lippincott
Williams & Wilkins

Hacked server
stored information
from individuals
who purchased
products from the
company's website

CCN, NAA, EMA

2008-06-02

National Institute
for Trial Advocacy

A data breach of
the company's
website was
discovered and
credit card
information may
have been
compromised
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2008-01-25

91

Philips Electronics

An employee's
laptop was
infected with a
virus and personal
information may
have been
accessed

SSN, NAA, DOB

2008-01-18

SavaSeniorCare
Administrative
Services, LLC

Several laptop
computers which
contained
personal
information of
current and
former employees
401 Kstolen from
the main office

2008-05-06

LPL Financial

A stolen laptop
computer
containing
personal data of
customers which
was password
protected

SSN, NAA, ACC

2008-06-11

Amway Global

Compromised
accounts expose
customer names
and bank account
details

2008-12-02

TD Banknorth

Two computers
stolen during
relocation, names,
addresses, dates
of birth, SSN's
and bank account
details of 3235
exposed

SSN, NAA, ACC, DOB

2008-02-19

177618

Irish Blood
Transfusion
Service

Alert as 170,000
blood donor files
are stolen

NAA, MED, DOB

2008-01-17

Queen Mary's
Sidcup NHS Trust

Hospital loses
staff pay details

SSN, NAA, DOB

2008-10-23

Abbey National

Bank documents
found in Bolton
street

CCN, NAA, FIN

2008-01-29

Royal Bolton
Hospital

Laptop containing
the personal
details of about
200 cancer
patients stolen

NAA, MED
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2008-12-03

1700

Manchester
University

ICO takes
enforcement
action against
Manchester
University for data
breach

NAA, MISC, MED, DOB

2008-09-19

BetOnSports.com

Internet gambling
web site
employee steals
names, dates of
birth, addresses,
mothersa€™
maiden names,
social security
numbers,
telephone
numbers, credit
card numbers

CCN, SSN, NAA, MISC, DOB

2008-10-22

Aspen Dental
Waste
Management

Dental patient
information found
in the street

SSN, NAA, MED, DOB

2008-05-22

Academy Hearing
Centre

Calgary seniors'
health information
on stolen
computers

CCN, NAA, MED

2008-11-12

St. Margaret of
Scotland
Episcopal School
Blackbaud Inc.

Laptop Stolen
with School
Database

2008-02-29

Finance Authority
of Maine

Incorrect personal
information sent
to customers

2008-11-10

Claire's Stores

Employee records
containing names,
addresses, dates

of birth and Social
Security numbers
found in dumpster

SSN, NAA, DOB

2008-07-07

Excelligence
Learning
Corporation

Employee uses
customers credit
card details to
make purchases
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2008-03-19

4000

The Heritage
Group

Allegiant Global
Services LLC
Asphalt Materials
Inc

Bituminous
Materials and
Supply L.P
Calumet GP LLC
Crystal Flash
Petroleum LLC
Crystal Flash
Energy
Emulsicoat Inc

30 Desktops and
Laptops Stolen

MISC

2008-02-15

Delafield
Hambrecht Inc
Fidelity Market
Services

Price Meadows &
Co

Incorrectly
addressed email
sent to wrong
person contained
names and tax id
numbers

SSN, NAA, FIN

2008-09-15

American Express
DSW Fitness

Unknown hack
exposes debit and
credit card
numbers,
addresses,
expiration dates
and CIS numbers

2008-10-30

Schematic Inc.

Stolen laptop
contains
personnel file
information

SSN, NAA, MISC, DOB

2008-09-23

Columbia Gas of
Maryland Inc.

Technical error in
computer systems
lead to customers
viewing other
customers bills
online.

NAA, MISC, ACC

2008-12-15

DAP Products Inc.

Unauthorised
access to
employee
database exposes
names, addresses
and Social
Security humbers

2008-09-25

Experian
FAA First Federal
Credit Union

Unauthorised
access to credit
reporting exposes
names,
addresses, dates
of birth and Social
Security numbers

SSN, NAA, DOB
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2008-01-08

150

Alaron Trading
Corporation
Alaron Financial
Services

Stolen laptop
contains personal
employee
information
including names,
salary details,
dates of birth and
Social Security
numbers

SSN, NAA, DOB, FIN

2008-09-16

Logisitics
Management
Institute

Unauthorised
access to website
data provided
social security
information

2008-07-30

Edward W.
Halleran
Accounting and
Tax Services

Stolen computer
contains personal
information

SSN, NAA, ACC

2008-02-28

Fordham
University

Email sent to
distribution list
contained
personal
information.

SSN, NAA, MISC

2008-01-29

Wendy's
International, Inc
Mercer
Outsourcing

Incorrect personal
information of
dependants sent
to customers,
exposing others
dependnats
details.

SSN, NAA, DOB

2008-01-07

CMP Advanced
Mechanical
Solutions

Personal
information of 202
inadvertantly
shared on
corporate network

SSN, NAA, ACC, DOB

2008-06-12

Isabella Long
Term Health Care

Laptop stolen
containing
personal and
medical
information

SSN, NAA, MED

2008-03-20

First Tennessee
Bank Brokerage
Inc.

Unauthorized
access provides
user account
information of
customers

2008-05-30

New Hampshire
Technical Institute
NHTI

Storage / flash
drive lost
containing
personal
information

SSN, NAA, EMA
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2008-03-25

175

CitiStreet LLC.
Sonoco

CD-ROM
containing claim
documentation
was lost in transit
holding personal
information

SSN, NAA, ACC

2008-01-25

Citibank

Third party ATM
network provider
had breach of
security

CCN, ACC

2008-11-13

Whiterock BKKG
and Tax Service

Stolen computers
expose unknown
number of
customers tax
records

2008-06-20

Sungard
Phase3
Newedge USA
LLC.

Lost laptop of
Phase 3
employee
contained
personal
information for
Back Office
System Migration

SSN, NAA, ACC, DOB, FIN

2008-09-25

Marilyn and
Marvin Simon
Family Jewish
Community
Center (JCC)

Employee with
access to
personal
information was
found to have 24
customer files
when arrested for
involvement with
identity theft

CCN, SSN, NAA, ACC

2008-03-13

The Art Institute of
Washington
Education
Management
Corporation

Email sent to
students
containing other
students personal
information.

2008-06-18

Nationwide
Mutual Insurance

Laptop stolen
containing
personal
information

SSN, NAA, MISC

2008-09-25

Financial Industry
Regulatory
Authority (FINRA)
Beloyan
Investment
Securities Inc.
Tradespot
Markets Inc.

Lost CD
contained
personal
Information
including names,
account details,
and Social
Security humbers

SSN, NAA, ACC

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2010
http://datalossdb.org/incidents/2013
http://datalossdb.org/incidents/2014
http://datalossdb.org/incidents/2016
http://datalossdb.org/incidents/2022
http://datalossdb.org/incidents/2023
http://datalossdb.org/incidents/2024
http://datalossdb.org/incidents/2025

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-08-04

21

Damadian MRI in
Canarsie, PC

Stolen computer
contained names,
addresses and
Social Security
numbers

SSN, NAA

2008-10-02

EMS Nationwide

Agent of EMS had
server stolen that
may contain
names, tax id
numbers, Social
Security numbers
and bank account
numbers

SSN, NAA, ACC

2008-12-05

Services for the
UnderServed Inc

Unauthorised
access to
computer exposes
patients data
including, Social
Security numbers
and insurance
details

SSN, NAA, MED

2008-03-21

Wayne J Griffin
Electric Inc

Stolen laptop
contains personal
employee
including names
and Social
Security numbers

SSN, NAA, DOB

2008-09-18

ARISE Child and
Family Services,
Inc

Paul V Moore
High School

Stolen laptop
contained names,
addresses and
Social Security
numbers

2008-09-09

UBS Financial
Services

Financial
documents
containing names,
addresses and
Social Security
numbers were
avaialble for
download from
P2P software

2008-07-30

Guy Carpenter
and Company,
LLC.

Email contains
other employees
personal
information
including names
and Social
Security numberts

SSN, NAA, DOB
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2008-03-19

925

Aricent Inc.

Stolen Computer
contains personal
information
including names,
addresses, salary
details and Social
Security numbers

SSN, NAA, FIN

2008-07-16

Honeywell
International

Virus may have
collected
unknown number
of account details
including names,
bank and
brokerage
accounts exposed

NAA, ACC, FIN

2008-06-27

AT&T Mobility
LLC.

Emoployee stole
customers data
including names,
credit card details
and Social
Security humbers

CCN, SSN, NAA, ACC

2008-12-03

FedEx
Horizon Lines

Server being
shipped via Fedex
was lost

2008-06-12

National Financial
Partners (NFP)

Internal report
accidentally
distributed via
email containing
tax ID numbers
and social
security numbers
of agents

2008-06-12

National Financial
Partners (NFP)
Highland Capital
Brokerage, INC.
(HCB)

Report containing
personal
information sent
via email exposes
names, tax ID
numbers and
Social Security
numbers

2008-03-19

Accurate
Background Inc

Emailed
document
containing clients
personal details,
including names
and Social
Security humbers
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2008-02-20

99

Eton Park Capital
Management LP

Missing laptop
exposes
employee names,
addresses, dates
of birth and Social
Security numbers

SSN, NAA, DOB

2008-06-26

IGN
Entertainment
Fox Interactive
Media, Inc

Stolen computer
exposes names,
addresses, dates
of birth, Social
Security numbers
and dependent
details

SSN, NAA, DOB

2008-02-12

The Dreyfus Corp
MBSC Securities
Corp

An Internal error
gave customer
account details to
an independent
contractor

SSN, NAA, FIN

2008-02-14

Air India Ltd

Improperly
disposed
computer
contained
personal data
names,
addresses, and
SSN

SSN, NAA, DOB

2008-07-11

UPM Raflatac Ltd

Documents
containing
uniknown type of
personal
information sent
via Fedex never
arrived at
destination

2008-04-04

277000

WellPoint
Anthem Blue
Cross Blue Shield

Unsecured server
exposes unknown
type of personal
information

2008-06-13

National Farmers
Union Property
and Casualty
Company

Stolen Laptop
contained 20414
Social Security
numbers

2008-06-09

Alpharma, Inc.

Computer from
HR Manager was
deployed to public
area still
containing
documents with
personal
information

SSN, NAA, MISC
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2008-06-06

71

Nationwide
Mutual Insurance

Inadvertant
display of SSN in
mailing window
sent to customers

SSN, NAA

2008-11-12

Kraft Foods
Gevalia
Affinitas

Employee of

telephone sales
company copied
name and credit
card information

2008-08-14

Territory Mortgage

Lost Jump Drive
contained
personal
information

MISC, FIN

2008-06-11

Good Shepherd
Hospice

Stolen laptop
contained
personal
information

2008-10-29

The Proctor and
Gamble Company
Fekkai

Employee
processed
unauthorised
transactions on
credit card

2008-09-15

American Express
bigdiscount.com

Unauthorised
access to data
files provided
credit card
information to
employee

CCN, NAA, ACC

2008-06-06

Facebook Inc.

Inadvertant
disclosure due to
software of names
and Drivers
license images.

NAA, MISC

2008-08-01

380000

Office of the
Comptroller and
Auditor General

Personal
information of
380,000 social
welfare recipients
lost on a stolen
laptop

SSN, NAA, MISC, DOB

2008-02-05

Putnam Investor
Services

Shareholders
names,
addresses, Social
Security numbers
exposed to other
shareholder
accounts

2008-03-25

Stolen computer
contains names
and Social
Security numbers
of employees and
subcontractors
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2008-05-07

73

Buffalo State
College

Stolen computer
contains personal
information,
including names
and Social
Security numbers

SSN, NAA

2008-04-17

Hunter College of
the City University
of New York

File accidentally
placed on website
that contained
personal
information

2008-07-23

Macro
International Inc.

Unauthorized
access to partner
system may have
exposed personal
information.

2008-05-20

Appalachian
Railcar Services
Inc. + Affiliates

Stolen computer
contains personal
information
including name
and SSN.

SSN, NAA, DOB

2008-02-06

Renaissance
Health Care (RHC)
Group Health
Incorporated (GHI)
HIP Health Plan

of New York

Theft of two
laptops containing
personal
information

SSN, NAA, DOB

2008-09-15

American Express
Icehouse

Merchant
detected
unauthorized
access to credit
card information.

2008-09-09

The Arc of
Monroe County

Stolen palm pilot
contained
personal
information.

2008-07-28

HSBC Auto
Finance Inc.

Former
employees found
to have taken
personal
information with
them prior to
leaving.

SSN, NAA, ACC

2008-12-05

Southern
Adirondack
Library System

Unauthorized
person gains
access to
personal
information.

SSN, NAA, MISC
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2008-11-07

33122

Shamrock
Corporation

SQL injection
attack revealed
personal
information of
33122

CCN

2008-08-21

Rotenberg Meril
Soloman Bertiger
& Guttilla

The College Board

Stolen laptop
contains personal
information of
employees of
company being
audited.

2008-06-25

Capital One, N.A.

Bank employee
obtained personal
information and
allowed
associates to
cash cheques
using this
gathered
information

SSN, NAA, ACC

2008-04-18

Aon Consulting

Mailing error on
postcards
contained
customers SSN
on one side

2008-03-19

Bergdorf
Goodman, Inc.

Stolen report
contained
customers names
and credit card
numbers

CCN, NAA, ACC

2008-04-16

Fishback Financial

Unauthorized
access to
database server
by a third party
included names,
addresses and
Social Security
numbers

2008-04-24

Solano County
Health and
Human Services

Employee
arrested on
suspicion of bank
fraud and identity
theft

SSN, NAA, MISC, DOB

2008-09-19

Carneiro
Chumney and Co.

Stolen laptop of
auditors contain
personal
information.

2008-03-31

Allstate

Theft of
equipment may
have exposed
personal
information.
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2008-06-10

21

Dentemax

Former employee
stole personal
information and
later attempted to
use it for credit
card fraud

SSN, NAA, DOB

2008-08-21

Capitol Self
Storage

Virus infected
computer may
have
compromised
credit card
information

2008-03-28

Beginning with
Children
Foundation

Stolen laptop
contains payroll
information
including names
and Social
Security numbers

SSN, NAA, ACC

2008-02-12

Hartford Financial
Services Group

CDs being
shipped between
offices contained
personal
information

2008-11-21

Stanlex, Inc.

Stolen laptop
contains personal
information of
1329 patients

SSN, NAA, DOB

2008-08-21

Capital One Bank
USA

Insider
wrongdoing
exposes credit
card and account
information.

CCN, NAA, ACC

2008-09-15

Christmas Place

Hacking incident
reveals credit card
information

CCN, NAA, EMA

2008-07-21

Greenberg Farrow
Alternative
Benefits Plan

Letters were
posted with SSNs
being displayed

SSN, NAA

2008-07-21

Nationwide
Mutual Insurance

Stolen laptop
contains personal
information.

SSN, NAA

2008-04-16

Ernst & Young
Ryerson Inc.

Stolen laptop
contained
personal
information of
clients names,
and Social
Security numbers

SSN, NAA
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2008-05-29

146

Bayway PDCPC
Federal Credit
Union

Stolen computer
contains personal
information of
members.

SSN, NAA, ACC

2008-08-21

Pensacola
Pulmonary
Associates

Stolen backup
tape contains
personal
information of
patients

SSN, NAA, MED

2008-06-26

National Western
Life Insurance
Company

Mail sent to policy
holders contained
forms for other
policy holders.

2008-10-31

125000

Fiserv Healthplan
Administrators,
Inc.

Stolen laptop and
hard drive contain
personal
information

MISC, NAA, MED

2008-04-03

Benefit
Communication
Insourcing (BCI)
Healthland Benefit
Systems Inc.
AIMCO

Stolen Laptop
contains personal
information of
benefits members

2008-09-05

Braintree
Education
Association

Electronic
membership
records were
discovered by
Cybercrime unit

SSN, NAA, MISC

2008-04-07

Dutchess County
Association of
Realtors

Unknown hack or
insider revealved
244 Social

Security numbers

2008-05-30

BNY Mellon
Financial Industry
Regulatory
Authority (FINRA)
The Chubb
Corporation

Lost backup tape
contains digital
images of checks
and other
personal
information

CCN, SSN, NAA, ACC

2008-09-19

Swansea Dental
Associates

Stolen reports
contained credit
card information

2008-12-15

Group Insurance
Commission

Mailing error
exposes 262
members names,
addresses, Social
Security numbers
to the wrong
addresses
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2008-05-07

261

Bearing Point
Management &
Technology
Consultants

Laptop stolen
from car
contained
personal
information of
employees

SSN, NAA

2008-11-07

Helen Grace
Chocolates, Inc.

Hack of website,
through SQL
injection may
have revealed
personal
information

2008-09-03

Fresenius Medical
Care Holdings
Inc. (FMCNA)

Stolen laptop
contained
personal
information.

SSN, NAA, MED, DOB, FIN

2008-03-28

Hewitt Associates
Marriott
International

Lost backup tapes
contain personal
information.

2008-08-29

Las Palmas

Hacking incident
exposes names,
credit and debit
card numbers with
tracks 1 and 2

2008-09-12

Faulkner Hospital

Processing error
exposes
employee names,
addresses and
Social Security
numbers

2008-12-10

Starwood Hotels
and Resorts
Worldwide Inc.

Unauthorized
access to
customer
accounts exposes
names, addresses
and credit card
details

2008-11-20

SPS New
England Inc

Document
contained
employee's
names, dates of
birth, Social
Security humbers
given out to as
contact list to
former employee

SSN, NAA, DOB

2008-10-10

USAA Investment
Management

Statements for
mutual funds
contained other
customers details
conmingled

NAA, ACC, FIN
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2008-03-03

845

LEAF Financial
Merit Capital
Advance, LLC

Stolen laptop from
LEAF Financial
Corporation
contained
consumers
personal
information

SSN, NAA

2008-11-24

Save the Children

4 stolen laptops
contained
personal
information of job
applicants,
employees,
interns and
volunteers.

SSN, NAA, EMA

2008-12-01

SPS New
England Inc

Report containing
personal
information sent

out as address list.

SSN, NAA, DOB

2008-07-08

Advanced
Physical Therapy

Stolen computer
contained
personal
information of
patients

2008-12-10

Circuit City

Credit card
numbers and
names of 160
exposed through
third party insider
breach

2008-03-10

Bank of America

Personal details
of associates
transmitted
electronically
outside of
organisation.

CCN, SSN, NAA, DOB

2008-11-21

LPL Financial

Operational error
disclosed
personal
information

NAA, MISC

2008-04-23

Secure Horizons

Insurance records
stolen computer
exposes
customers names,
addresses,
medical details
and dates of birth

NAA, MED, DOB
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2008-12-10

?

Partners
Healthcare
Brigham And
Women's Hospital
Nantucket
Cotttage Hospital

Patients names,
addresses and
health insurance
numbers on
employee's lost
laptop

NAA, MED

2008-08-15

Nationwide
Mutual Insurance

Employees
performed
unauthorized
searches viewing
personal
information within
the database

SSN, NAA, DOB

2008-02-12

Wake County
Public Safety
Dept / EMS

Stolen laptop
contains personal
information,
names,
addresses,
birthdates and
patient data

SSN, NAA, MED, DOB

2008-09-16

Allsup, Inc.
Aetna Life
Insurance
Company

Documents
containing
personal
information were
left in apartment
when tenant
moved out

SSN, NAA, MED

2008-12-19

Spaulding
Rehabilitation
Hospital Network

Stolen credit card
receipts and
checks

SSN, NAA

2008-12-10

Raymond Jones

Unauthorised third
party was able to
see documents
that contained
personal
inforamation

SSN, NAA, ACC, DOB

2008-11-07

Henry Brown
Buick-Pontiac-
GMC

Employees steals
customers
financial data
commits fraud

SSN, NAA, ACC, FIN

2008-09-15

NACCO Materials
Handling Group,
Inc.

Two web-related
exposures may
have exposed
personal
information of
staff members.

2008-12-05

Nationwide
Mutual Insurance

Demonstration
pension website
contained actual
customer data
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2008-09-16

?

Ameriprise
Financial

Accidentally
mailed information
to wrong customer

SSN, NAA, DOB, FIN

2008-03-18

Zurich American
Insurance
Company

Former employee
accessed data
withouth business
need containing
personal
information.

SSN, NAA

2008-02-21

Syda Foundation
Siddha Yoga
Bookstore

Website hack
provides
unauthorised
access to credit
card information.

2008-08-18

Capital One Bank
USA

Employee
accessed
personal
information
unrelated to their
job.

CCN, SSN, ACC

2008-01-25

Comcast Cable

Employee copied
credit card details
onto a separate
piece of paper.

2008-03-04

Cornell University

Computer infected
with virus /
malware may
have exposed
personal
information

2008-03-04

Cornell University

Stolen Computer
contained
personal
information

2008-02-18

Cornell University

Stolen computer
contained
personal
information

2008-09-11

Direct Marketing
Services (DMSI)

Hack of DMSI
provided credit
card information.

CCN, NAA

2008-05-27

Credit Bureau of
Traverse City Inc.
Alden Lumber

Consumer's

Social Security
numbers and
credit report
information
accessed through
another
customer's
compromised login

CCN, NAA, FIN
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2008-03-21

?

Mortgage
Network, Inc.

Stolen loan
officers laptop
contained
unknown number
of customers
personal
information

SSN, NAA, DOB, FIN

2008-08-20

Bryant & Stratton
College

Email exposes
names, addresses
and Social
Security numbers
to an unknown
person

SSN, NAA

2008-10-16

Aussie Home Loan

Mortgage files
containing
customers
personal financial
details thrown in
the trash

SSN, NAA, ACC, FIN

2008-09-24

National Bank of
Canada

Stolen laptop
exposes unknown
number of
customers names,
bank reference
and account
numbers

2008-09-04

Oakland Unified
School District

Stolen computers
from the human
department
contained
unknown number
of employees
hiring data

SSN, NAA, DOB

2008-07-07

TNS Infratest
Holding GmbH &
Co. KG

Hacked website
eXposes survey
participants
names,
addresses, bank
account details,
health info and
some credit card
numbers

CCN, NAA, MED, ACC, DOB, FIN

2008-11-20

City of
Charlottesville

Stolen laptops
contained names,
addresses, date
of birth and DMV
customer number
for every
registered voter in
the city of
Charlottesville

NAA, MISC, DOB
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2008-07-25

500

Kelsey Seybold
Clinic

St. Luke's
Episcopal Health
System

Clear Lake
Regional Medical
Center

Employees steal
500 patients
personal
information to sell

SSN, NAA, MED

2008-03-20

Atlantic
Chiropractic
Center

Man buys
hundreds of
patients records
at a storage
auction

SSN, NAA, MED

2008-03-19

Naturally Thinking

Hacked website
exposes hundreds
of customers
credit card
numbers

2008-05-12

130000

Dave & Buster's

Credit and debit
card account
numbers of 5,000
customers hacked
from cash register
terminals

2008-09-11

21 Commerce

Hacking event
leads to personal
data being
accessed

2008-08-21

Frederick's of
Hollywood Group
Inc.

File containing
personal
information was
available over
P2P network

2008-04-16

Ameriprise
Financial

Tax docuemtns
were sent to
incorrect clients

SSN, NAA, FIN

2008-03-20

Lasell College

Names and Social
Security numbers
of 20,500
accessed by
hacker

SSN, NAA

2008-01-04

Unknown
Organization
Health Net

Names and Social
Security numbers
of about 5,000 on
stolen laptop

2008-02-08

Unknown
Organization
MLSGear.com

Names,
addresses, credit
and debit card
information on
compromised
servers
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2008-04-08

128000

Unknown
Organization
WellPoint

Social Security
numbers and
medical
information for
about 128,000
exposed on
internet

SSN, MED

2008-05-02

Unknown
Organization
Iredell County Tax
Collector

Bank accounts,
routing numbers,
names, addresses
of 468 taxpayers
stolen from bank
courier

ACC, NAA

2008-08-01

2466378

Countrywide
Home Loans

Employee sells
customer list,
exposing names
and Social
Security numbers.

2008-09-11

Target Corporation

Hacking incident
exposes credit
card information

CCN, NAA

2008-12-08

YMCA of
Metropolitan Los
Angeles

Lost Computer
contained
personal
information

CCN, NAA, ACC

2008-05-02

Sterling Jewlers
Inc.

Problem with data
processing
caused mail
documents to
goto wrong
customers

2008-02-12

Marlborough
Hospital

Individual found to
have copies of
confidential
documents
including personal
information.

SSN, NAA, MED

2008-09-12

Forever 21

98,930 credit and
debit card
numbers stolen
from database

2008-07-02

Baptist Health

1,800 notified
about breach of
system records
including names
and Social
Security numbers

2008-05-29

Ameriprise
Financial

Laptop stolen
containing
personal data of
clients

SSN, NAA, ACC, DOB
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2008-09-15

8250

American Express
E-Cost.com

Hacker steals

8,250 credit card
numbers from an
online merchant

CCN, NAA

2008-02-06

LexisNexis
California
Franchise Tax
Board

Personally
identifiable
information
accessed by
unauthorized
employee

SSN, NAA, MISC

2008-07-28

American Express
Taste on Melrose

Hacking incident
exposes 987
customers names
and credit card
numbers

2008-05-12

Capella University

20 students
financial aid
information,
inlcuding Social
Security numbers,
visible to other
students

SSN, NAA, ACC, FIN

2008-08-12

Kaiser
Permanente

Former employee
takes and uses
5,200 patient
names, date of
birth, and last 4
digits of Social
Security number

SSN, NAA, MISC, DOB

2008-12-04

Harold's Stores
Gordon Brothers
Group LLC

Employee
inadvertently
emails Social
Security humbers
of all employees
to other stores
and internal
database

2008-02-13

Massachusetts
Department of
Education

Hard drive stolen
from desktop
contained 263
Social Security
numbers

2008-04-02

277000

WellPoint
UniCare

Health information
of members
exposed over
internet for period
of time

SSN, NAA, MISC, MED
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2008-04-21

66

Massachusetts
Division of
Professional
Licensure
Promissor Inc

Package lost in
mail containing
accounts of 66
individuals;
possibly exposing
names, Social
Security numbers,
and account
information

CCN, SSN, NAA, MISC, ACC

2008-08-21

Best Buy
HSBC Bank
Nevada
Bon Ton
Office Max
Helzberg
Costco

50 accounts
stolen by
fraudsters using
social engineering
techniques
through call
centers

CCN, SSN, NAA, ACC

2008-07-28

Symmetrex

Hacker uses SQL
injection attack to
steal credit cards
along with names
of merchant

CCN, NAA, MISC

2008-07-14

Advantage Plus
Credit Reporting

Employee steals
names, account
numbers, and
credit card
information from
company

CCN, NAA, ACC

2008-08-05

Affiliated Mortgage
North State Bank
Mortgage

About 2300
possibly affected
from stolen
computer
containing
personal
information

NAA, MISC

2008-06-30

Fischbach, LLC

Back-up media
disk containing
personal
information lost in
shipment

SSN, NAA, MISC, MED, DOB

2008-03-28

Antioch University

Names, Social
Security numbers,
academic records
and payroll
documents of
70,000 on hacked
computer system

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/2820
http://datalossdb.org/incidents/2821
http://datalossdb.org/incidents/2827
http://datalossdb.org/incidents/2833
http://datalossdb.org/incidents/2834
http://datalossdb.org/incidents/1626
http://datalossdb.org/incidents/944

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-01-30

226000

Davidson
Companies

Hacked database
contains names,
Social Security
numbers and
account
information for
226,000

SSN, NAA

2008-05-06

LPL Financial

Hackers
potentially able to
access names,
addresses and
Social Security
numbers of 10,219

SSN, NAA, ACC, FIN

2008-10-14

Cole National
Group, Inc.
Things
Remembered

Unauthorized

person accesses
payroll data from
company server.

SSN, NAA, DOB, FIN

2008-03-07

Priority Health

Confidential file
about clients
unintentionally
accessible
through website

SSN, NAA, MISC, MED

2008-07-28

Rising Roll
Gourmet

Hacker gains
access to main
website, exposing
credit cards of
customers

2008-12-18

HealthEquity

Thousands of
accounts of
employees
exposed through
5 stolen laptops

NAA, MISC, ACC

2008-12-29

Framingham
State College
Creative Imaging
Solutions

14 applicants'
personal
information
exposed through
mishandling of
documents by
third party

SSN, NAA, DOB

2008-07-09

Oakland Univeristy

An external hard
drive was stolen
which contained
names and Social
Security numbers

2008-06-03

Xerox Capital
Services LLC

File containing
personal
information was
accidentally
stored on an
internally
accessible site
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2008-06-05

?

Washington
Suburban
Sanitary
Commission

Unauthorized
intrusion into
database possibly
exposes Social
Security humbers
of employees

SSN, NAA

2008-08-06

Bear Stearns &
CoInc

Client account
information
accidentally
disclosed to 2
unauthorized firms

2008-07-02

Adirondack
Insurance
Exchange

Insurance agent
uses credit cards
of other clients to
give better rates
to new clients

2008-01-07

Harvard University

Student working

at help desk used
personal
information to
produce
counterfeit
identification cards

2008-05-09

Park National
Corporation
Aon Consulting
Worldwide

Lost laptop holds
personal
information of
about 2,000

SSN, NAA, DOB

2008-05-22

The Connecting
Link Inc

Hacker gains
unauthrozied
access to
customers
personal
information

2008-10-21

New England
Rehabilitation
Hospital

Checks and credit
card receipts
stolen from facility

CCN, NAA, FIN

2008-02-29

FDS Bank
Bloomindale's

13 individuals
personal
information stolen
through social
engineering
phone calls

SSN, NAA

2008-11-13

Whitney Museum
of American Art

284 employees
Social Security
numbers
compromised by
internal misuse of
personal
information

CCN, SSN, NAA, DOB
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2008-03-03

156

Albrecht Viggiano
Zureck &
Company

156 Social
Security numbers
exposed through
stolen computer

CCN, SSN, NAA, FIN

2008-01-28

CBIZ Benefits and
Insurance
Services Inc

T. Rowe Price
Retirement Plan
Services

Sterling
Commerce

35,000 names
and Social
Security humbers
on stolen
computers

2008-02-21

Philips Electronics

Stolen laptop of
recruiting
coordinator
contained
personal
information of
prospective
employees

SSN, NAA, DOB

2008-04-01

Okemo Mountain
Resort

Computer network
breach exposes
tens of thousands
of credit card
transactions

2008-06-10

2200000

Perpetual Storage
Inc

University of Utah
Hospitals and
Clinics

2.2 million billing

records including
1.3 million Social
Security numbers
on stolen tapes

2008-02-05

The Juilliard
School

IRS 1098-T forms
inadvertently
mailed to wrong
addresses
exposes 26
names addresses
and Social
Security numbers

SSN, NAA, MISC

2008-05-08

Progressive

Driver insurance
and record
information
inadvertently
mailed to other
customers with
company

NAA, MISC

2008-09-11

Orthopedic
Physical Therapy
Products (OPTP)

203 credit card
numbers stolen
from hacker
through website
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-04-21

53

Bank of America

Package
containing pooled
income fund tax
documents for 53
individuals was
lost in transit

SSN, NAA

2008-05-05

Central New
England
HealthAlliance

PDA of nurse lost;
exposing personal
and medical
information of 384
clients

SSN, NAA, MISC, MED, ACC, DOB

2008-05-09

Massachusetts
Division of
Insurance

Files stolen from
officer's vehicle,
containing
personal
information of 50
people

NAA, MISC

2008-11-19

Commonwealth
Equity Services

Keylogger on
employee home
computer allows
intruder to gain
unauthorized
access to
accounts

NAA, MISC, ACC

2008-10-28

Citizens Financial
Group, Inc

Starter checks
sent by third party
to wrong
addresses,
exposing names,
addresses and
bank account
details

2008-07-09

California Office
of Systems
Integration

Confidential
documents
marked for
destruction were
taken by other
department

2008-02-25

The Center for
Discovery

Internal email sent
to employee
without authority
to view personal
information

2008-01-22

GE Aviation
Systems

Stolen laptop
contained
personal
identifiable
information of
employees
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2008-11-19

226

British American
Business Inc.

Inadvertant
exposure of 226
customer names
and credit card
numbers

CCN, NAA

2008-03-13

Toshiba America
Information
Systems, Inc

86 customers
Credit Cards
exposed through
public blogging of
calls

2008-02-20

Public Outreach
Fundraising
Consultancy

Missing package
contained check
and credit card
information

2008-04-30

Partners
Healthcare
Rehabilitation
Hospital of the
Cape and Islands
National
Government
Services Inc

Documents
containing Social
Security humbers
and medical
information
missing during
transit between
hospitals

SSN, NAA, MISC, MED

2008-12-12

LPL Financial

Unauthorized
individual gains
access to trading
and operation
platform; exposing
349 accounts

NAA, MISC, ACC
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