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Total Incidents: 646
Total Records Affected: 84,779,554


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.
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ID Reported Records Orgs Summary Data Types

871 2008-01-02 2800 Workers 
Compensation 
Fund

Social Security 
numbers and 
other personal 
information for 
about 2,800 
people on stolen 
laptop

SSN

872 2008-01-03 ? Dorothy Hains 
Elementary 
School

Social Security 
numbers on 
stolen computer

SSN

873 2008-01-04 5000 ?
Health Net

Names and 
Social Security 
numbers of 
about 5,000 on 
stolen laptop

SSN, NAA

874 2008-01-04 ? Florida 
Department of 
Children and 
Families

Social Security 
numbers, birth 
dates and other 
information for 
thousands on 
stolen laptops

SSN, NAA

875 2008-01-04 900 Maryland 
Department of 
Assessments 
and Taxation

Social Security 
numbers for 
roughly 900 
transmitted to 
unprotected web 
site

SSN

876 2008-01-05 ? New Mexico 
State University

Employee Social 
Security 
numbers and 
names on 
missing hard 
drive

SSN, NAA

877 2008-01-07 650 Geeks.com 
(Genica)

Credit card 
numbers, 
names, and 
addresses 
possibly 
compromised on 
"hacker safe" 
web site

CCN, NAA, EMA

878 2008-01-08 260000 Electronic Data 
Systems (EDS)
Wisconsin 
Department of 
Health and 
Family Services

Social Security 
numbers of 
260,000 on 
mailing labels

SSN, NAA

879 2008-01-09 4250 University of 
Georgia

Social Security 
numbers, names 
and addresses 
of 4,250 on 
hacked server

SSN, NAA
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880 2008-01-10 4000 Select Physical 
Therapy

4,000 records 
containing 
Social Security 
numbers, credit 
and debit card 
account 
numbers, 
names, and 
addresses 
dumped

SSN, NAA

881 2008-01-11 800 University of 
Akron

Social Security 
numbers, names 
and addresses 
of 800 on 
missing hard 
drive

SSN, NAA

882 2008-01-11 216 University of 
Iowa

Social Security 
numbers and 
other 
information for 
216 exposed in 
Internet

SSN

883 2008-01-11 148 Oldham NHS 
Primary Care 
Trust

Personal and 
medical 
information of 
148 on missing 
"data sticks"

MED, NAA

884 2008-01-11 1500 Virginia 
Department of 
Social Services

Letters mailed to 
1,500 regarding 
a "potential 
security breach"

SSN, NAA

885 2008-01-12 ? California State 
University 
Stanislaus
Sodexho

Credit card 
numbers, 
cardholder 
names and 
expiration dates 
exposed

CCN, NAA

886 2008-01-14 990 Tennessee Tech 
University

Lost portable 
drive contains 
names and 
Social Security 
numbers of 990

SSN, NAA

887 2008-01-15 100 Naval Surface 
Warfare Center 
Dahlgren 
Division

Names, Social 
Security 
numbers, and 
financial 
information 
found on report 
obtained by 
suspected 
identity thieves

SSN, NAA
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888 2008-01-15 5000 Wisconsin 
Department of 
Revenue

Social Security 
numbers of 
5,000 on mailing 
labels

SSN, NAA

889 2008-01-16 529 University of 
Wisconsin-
Madison

Social Security 
numbers of 
about 205 
employees 
exposed on web

SSN, NAA

890 2008-01-17 650000 Iron Mountain
GE Money

Credit card 
numbers and 
some Social 
security 
numbers of 
650,000 on 
missing backup 
tape

CCN, SSN

891 2008-01-18 605767 United Kingdom 
Ministry of 
Defence

Stolen laptop 
contains 
passport details, 
National 
Insurance 
numbers, 
medical records 
of 600,000

SSN, NAA

892 2008-01-24 29800 ?
Fallon 
Community 
Health Plan

Medical 
information and 
names of 
29,800 on stolen 
laptop

MED, NAA

893 2008-01-25 677 Penn State 
University

Stolen laptop 
contains Social 
Security 
numbers of 677

SSN

894 2008-01-25 ? OmniAmerican 
Bank

Debit cards, and 
PIN numbers of 
customers 
compromised 
via hack

CCN

896 2008-01-29 38000 Georgetown 
University

Social Security 
numbers and 
other personal 
information of 
about 38,000 on 
stolen hard drive

SSN, NAA

897 2008-01-29 4642 Wake County 
North Carolina 
Emergency 
Medical Services

NC SSN, NAA
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898 2008-01-29 300000 Horizon Blue 
Cross Blue 
Shield of New 
Jersey

Stolen laptop 
contains names 
and Social 
Security 
numbers of over 
300,000

SSN, NAA

899 2008-01-30 226000 Davidson 
Companies

Hacked 
database 
contains names, 
Social Security 
numbers and 
account 
information for 
226,000

SSN, NAA

900 2008-01-31 400 South Carolina 
Department of 
Health and 
Environmental 
Control

About 400 
names and 
Social Security 
numbers on 
stolen laptop

SSN, NAA

901 2008-01-31 3100 University of 
Minnesota 
Reproductive 
Medicine Center

Medical 
information of 
3,100 on lost 
flash drive

MED, NAA

902 2008-02-01 4000 Marine Corps 
Bases Japan

Social Security 
numbers, 
names, and 
other 
information of 
4,000 on stolen 
laptop

SSN, NAA

903 2008-02-02 5000 Diocese of 
Providence

Names, 
addresses, and 
Social Security 
numbers of 
5,000 on stolen 
computers

SSN, NAA

904 2008-02-07 4300 Memorial 
Hospital

South Bend, IN SSN, NAA

905 2008-02-08 ? ?
MLSGear.com

Names, 
addresses, 
credit and debit 
card information 
on compromised 
servers

CCN, NAA

906 2008-02-11 2900 Jefferson 
County 
Colorado Public 
Schools

Stolen computer 
holds names, 
addresses, 
dates of birth, 
and school 
information for 
up to 2,900

NAA, DOB
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907 2008-02-12 40000 Systematic 
Automation Inc
Modesto 
California City 
Schools
Clovis Unified
Los Angeles 
Department of 
Water and Power
Torrance Unified 
School District
Nestle Waters 
North America

Stolen hard 
drive holds 
names, 
addresses, birth 
dates and Social 
Security 
numbers of over 
15,000

SSN, NAA

908 2008-02-12 30000 Long Island 
University

Up to 30,000 
notified about 
potentially 
compromised 
letters 
containing 
names and 
Social Security 
numbers

SSN, NAA

909 2008-02-13 321000 Lifeblood Missing laptops 
contain personal 
information 
including dates 
of birth and 
some Social 
Security 
numbers of 
321,000

SSN, NAA

910 2008-02-13 1500 Middle 
Tennessee 
State University

Names and 
Social Security 
numbers of 
about 1,500 on 
compromised 
computer

SSN, NAA

911 2008-02-14 37000 Tenet 
Healthcare 
Corporation

Former 
employee 
convicted of 
identity theft had 
access to 
records of 
37,000

SSN, NAA

912 2008-02-14 5123 Russells Hall 
Hospital

Medical records 
of 5,123 on 
stolen laptop

MED
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913 2008-02-15 ? Lexmark 
International

Undisclosed 
number of 
names, 
addresses and 
Social Security 
numbers 
disclosed on file-
sharing site

SSN, NAA

914 2008-02-15 2000 Crosslines 
Ministries of 
Carthage

Social Security 
numbers, 
names, and 
addresses of 
2,000 in stolen 
files

SSN, NAA

915 2008-02-15 ? First Magnus 
Financial

Thousands of 
documents 
containing 
Social Security 
numbers, credit 
card information, 
addresses 
recovered from 
trash

SSN, NAA

916 2008-02-16 3000 Texas A&M 
University

Names and 
Social Security 
numbers of 
3,000 
inadvertantly 
posted online

SSN, NAA

917 2008-02-21 28000 Newfoundland 
Eastern School 
District

Medicare 
numbers, 
names, and 
addresses of 
28,000 students 
on stolen laptop

MED, NAA

918 2008-02-25 400 Mecklenburg 
County North 
Carolina

NC ACC

919 2008-02-25 1400 LGT Bank ACC, FIN

920 2008-02-27 103000 Health Net 
Federal Services

Social Security 
numbers for 
103,000 posted 
on web

SSN

921 2008-02-29 480 Wellesley Health 
Department

Social Security 
numbers, 
names, 
addresses, and 
dates of birth for 
about 480 lost 
from open 
envelope

SSN, NAA
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922 2008-02-26 20000 Kraft Foods Missing laptop 
contains names 
and possibly 
Social Security 
numbers of 
20,000

SSN, NAA

923 2008-03-05 238 Madeley Health 
Center

UK NAA, MED

924 2008-03-05 109 Crown Stanley 
and Silverman
Nevada 
Department of 
Public Safety

Social Security 
numbers and 
addresses of 
109 on lost 
thumb drive

SSN, NAA

925 2008-03-06 11500 Cascade 
Healthcare 
Community

Computer virus 
exposes credit 
card information, 
names, and 
addresses of 
more than 
11,500

CCN, NAA

926 2008-03-08 5000 MTV Networks External breach 
exposes about 
5,000 names 
and Social 
Security 
numbers

SSN, NAA

927 2008-03-10 40000 Blue Cross Blue 
Shield of 
Western New 
York

Missing laptop 
contains "vital 
information" of 
an estimated 
40,000

SSN, NAA

928 2008-03-12 10000 Harvard 
University

Personal 
information of 
10,000 including 
6,500 Social 
Security 
numbers 
possibly 
compromised 
from hack

SSN

929 2008-03-13 4800 University 
Health Care

Stolen laptop 
and flashdrive 
contained 
names, 
addresses, and 
SSN

SSN, NAA
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930 2008-03-15 500 Utah Division of 
Finance

Personal 
information of 
about 500 
possibly 
accessed by 
unauthorized 
persons

MISC

931 2008-03-15 38000 Broward County 
School District

SSN, NAA

932 2008-03-17 4200000 Hannaford 4.2 million credit 
card and debit 
card numbers 
exposed in 
breach

CCN

933 2008-03-17 300 Binghamton 
University

Names, grade 
point averages 
and Social 
Security 
numbers of over 
300 accidentally 
e-mailed

SSN, NAA

934 2008-03-19 ? Affordable Realty Financial 
information and 
Social Security 
numbers of 
"hundreds" 
found in 
dumpster

SSN, FIN

935 2008-03-20 20000 Lasell College Names and 
Social Security 
numbers of 
20,500 
accessed by 
hacker

SSN, NAA

936 2008-03-21 1400 Rhode Island 
Department of 
Administration

Missing disk 
contains Social 
Security 
numbers of 
almost 1,400

SSN

937 2008-03-21 1000000 Compass Bank ACC, NAA

938 2008-03-22 51000 Stock & Option 
Solutions
Agilent 
Technologies
THQ
Infinity 
Pharmaceuticals,
 Inc.

Social Security 
numbers, 
names, and 
financial 
information of 
51,000 on stolen 
laptop

SSN, NAA, FIN

939 2008-03-23 555 Western 
Carolina 
University

Social Security 
numbers of 555 
on hacked server

SSN
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940 2008-03-24 2500 National 
Institutes of 
Health

Names and 
medical 
information of 
2,500 on stolen 
laptop

MED, SSN

941 2008-03-24 ? Super 8 Motel Customer credit 
card numbers, 
names, 
addresses 
dumped in 
landfill

SSN, NAA

943 2008-03-26 3500 BNY Mellon 
Shareowner 
Services

3,500 notified 
about names, 
Social Security 
numbers and 
possibly banking 
information on 
lost tapes

SSN, NAA

944 2008-03-28 70000 Antioch 
University

Names, Social 
Security 
numbers, 
academic 
records and 
payroll 
documents of 
70,000 on 
hacked 
computer system

SSN, NAA

945 2008-03-28 180 Leicester NHS 
Trust

Names, 
addresses, bank 
details and 
national 
insurance 
numbers for 180 
found in street

SSN, NAA

946 2008-03-28 140 Museum of 
Science Boston

Names, credit 
card numbers, 
and other 
personal 
information of 
140 exposed on 
web

CCN, NAA

948 2008-04-01 46569 Okemo 
Mountain Resort

Computer 
network breach 
exposes tens of 
thousands of 
credit card 
transactions

CCN, NAA

949 2008-04-04 1132 University of 
California Irvine

Up to 1,132 
affected - very 
few details 
available

SSN, NAA
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950 2008-04-07 800 Pfizer Stolen laptop 
contains names 
and credit card 
numbers of 
about 800

CCN, NAA

951 2008-04-08 128000 ?
WellPoint

Social Security 
numbers and 
medical 
information for 
about 128,000 
exposed on 
internet

SSN, MED

952 2008-04-08 71000 WellCare 71,000 
insurance 
records 
including Social 
Security 
numbers 
exposed on 
internet

SSN, MED

953 2008-04-10 ? Joliet West High 
School

Names and 
Social Security 
numbers of 
"about every 
student 
enrolled" 
accessed

SSN, NAA

954 2008-04-11 49841 New York-
Presbyterian 
Hospital
Weill Cornell 
Medical Center

Names, phone 
numbers and 
some Social 
Security 
numbers of 
40,000 stolen by 
employee

SSN, NAA

956 2008-04-12 1800 West Seneca 
School District

SSN, NAA

957 2008-04-13 6488 University of 
Toledo

Name, address, 
and Social 
Security 
numbers for 
6,488 exposed 
on internal server

SSN, NAA

958 2008-04-14 800 Stokes County 
Schools

Stolen computer 
exposes 800 
student names 
and Social 
Security 
numbers

SSN, NAA
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959 2008-04-16 7000 University of 
Virginia

Social Security 
numbers and 
names of over 
7,000 on stolen 
laptop

SSN, NAA

960 2008-04-17 28879 Sungard
Connecticut 
State University 
System
Buffalo State
Northwest 
Missouri State 
University
Bryant & 
Stratton College
Argosy 
University
St. John's 
University
Yeshiva 
University
Alfred University

Stolen laptop 
contains names 
and Social 
Security 
numbers of 
20,500 students

SSN, NAA

961 2008-04-17 2100000 University of 
Miami

Stolen tapes 
containing 
names, 
addresses, and 
medical records 
of 2.1 million 
patients

SSN, CCN

962 2008-04-19 700000 Central 
Collection 
Bureau

Social Security 
numbers and 
names of 
700,000 on 
stolen server

SSN, NAA

963 2008-04-22 31500 Bank of Ireland 
Group

Account 
information, 
addresses, and 
medical 
information of 
10,000 on stolen 
laptops

ACC, NAA

964 2008-04-22 ? LendingTree Social Security 
numbers, 
names, 
addresses, and 
other personal 
information 
inappropriately 
accessed

SSN, NAA

965 2008-04-22 34000 Boots Dental 
Plan

Account details 
of 34,000 stolen 
from courier

ACC
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966 2008-04-22 ? University of 
Massachusetts

Hackers breach 
system 
accessing 
thousands of 
medical records

MED, NAA

967 2008-04-22 200000 CollegeInvest Lost hard drive 
exposes 
200,000 
customers 
during office 
relocation

NAA

968 2008-04-23 2000 CBE Group Inc
University of 
Texas Health 
Science Center

Social Security 
numbers 
available on 
about 2,000 
billing envelopes

SSN, NAA

969 2008-04-23 11000 Southern 
Connecticut 
State University

11,000 students 
and alumni 
exposed on 
website

SSN

970 2008-04-23 ? UPS
Chrysler 
Financial

Data tape lost in 
transit contained 
personal 
information

FIN

971 2008-04-25 9500 University of 
Colorado

Names, 
addresses, and 
Social Security 
numbers of 
about 9,500 on 
compromised 
server

SSN, NAA

972 2008-04-25 ? Baltimore State 
Highway 
Department

SSN, NAA

973 2008-04-25 700 Child 
Assessment 
Service Tuen 
Mun Centre

Medical data 
and identity on 
700 children 
exposed

MED, NAA

974 2008-04-25 1800 Baltimore 
Highway 
Administration

SSN, NAA

975 2008-04-28 500 Hough 
MacAdam & 
Wartnik LLC
Coos County 
Oregon

Nearly 500 
Social Security 
numbers and 
personal 
information 
reported on 
stolen laptop

SSN, NAA
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976 2008-05-01 100 Lunardi's 
Supermarket

More than 100 
customers lose 
debit and credit 
card information 
to ATM scam

CCN

977 2008-05-01 88000 Staten Island 
University 
Hospital

Social Security 
numbers, 
names, and 
insurance 
numbers of 
88,000 on stolen 
computer

SSN, NAA

978 2008-05-01 6313 University of 
California San 
Francisco
Target America 
Inc

Patients medical 
records, names, 
addresses for 
6,313 exposed 
on vendors 
website

MED, NAA

979 2008-05-02 468 ?
Iredell County 
Tax Collector

Bank accounts, 
routing 
numbers, 
names, 
addresses of 
468 taxpayers 
stolen from bank 
courier

ACC, NAA

980 2008-05-04 2000 Westpac Visa cards 
recalled after 
2,000 customers 
account details 
may have been 
compromised

CCN

981 2008-05-06 192 Ohio State 
University 
Agricultural 
Technical 
Institute

Names, 
positions, 
salaries and 
Social Security 
numbers of 192 
accidentally sent 
by email

SSN, NAA

982 2008-05-06 ? Northeast 
Security

Social Security 
numbers, bank 
account 
numbers, 
canceled checks 
of customers 
thrown in 
dumpster

SSN, NAA
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983 2008-05-07 12500000 Archive Systems 
Inc
Bank of New 
York Mellon

Missing tapes 
contain Social 
Security 
numbers and 
other personal 
information of 
12.5 million

SSN, NAA

984 2008-05-08 159000 Hongkong and 
Shanghai 
Banking 
Corporation

Information on 
159,000 
customers, 
including name, 
account number 
and 
transactions, 
lost on stolen 
server

FIN, NAA

985 2008-05-08 5000 Dominican 
University

Students 
accessed staff 
records, 
exposing 
names, 
addresses, 
Social Security 
numbers of 
more than 5,000 
students

SSN, NAA

986 2008-05-08 1800 Las Cruces 
Public Schools

Staff member 
posts personal 
data for 1,800 
students and 
staff on web site

MISC

987 2008-05-09 103 Princeton 
University Tower 
Club

Names and 
Social Security 
numbers of 103 
inadvertantly 
released via 
email

SSN, NAA

988 2008-05-11 6000000 Chilean Ministry 
of Education

Identity card 
numbers, 
names, and 
addresses of 6 
million stolen 
and posted to 
the internet

SSN, NAA

989 2008-05-12 13000 Pfizer Salary 
information, 
names, and 
addresses for 
13,000 on stolen 
laptop / flash 
drive

FIN, NAA

http://datalossdb.org/incidents/983
http://datalossdb.org/incidents/984
http://datalossdb.org/incidents/985
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990 2008-05-12 5000 Dave & Buster's Credit and debit 
card account 
numbers of 
5,000 customers 
hacked from 
cash register 
terminals

CCN

991 2008-05-14 ? First Calgary 
Savings

Account 
information for 
"hundreds" on 
laptop stolen 
from car

ACC

992 2008-05-14 70000 Oklahoma State 
University

Breached server 
contains names 
and Social 
Security 
numbers of 
about 70,000

SSN, NAA

993 2008-05-15 ? BB&T Insurance
Harrisonburg 
City Schools, 
Virginia

Social Security 
numbers, 
names, and 
dates of birth of 
school 
employees on 
stolen laptop

SSN, NAA

994 2008-05-16 8000 Spring 
Independent 
School District

Stolen flash 
drive contains 
Social Security 
numbers, dates 
of birth, and 
other 
information of 
8,000

SSN, NAA

995 2008-05-16 ? Greil Memorial 
Psychiatric 
Hospital

"Hundreds" of 
names, dates of 
birth, Social 
Security 
numbers on lost 
index cards

SSN, NAA

996 2008-05-20 1900 University of 
Florida College 
of Medicine - 
Jacksonville

Photographs 
and identifying 
information of 
1,900 on 
improperly 
disposed 
computer

SSN, MED

997 2008-05-20 273 New York 
University
Duke University

Names and 
Social Security 
numbers of 273 
available 
through internet 
searches

SSN, NAA

http://datalossdb.org/incidents/990
http://datalossdb.org/incidents/991
http://datalossdb.org/incidents/992
http://datalossdb.org/incidents/993
http://datalossdb.org/incidents/994
http://datalossdb.org/incidents/995
http://datalossdb.org/incidents/996
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998 2008-05-21 5000 Oklahoma 
Corporation 
Commission

Server sold at 
auction 
compromises 
more than 5,000 
Social Security 
numbers

SSN

999 2008-05-22 9000 HealthSpring Stolen laptop 
believed to 
contain names, 
Social Security 
numbers, and 
dates of birth of 
9,000

SSN, NAA

1000 2008-05-22 56000 Downingtown 
Area School 
District

Student steals 
names, 
addresses, 
Social Security 
numbers of 
55,000 people

SSN, NAA

1001 2008-05-28 3569 University of 
California San 
Francisco

Compromised 
computer 
contains names, 
medical 
information, and 
some Social 
Security 
numbers of 
3,569

MED, NAA

1002 2008-05-29 45500 State Street Corp Names, 
addresses and 
Social Security 
numbers of 
45,500 
customers on 
stolen computer

SSN, NAA, DOB

1003 2008-05-31 11000 Pocono 
Mountain School 
District

Personal 
information 
including 
names, 
addresses, 
Social Security 
numbers of 
more than 
11,000 hacked

SSN, NAA

1004 2008-06-02 1000 Walter Reed 
Army Medical 
Center

Personal 
information 
including Social 
Security 
numbers found 
on "non-secure 
computer 
network"

SSN, NAA

http://datalossdb.org/incidents/998
http://datalossdb.org/incidents/999
http://datalossdb.org/incidents/1000
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1005 2008-06-02 1200 Connecticut 
Department of 
Labor

Documents 
containing 
names, 
addresses and 
Social Security 
numbers of 
about 2,100 lost

SSN, NAA

1006 2008-06-03 4700 Oregon State 
University

Online orders of 
as many as 
4,700 possibly 
compromised

CCN

1007 2008-06-04 ? Medisure Tapes stolen 
containing 
thousands of 
employee 
names, 
addresses and 
medical details

MED, NAA

1008 2008-06-04 ? AT&T Stolen laptop 
exposes 
employee 
names, salary 
and Social 
Security 
numbers

SSN, NAA

1009 2008-06-04 32000 Canadian 
Canola Growers 
Association

Stolen laptop 
contains social 
insurance 
numbers and 
bank account 
numbers of 
32,000

SSN, NAA

1010 2008-06-06 72000 Stanford 
University

72,000 notified 
about personal 
information on 
stolen laptop

SSN, NAA

1011 2008-06-07 6200 East Tennessee 
State University

6,200 notified 
about stolen 
computer 
containing 
personal 
information

MISC

1012 2008-06-09 7000 University of 
South Carolina

SSN

1013 2008-06-10 38000 Cotton Traders CCN, NAA

1014 2008-06-10 ? 1st Source Bank Debit cards 
replaced for an 
unknown 
number of 
customers

CCN

http://datalossdb.org/incidents/1005
http://datalossdb.org/incidents/1006
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1015 2008-06-10 2200000 Perpetual 
Storage Inc
University of 
Utah Hospitals 
and Clinics

2.2 million billing 
records 
including 1.3 
million Social 
Security 
numbers on 
stolen tapes

SSN, NAA

1016 2008-06-10 11300 University of 
Florida

Social Security 
numbers, 
names, and 
addresses of 
about 11,300 
accidentally 
posted online

SSN, NAA

1017 2008-06-11 850 Dickson County 
TN Board of 
Education

TN SSN, NAA

1018 2008-06-12 5000 Columbia 
University

Social Security 
numbers of 
5,000 available 
on web

SSN

1019 2008-06-13 ? Texas Insurance 
Claims Services

Hundreds of 
names, 
addresses and 
Social Security 
numbers on files 
found in 
dumpster

SSN, NAA

1020 2008-06-18 11000 Castlecroft 
Medical Practice

Medical 
information, 
names, 
addresses, and 
dates of birth of 
11,000 on stolen 
laptop

MED, NAA

1021 2008-06-19 ? Petroleum 
Wholesale

Hundreds of 
names, 
addresses and 
debit and credit 
card numbers 
on files found in 
dumpster

SSN, CCN

1022 2008-06-20 3000 Virgin Media Unencrypted CD 
containing bank 
account details 
of 3,000 
customers lost

ACC, NAA

http://datalossdb.org/incidents/1015
http://datalossdb.org/incidents/1016
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1023 2008-06-23 ? Intuit
Colt Express 
Outsourcing 
Services
CNET Networks
Google
Computer 
Associates
Exponent, Inc.
Bebe Stores Inc
Ebara 
Technologies, 
Inc
Nielsen Mobile
Gilead 
Sciences, Inc.
24 Hour Fitness
Zhone 
Technologies
Avant! 
Corporation
Kana, Inc.
Pillsbury
Banker Benefits
American 
Baptist Homes 
of the West, Inc
Cassatt 
Corporation
All Covered, Inc.
Fortiss LLC
Heald College
Fremont Group
Amalgamated 
Bank

Names, birth 
dates, Social 
Security 
numbers on 
stolen computers

SSN, NAA

1024 2008-06-24 5000 California 
Department of 
Consumer Affairs

Names and 
Social Security 
numbers of 
5,000 improperly 
transmitted 
electronically

SSN, NAA, FIN

1025 2008-06-24 800 Southeast 
Missouri State 
University

Former 
employee 
indicted for 
possessing 800 
student names 
and Social 
Security 
numbers

SSN, NAA

http://datalossdb.org/incidents/1023
http://datalossdb.org/incidents/1024
http://datalossdb.org/incidents/1025
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1026 2008-06-26 826 L-1 Identity 
Solutions
Texas 
Department of 
Public Safety

Names, birth 
dates, driver's 
license and 
Social Security 
numbers 826 
employees 
stolen from 
contracted 
company

SSN, NAA

1027 2008-06-27 52000 Direct Marketing 
Services
Montgomery 
Ward

Online database 
containing about 
52,000 credit 
card numbers 
hacked

CCN, NAA

1028 2008-07-02 1800 Baptist Health 1,800 notified 
about breach of 
system records 
including names 
and Social 
Security 
numbers

SSN, NAA

1029 2008-07-02 2035 University of 
Nebraska at 
Kearney

2,035 notified 
about names 
and Social 
Security 
numbers on 
hacked 
computers

SSN, NAA

1030 2008-07-04 ? Associated 
Newspapers 
Limited

Names, 
addresses, and 
bank account 
numbers of 
thousands on 
stolen laptop

ACC, NAA

1031 2008-07-04 380 Clark County 
Nevada District 
Court

Names, 
addresses, 
Social Security 
numbers and 
birth dates of 
380 released by 
e-mail

SSN, NAA

1032 2008-07-07 55000 Florida Agency 
for Health Care 
Administration

Names, 
addresses, birth 
dates, driver 
licenses and 
Social Security 
numbers of 
55,000 organ 
donors exposed

SSN, NAA

http://datalossdb.org/incidents/1026
http://datalossdb.org/incidents/1027
http://datalossdb.org/incidents/1028
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http://datalossdb.org/incidents/1032


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1033 2008-07-08 3000 Yan Chai 
Hospital

Lost backup 
disks contain 
3,000 names 
and identity card 
numbers

SSN, NAA

1034 2008-05-06 10219 LPL Financial Hackers 
potentially able 
to access 
names, 
addresses and 
Social Security 
numbers of 
10,219

SSN, NAA, ACC, FIN

1035 2008-07-09 2000 Wagner 
Resource Group

Social Security 
numbers, dates 
of birth, and 
names of about 
2,000 exposed 
through peer-to-
peer file sharing

SSN, NAA

1036 2008-07-10 5100 Williamson 
County Schools

Names and 
Social Security 
numbers of 
5,100 posted to 
web

SSN, NAA

1041 2008-07-10 900 Fort Lewis Personal 
information of up 
to 900 on stolen 
laptop

MISC

1042 2008-07-14 4700 Washington 
Metropolitan 
Area Transit 
Authority

Social Security 
numbers of 
4,700 
employees 
posted on 
website

SSN

1050 2008-07-15 2500 University of 
Texas at Austin

Social Security 
numbers posted 
on public file 
server.

SSN

1051 2008-07-15 ? Weber Law Firm Hundreds of 
financial records 
discarded in 
dumpster

SSN, MED, FIN

1052 2008-07-15 2000 Missouri 
National Guard

Personal 
information of as 
many as 2,000 
soldiers 
breached

SSN, NAA

http://datalossdb.org/incidents/1033
http://datalossdb.org/incidents/1034
http://datalossdb.org/incidents/1035
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1053 2008-06-16 47000 Greensboro 
Gynecology 
Associates

Stolen database 
backup tape 
contains Social 
Security 
numbers and 
addresses

SSN, NAA, MISC

1054 2008-07-01 194 Houghton Mifflin 
Harcourt

Hack exposes 
194 Social 
Security 
numbers

SSN

1056 2008-07-17 23000 University of 
Maryland

Mailing labels 
contain Social 
Security 
numbers of over 
23,000

SSN, NAA

1057 2008-07-18 89 Falkirk and 
District Royal 
Infirmary

Laptop 
containing 
names, 
addresses and 
health details of 
89 patients 
stolen 

NAA, MED

1058 2008-07-19 336 Minneapolis 
Veterans Home

Stolen server 
contains 
telephone 
numbers, 
addresses, next-
of-kin 
information, 
dates of birth, 
Social Security 
numbers and 
some medical 
information of 
336

SSN, NAA, MED, DOB

1059 2008-07-14 2500 Indiana State 
University

Personal 
information for 
an estimated 
2,500 on stolen 
laptop

SSN, NAA, EMA

1060 2008-07-24 20400 Village of Tinley 
Park, Illinois

20,400 notified 
about lost 
computer 
backup tapes 
with Social 
Security 
numbers

SSN

1061 2008-07-24 128000 Saint Mary's 
Regional 
Medical Center

128,000 notified 
about possible 
database 
intrusion

SSN, NAA

http://datalossdb.org/incidents/1053
http://datalossdb.org/incidents/1054
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1062 2008-07-24 2000 Hillsborough 
Community 
College

Stolen laptop 
may contain 
2,000 names, 
bank-routing 
numbers, 
retirement 
information and 
Social Security 
numbers

SSN, NAA, ACC

1063 2008-07-25 492 Ohio University Spreadsheet 
with names and 
Social Security 
numbers of 492 
posted online

SSN, NAA

1064 2008-07-24 259 University of 
Houston

Social Security 
numbers and 
names of 259 
posted on web

SSN, NAA

1065 2008-07-25 2800 Connecticut 
College

Hacked server 
contains names, 
addresses, and 
Social Security 
numbers of 
about 2,800

SSN, NAA

1066 2008-07-29 202000 Blue Cross Blue 
Shield of Georgia

Personal and 
health 
information of an 
estimated 
202,000 sent to 
wrong addresses

SSN, NAA, MED

1068 2008-07-26 ? Washington 
Mutual

Police arrest 
three men in an 
ATM scam

CCN

1069 2008-07-30 300 City of Yuma, 
Arizona

Social Security 
numbers of 300 
unintentionally 
released via 
email

SSN

1070 2008-07-31 9100 University of 
Texas at Dallas

Social Security 
numbers, 
names, and 
addresses of 
9,100 possibly 
exposed by hack

SSN, NAA, EMA

1071 2008-08-01 2600 Delphi 
Automotive
Ohio 
Department of 
Job and Family 
Services

Missing flash 
drive holds 
Social Security 
numbers and 
other personal 
information for 
2,600

SSN, NAA

http://datalossdb.org/incidents/1062
http://datalossdb.org/incidents/1063
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1073 2008-08-01 2200000 Countrywide 
Home Loans

Employee sells 
customer list, 
exposing names 
and Social 
Security 
numbers.

SSN, NAA

1074 2008-08-01 1581 Stepping Hill 
Hospital

Laptop stolen 
from hospital 
contains 
personal 
information on 
1,581

MED

1075 2008-07-12 1400 Bank Pekao SA Personal data 
records in 
resumes and 
applications 
publicly 
accessible on 
the outsourced  
HR website of 
the bank

MISC

1076 2008-08-04 15000 Arapahoe 
Community 
College

Names, 
addresses, 
credit card 
numbers and 
social security 
numbers on 
missing flash 
drive

CCN, SSN, NAA

1077 2008-08-06 1200 Harris County 
Hospital District

Lost thumb drive 
contains medical 
and financial 
records for 
1,200 patients 

SSN, MED, DOB, FIN

1078 2008-08-07 250 Objective 
Productions
BBC Worldwide 
Limited

250 childrens 
data lost via 
USB pen

NAA, DOB

1079 2008-05-01 50 The Foreign and 
Commonwealth 
Office

50 people's 
details lost by 
contractor

NAA, ACC, DOB

1082 2008-06-30 21000 Colchester 
Hospital 
University NHS 
Foundation Trust

Thousands of 
patientsâ€™ 
details on a 
hospital laptop 
stolen

NAA, MED, DOB

http://datalossdb.org/incidents/1073
http://datalossdb.org/incidents/1074
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1083 2008-08-11 3000 UK Borders 
Agency

Names, 
nationalities, 
passport 
numbers and 
dates of birth of 
3,000 seasonal 
workers were 
lost

NAA, DOB

1084 2008-08-11 380000 Ireland 
Department of 
Social and 
Family Affairs

Stolen laptop 
contains 
personal 
information for 
380,000

ACC

1085 2008-06-17 ? Charter One 
Bank
Giant Eagle, Inc.

Security breach 
at 3rd party 
merchant 
exposes bank's 
debit card 
numbers

CCN, NAA

1089 2008-07-24 ? Willis North 
America

Computer 
backup tapes 
containing 
personal 
information were 
lost while in 
transit to storage

SSN, NAA, FIN

1090 2008-07-26 33000 United States 
Transportation 
Security 
Administration
Verified Identity 
Pass Inc

Laptop 
containing 
applicant info 
from TSA's 
"Clear" fast pass 
security program 
goes missing

NAA, DOB

1091 2008-07-31 7000 Wells Fargo
MicroBilt 
Corporation

5,000 individuals 
notified that a 
thief may have 
accessed their 
Social Security 
numbers

SSN, NAA, DOB, FIN

1092 2008-07-09 ? Stanadyne 
Corporation

Theft of a laptop 
computer 
contained 
personal 
information of 
U.S.-based 
employees and 
retirees

SSN, NAA, DOB

http://datalossdb.org/incidents/1083
http://datalossdb.org/incidents/1084
http://datalossdb.org/incidents/1085
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http://datalossdb.org/incidents/1091
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1093 2008-08-13 9000 Charter 
Communications

Social Security 
numbers, dates 
of birth and 
driver's license 
numbers of over 
9,000 on stolen 
laptops

SSN, NAA, DOB

1094 2008-07-08 11851 Whitaker Lane 
Practice

Tape containing 
the records of 
more than 
11,000 patients 
lost

NAA, MED, DOB

1098 2008-08-14 500 Wuesthoff 
Health System

Medical Center 
Patient Records 
Posted On 
Internet

SSN, MISC, MED, DOB

1099 2008-08-15 ? Keller 
Independent 
School District

KHS mail mix-up 
prompts identity 
theft concerns

SSN

1100 2008-07-21 145 UK Ministry of 
Justice

Loss of  laptop 
from outside 
secured 
Government 
premises

SSN, NAA, DOB

1101 2008-07-01 40 UK Ministry of 
Justice

Loss of paper 
documents from 
outside secured 
Government 
premises

NAA, MISC

1102 2008-07-21 14000 UK Ministry of 
Justice

Loss of  laptop 
from  secured 
Government 
premises

SSN, NAA, MISC, DOB

1103 2008-07-21 3648 UK Ministry of 
Justice

Loss of paper 
documents from 
outside secured 
Government 
premises

NAA, MISC, DOB

1104 2008-07-21 24 UK Ministry of 
Justice

Loss of paper 
documents from 
outside secured 
Government 
premises

NAA, MISC, DOB, FIN

1105 2008-07-21 8 UK Ministry of 
Justice

Loss of paper 
documents from 
outside secured 
Government 
premises

NAA, MISC

http://datalossdb.org/incidents/1093
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1106 2008-07-21 138 UK Ministry of 
Justice

Loss of storage 
device from 
outside secured 
Government 
premises

NAA, MISC

1107 2008-07-21 13 UK Ministry of 
Justice

Loss of laptop 
from outside 
secured 
Government 
premises

NAA, MISC

1108 2008-08-18 9000 Department for 
Work and 
Pensions

Unauthorised 
disclosure of 
personal 
information on 
two discs 
retained by a 
contractor

SSN, NAA

1109 2008-08-18 45 Department for 
Work and 
Pensions

Loss of paper 
documents from 
outside secured 
Government 
premises

SSN, NAA

1121 2008-08-18 92095 InterActive 
Financial 
Marketing Group 
(IFMG)
Dominion 
Enterprises 

Hacked server 
contains names, 
addresses, birth 
dates, and 
Social Security 
numbers of 
92,095

SSN, NAA, DOB

1124 2008-08-19 ? Kingston Tax 
Service

Stolen office 
computers 
contain client 
information

SSN, NAA

1127 2008-08-19 94000 PA Consulting
The Home Office

Company loses 
data on 84,000 
prisoners due to 
lost USB drive

NAA, MISC, DOB

1128 2008-08-20 108000 The Princeton 
Review

Information 
about 34,000 
students and 
74,000 students 
containing 
names and birth 
dates

DOB

1129 2008-08-23 ? Best Western 
International, Inc.

Credit card 
numbers, home 
addresses, and 
other personal 
information of 8 
million stolen by 
hackers

CCN, NAA, MISC

http://datalossdb.org/incidents/1106
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1130 2008-08-04 ? UCLA Health 
System

More than 120 
workers at a Los 
Angeles hospital 
looked at 
celebrities' 
medical records 
and other 
personal 
information 
without 
permission 
between 
January 2004 
and June 2006

SSN, NAA, MED

1131 2008-08-22 7723 Korean Ministry 
of Education, 
Science and 
Technology

Thousands of 
South Korean 
officials' 
information 
leaked on the 
Internet

SSN, DOB

1132 2008-08-19 17000 Barclays Bank 
PLC
Goldfish Card 
Services

Goldfish Card 
Services card 
statement 
mailing error 

CCN

1133 2008-08-26 1000000 Graphic Data
Royal Bank of 
Scotland
NatWest
American 
Express

Drive purchased 
on eBay 
contains 
personal and 
account details 
of around one 
million 

CCN, NAA, ACC, DOB

1134 2008-08-26 2845 Pennsylvania 
Public Welfare 
Department

2,845 welfare 
renewal packets 
sent to wrong 
mailing 
addresses

SSN, NAA

1135 2008-08-27 86 Kansas State 
University

Stolen 
document 
contains names 
and Social 
Security 
numbers of 86 

SSN, NAA

1136 2008-08-26 2600 Prince William 
County Public 
Schools

Information for 
more than 2,600 
people exposed 
through file-
sharing

SSN, NAA, EMA, MISC

1137 2008-02-11 1800 Liechtenstein 
Landesbank LBB

Financial 
information 
stolen for 1,800 
at LLB

FIN
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1138 2008-08-28 4259 Reynoldsburg 
(Ohio) City 
School District

Stolen laptop 
contains names, 
addresses, and 
Social Security 
numbers of 
4,259

SSN, NAA

1139 2008-08-28 13000 Louisiana Real 
Estate 
Commission

13000 Social 
Security 
numbers and 
other personal 
information 
posted on the 
internet

SSN, NAA

1140 2008-08-27 13000 Ohio Police & 
Fire Pension 
Fund

Records of 
retired police 
compromised in 
database

SSN, NAA

1141 2008-08-25 13800 National 
Technical 
Institute for the 
Deaf
Rochester 
Institute of 
Technology 

Social Security 
numbers, 
names, and 
dates of birth for 
at least 12,700 
on stolen laptop

SSN, NAA, DOB

1142 2008-07-30 ? TD Canada Trust Stolen computer 
equipment 
contains 
confidential 
customer 
information

SSN, NAA, ACC, DOB, FIN

1144 2008-09-02 245 Clarkson 
University

Names, Social 
Security 
numbers, and 
dates of birth for 
245 available on 
file server

SSN, NAA, DOB

1145 2008-09-05 163 East Burke 
(Morganton, NC) 
High School

Social Security 
numbers, 
names, 
addresses, and 
other 
information of 
163 found on 
web

SSN, NAA, EMA

1146 2008-09-06 11000000 GS Caltex Names, Social 
Security 
numbers, and 
addresses of 
11,000,000 
found on lost 
discs

SSN, NAA, EMA
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1147 2008-09-06 5000 National 
Offender 
Management 
Service

Names, dates of 
birth, National 
Insurance 
numbers of 
5,000 on 
missing hard 
drive

SSN, NAA, DOB

1148 2008-08-14 345 Pennine Acute 
NHS Trust
Rochdale 
Infirmary

Lost document 
contains 
personal details 
of 345

NAA

1149 2008-09-09 ? University of 
Pittsburgh

Stolen laptop 
contains names 
and Social 
Security 
numbers of 
unspecified 
number of 
graduates

SSN, NAA

1151 2008-07-31 23000 Ivy Tech 
Community 
College

Names, 
addresses, and 
Social Security 
numbers 
exposed 
through file-
sharing 
application

SSN, NAA

1152 2008-09-08 90 Government of 
Newfoundland 
and Labrador

Unauthorized 
access exposes 
personal 
information of 90

SSN, DOB

1153 2008-09-10 15396 St. Paul's 
Surgery
Hampshire 
Primary Care 
Trust

Unencrypted 
data of over 
15,000 patients 
stolen from 
Winchester GP

NAA, MISC, DOB

1154 2008-09-12 9000 Tennessee 
State University

Missing flash 
drive contains 
financial 
information and 
Social Security 
numbers of over 
9,000

SSN, NAA, FIN

1155 2008-05-06 1000 International 
Visa Service

Employee steals 
personal 
information for 
about 1,000 
customers

MISC
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1156 2008-09-13 ? State Farm 
Insurance

Social Security 
numbers, 
driver's license 
numbers and 
addresses 
possibly 
accessed

SSN, NAA

1157 2008-09-11 500 University of 
Iowa

Social Security 
numbers and 
names of about 
500 on 
compromised 
computer

SSN, NAA

1158 2008-09-11 198 Marshall 
University

Names and 
Social Security 
numbers of 198 
available on web

SSN, NAA

1159 2008-09-12 98930 Forever 21 98,930 credit 
and debit card 
numbers stolen 
from database

CCN

1160 2008-09-19 31 Texas A&M 
University

Names and 
Social Security 
numbers of 31 
on hacked server

SSN, NAA

1161 2008-09-15 17990 The Whittington 
Hospital NHS 
Trust
Camden and 
Islington NHS 
Foundation Trust

Hospital loses 
staff data CDs 
with information 
of 17990

SSN, NAA, DOB, FIN

1162 2008-09-11 89000 Texas Lottery 
Commission

Ex-employee 
arrested for 
downloading 
Social Security 
numbers and 
names of lottery 
winners

SSN, NAA, ACC

1163 2008-08-20 ? Wells Fargo
First State Bank 
of Pinedale
Shoshone First 
Bank
Jackson State 
Bank & Trust
Sheridan State 
Bank
United Bank of 
Idado

Lost backup 
tapes contain 
names, 
addresses, 
Social Security 
numbers, and 
account numbers

SSN, NAA, ACC

http://datalossdb.org/incidents/1156
http://datalossdb.org/incidents/1157
http://datalossdb.org/incidents/1158
http://datalossdb.org/incidents/1159
http://datalossdb.org/incidents/1160
http://datalossdb.org/incidents/1161
http://datalossdb.org/incidents/1162
http://datalossdb.org/incidents/1163


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1164 2008-09-26 3348 Fort Wayne 
Community 
Schools
The Terrell Co.
North American 
Benefits Co.

Names, Social 
Security 
numbers, and 
dates of birth of 
3,348 found in 
stolen document

SSN, NAA, DOB, FIN

1165 2008-09-18 600 Sonoma State 
University

Names and 
Social Security 
numbers of 
about 600 
exposed on 
website

SSN, NAA

1167 2008-09-30 1700 Blue Cross Blue 
Shield Louisiana

Email exposes 
names, address 
and Social 
Security 
numbers of 
1,700 brokers

SSN, NAA

1168 2008-09-30 11000 University of 
Indianapolis

Social Security 
numbers and 
other personal 
information for 
11,000 possibly 
accessed in hack

SSN, NAA

1169 2008-10-04 8000 Strathclyde 
Police

Police staff pay 
details 
misplaced by 
data company

SSN, NAA, FIN

1170 2008-10-07 535 West Virginia 
Department of 
Administration

Names and 
Social Security 
numbers of 535 
on stolen laptop

SSN, NAA

1172 2008-10-06 17000000 T-Mobile
Deutsche 
Telekom

T-Mobile lost 
disk containing 
data on 17 
million 
customers 

NAA, EMA

1173 2008-10-10 1700000 United Kingdom 
Ministry of 
Defence

Disappearance 
of a computer 
hard drive which 
could contain 
the details of 
about 100,000 
Armed Forces 
personnel

SSN, NAA, MISC, DOB, FIN

1174 2008-10-09 100000 Deloitte
Network Rail
British Transport 
Police
BSkyB
Vodafone

Personal details 
of at least 
100,000 pension 
scheme 
members on 
stolen laptop

SSN, NAA, DOB, FIN
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1175 2008-09-16 3950000 Norwegian Tax 
Authorities

Uncensored 
CDs sent to at 
least 8 
Norwegian news 
agencies

SSN, NAA, FIN

1176 2008-10-13 1000 Southwest 
Mississippi 
Community 
College

Names, 
addresses and 
some Social 
Security 
numbers of at 
least 1,000 
posted on 
internet

SSN, NAA

1178 2008-10-16 3300 City of 
Indianapolis

Social Security 
numbers, 
names, and 
dates of birth of 
about 3,300 
posted on public 
website

SSN, NAA, DOB

1179 2008-10-17 570 City of 
Goodyear, 
Arizona

List of 570 
Social Security 
numbers stolen 
from vehicle

SSN

1180 2008-10-19 803 Mary 
Washington 
Hospital

Medical 
information, 
Social Security 
numbers, and 
other personal 
information of 
803 exposed on 
web

SSN, NAA, MED, DOB

1181 2008-10-22 5700 KRM 
Management

Stolen 
computers 
contain Social 
Security 
numbers, 
birthdates and 
addresses of 
about 5,700

SSN, NAA, DOB

1183 2008-10-23 36000 Medical Mutual 
of Ohio

Lost disks 
contain personal 
information of 
36,000

MISC

1184 2008-10-24 250 Shenendehowa 
Central Schools

Student 
accesses Social 
Security 
numbers and 
other personal 
information of 
250

SSN

http://datalossdb.org/incidents/1175
http://datalossdb.org/incidents/1176
http://datalossdb.org/incidents/1178
http://datalossdb.org/incidents/1179
http://datalossdb.org/incidents/1180
http://datalossdb.org/incidents/1181
http://datalossdb.org/incidents/1183
http://datalossdb.org/incidents/1184


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1185 2008-10-31 383 U.S. Department 
of State

Passport 
applications with 
Social Security 
numbers of 383 
exposed

SSN, NAA

1186 2008-11-01 5000 Seattle School 
District

Email contains 
Social Security 
numbers, salary 
information, 
home 
addresses, and 
other 
information of up 
to 5,000

SSN, NAA, FIN

1187 2008-11-01 1600 Portland 
Veterans Affairs 
Medical Center

Personal 
information 
including some 
Social Security 
numbers of 
1,600 posted to 
Web

SSN, NAA

1188 2008-11-04 894 Bank of Ireland 
Group

Missing USB 
key with 894 
customer 
account 
numbers, names 
and addresses

NAA, ACC

1189 2008-11-04 100000 Baylor Health 
Care System Inc.

Stolen laptop 
contains limited 
health 
information and 
some Social 
Security 
numbers on 
100,000

SSN, NAA, MED

1190 2008-11-03 40000 Arizona 
Department of 
Economic 
Security

Stolen hard 
drives contain 
names, 
addresses, 
dates of birth 
and Social 
Security 
numbers of 
40,000 children

SSN, NAA, MED, DOB

1191 2008-11-05 85045 North Carolina 
Division of Aging 
and Adult 
Services

Information 
including Social 
Security 
numbers of 
85,045 on stolen 
laptop

SSN
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1192 2008-11-06 21000 Harvard Law 
School

Lost backup 
tape contains 
information 
including 
names, Social 
Security 
numbers, and 
financial 
information of 
21,000

SSN, NAA, FIN

1193 2008-11-07 ? Christus Health 
Care

Stolen backup 
tapes contain 
names, Social 
Security 
numbers and 
diagnosis codes 
of "perhaps 
thousands" of 
patients

SSN, NAA, MED

1195 2008-11-07 1100 Plymouth 
County 
Correctional 
Facility

Former inmate 
hacks into 
system 
containing over 
1,100 names, 
dates of birth, 
Social Security 
numbers and 
home addresses 
of prison 
employees

SSN, NAA, DOB

1196 2008-11-07 1430 Texas A&M 
University-
Corpus Christi

1,430 names 
and Social 
Security 
numbers 
exposed on web

SSN, NAA

1197 2008-11-10 1000 Sinclair 
Community 
College

Names and 
Social Security 
numbers of 
almost 1,000 
employees 
found on Internet

SSN, NAA

1198 2008-11-06 ? Toyota
Express Scripts
US Steel & 
Carnegie 
Pension Fund

Extortion letter 
contains birth 
dates, social 
security 
numbers and 
prescription 
information, 
millions 
threatened

SSN, NAA, MED, DOB
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1200 2008-11-15 7851 Trapeze Group 
UK Ltd.
Surrey County 
Council

Contact 
information for 
7,800 children 
on stolen laptop

NAA

1201 2008-11-04 3122 Australian Tax 
Office

Unencrypted 
disk contains 
names, 
addresses and 
super fund tax 
file numbers for 
3,122

SSN, NAA

1202 2008-11-18 ? Randall Martin 
Homes

Personal Data of 
Gilbert 
Residents 
Found in Model 
Home

CCN, SSN, DOB, FIN

1203 2008-11-18 13500 British National 
Party

Names, 
addresses and 
telephone 
numbers of 
more than 
10,000 current 
and former 
members 
published on 
Web

NAA, EMA, MISC

1204 2008-11-22 1367 Maryland 
Department of 
the Environment

Stolen laptops 
contain names 
and Social 
Security 
numbers of 
more than 1,300 
people

SSN, NAA

1205 2008-11-23 40 Wawa Wawa gas 
attendent using 
scanning device 
to steal credit 
card

CCN

1206 2008-11-24 97000 Starbucks Stolen laptop 
contains names, 
addresses and 
Social Security 
numbers of 
about 97,000

SSN, NAA

1209 2008-09-25 ? AmeriCredit 
Financial 
Services, Inc.

Former 
employee 
fraudulently 
utilizes credit of 
customers. 

FIN
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1210 2008-09-25 1600 Orbitz Worldwide Laptop stolen 
from car 
containing 
names, Social 
Security 
numbers of 
some US 
employees.

SSN, NAA

1211 2008-09-17 120 Regal 
Entertainment 
Group

Lost backup 
tape exposes 
SSN's, names, 
addresses of 
suppliers and 
others.

SSN, NAA

1212 2008-10-01 ? CollegeNet, Inc. Names, 
addresses, and 
Social Security 
numbers on 
laptop stolen 
from employee 
vehicle.

SSN, NAA, DOB

1213 2008-09-17 511 Gloria Jean's 
Gourmet 
Coffees Corp.

Web hack 
compromises 
511 credit cards, 
names, 
addresses.

CCN, SSN, NAA

1214 2008-09-15 ? PSS World 
Medical Inc.

Compromised 
job board web 
site discloses 
names, drivers 
licenses, social 
security 
numbers of 
users.

SSN, NAA, DOB

1215 2008-10-14 ? Cole National 
Group, Inc.
Things 
Remembered

Unauthorized 
person 
accesses payroll 
data from 
company server.

SSN, NAA, DOB, FIN

1216 2008-08-22 173 Nye Lubricants Unauthorized 
employee 
accesses data 
of 173 other 
employees.

SSN, NAA

1217 2008-09-03 ? U.S. 
Foodservice, Inc.

Laptop stolen 
containing 
names, 
addresses, 
DOB's, and 
Social Security 
Numbers of 
employees.

SSN, NAA, DOB
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