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This report shows publicly reported data breaches involving personally identifying information (PII) for the year of 2007.
All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open Security
Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 507
Total Records Affected: 165,246,215

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Records

Orgs

Summary

Data Types

2007-01-03

500

Academic
Magnet High
School

South Carolina

MISC

2007-01-04

Johnston
County North
Carolina

North Carolina

SSN, NAA

2007-01-08

University of
Notre Dame

Social Security
numbers and
salary
information on
stolen laptop

SSN, FIN



http://datalossdb.org/incidents/539
http://datalossdb.org/incidents/540
http://datalossdb.org/incidents/541

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-08

300000

Citigroup
Time Warner
Inc.

Towers Perrin
Altria

United
Technologies
Prudential
Financial
Random House
Stanley, Inc.
Bertelsmann
Services Inc.
Lloyd's
Register Group
AGL
Resources Inc.
Salvage
Association
The Nielsen
Company
Major League
Baseball
Unilever
Harlequin
Holdings
Celanese
Americas
Corporation
The Interpublic
Group

Dover
Corporation
Continuum
Health Partners
Maersk Inc. /
P&O Nedlloyd
Roman
Catholic
Diocese of
Brooklyn
Cambrex
Corporation
Strategic
Industries
Shorewood
Swiss
International
Air Lines, LTD
Alpharma, Inc.

Laptops
containing data
about "tens of
thousands"
from various
organizations
stolen.

SSN, NAA

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/542

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-11

70000

University of
Idaho

As many as
70,000 Social
Security
numbers,
names and
addresses on
stolen
computers

SSN, NAA

2007-01-12

MoneyGram

Server with
consumer
information for
about 79,000
bill payment
customers
unlawfully
accessed

2007-01-13

North Carolina
Department of
Revenue

Files on 30,000
taxpayers on
stolen laptop

2007-01-16

University of
New Mexico

Stolen
computers may
have contained
faculty
members'
names and
Social Security
numbers

2007-01-17

Rincon Del
Diablo
Municipal
Water District

Names and
credit card
numbers of
500 customers
on stolen
computers

CCN, NAA

2007-01-17

94000000

TJIX

Companies Inc.

Hack exposes
94 million
credit card
numbers and
transaction
details

2007-01-18

470000

Talvest Mutual
Funds

Missing
backup file with
personal
information,
account
numbers,
Social
insurance
numbers on
470,000
investors

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/543
http://datalossdb.org/incidents/544
http://datalossdb.org/incidents/545
http://datalossdb.org/incidents/546
http://datalossdb.org/incidents/547
http://datalossdb.org/incidents/548
http://datalossdb.org/incidents/549

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-18

2700

KB Home

2,700 notified
about Social
Security
numbers and
names on
stolen computer

SSN, NAA

2007-01-19

Internal
Revenue
Service (IRS)
Kansas City
Government

26 IRS tapes
with taxpayer
information
missing from
Kansas City
Hall

2007-01-20

Greenville
South Carolina
County School
District

S.C.

2007-01-22

1300000

Chicago Board
of Election

Social Security
numbers, birth
dates and
addresses of
1.3 million
voters on over
100 missing
discs

2007-01-23

297 Wilsonville
employees
notified of theft
of laptop
containing
personal
information

2007-01-23

Clay High
School
(Oregon)

OR

2007-01-24

Rutgers
University

Social Security
numbers and
personal
identification
numbers of
200 students
on stolen
faculty laptop

2007-01-25

Ohio Board of
Nursing

3,031 nurses'
Social Security
numbers and
names posted
on web

2007-01-25

Wahiawa
Women Infants
and Children

Up to 11,500
notified about
compromise of
personal
information

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/550
http://datalossdb.org/incidents/551
http://datalossdb.org/incidents/552
http://datalossdb.org/incidents/553
http://datalossdb.org/incidents/554
http://datalossdb.org/incidents/555
http://datalossdb.org/incidents/556
http://datalossdb.org/incidents/557
http://datalossdb.org/incidents/558

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-26

4000

Indiana
Department of
Transportation

Names and
Social Security
numbers of
about 4,000
employees
posted on
internal network

SSN, NAA

2007-01-26

Vanguard
University

Social Security
numbers,
names, dates
of birth for
5,105 on stolen
computers

SSN, NAA

2007-01-26

Anthem Blue
Cross Blue
Shield

Social Security
numbers and
names of
around 50,000
on stolen
backup tapes

2007-01-26

Chase Bank
Bank One
(now Chase)

4,100 names
and Social
Security
numbers found
in purchased
used furniture

2007-01-26

Eastern lllinois
University

Social Security
numbers and
names of
1,400 students
on stolen
computer

2007-01-28

Salina
Regional
Health Center

1,100 names,
Social Security
numbers, and
medical
histories on
stolen laptop

2007-01-29

Halifax Bank of
Scotland

Woman who
asked for her
bank statement
was sent those
of 75,000 other
customers

ACC, NAA

2007-01-29

Vermont
Agency of
Human
Services

Social Security
numbers,
names, and
bank
information for
70,000 on
hacked
computer

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/559
http://datalossdb.org/incidents/560
http://datalossdb.org/incidents/561
http://datalossdb.org/incidents/562
http://datalossdb.org/incidents/563
http://datalossdb.org/incidents/564
http://datalossdb.org/incidents/565
http://datalossdb.org/incidents/566

Incidents
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Records
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Summary
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2007-02-01

1200

Massachusetts
Department of
Industrial
Accidents

Database
containing
1,200 Social
Security
numbers and
names
allegedly
accessed

SSN, NAA

2007-02-02

San Francisco
Indian
Consulate

Thousands of
sensitive
documents
dumped at
recycling center

2007-02-02

Wisconsin
Legislative
Human
Resources
Office

Social Security
numbers and
other personal
information
stolen from
employee's car

2007-02-02

University of
Missouri

Personal
information
including
Social Security
numbers of
1,220 on
hacked server

2007-02-02

New York
Department of
State

Commercial
records
containing
Social Security
numbers
posted on web

SSN, NAA

2007-02-02

1835000

Birmingham
Veterans
Affairs Medical
Center

Portable hard
drive may
contain
personal
identifying
information on
up to 48,000
veterans

2007-02-03

Social Security
numbers,
names, and
banking
information of
800 on stolen
computer

2007-02-06

New York
Department of
Labor

Personal
information for
537 on stolen
documents

SSN, NAA, MISC, FIN

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/567
http://datalossdb.org/incidents/568
http://datalossdb.org/incidents/569
http://datalossdb.org/incidents/570
http://datalossdb.org/incidents/571
http://datalossdb.org/incidents/572
http://datalossdb.org/incidents/573
http://datalossdb.org/incidents/574

Incidents
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Records

Orgs

Summary

Data Types

2007-02-06

?

Metro Credit
Services

Social Security
numbers,
medical bills,
and phone bills
for "thousands"
found in
discarded
boxes

SSN, NAA

2007-02-07

Johns Hopkins
Hospital

Missing
computer
tapes contain
Social Security
numbers of
52,000

SSN, NAA, ACC, FIN

2007-02-07

University of
Nebraska
Lincoln

2007-02-07

Central
Connecticut
State University

Letters reveal
Social Security
numbers for
about 750
students

2007-02-08

130000

St. Mary's
Hospital

130,000
names, Social
Security
numbers and
birthdates of
patients on
stolen laptop

2007-02-08

Piper Jaffray

More than
1,000 Social
Security
numbers
printed on W-2
envelopes

2007-02-09

East Carolina
University

Social Security
numbers,
names, and
some credit
card numbers
for 65,000
posted to web

2007-02-09

Radford
University

Breached
computer
contained
2,400 Social
Security
numbers and
birthdates

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/575
http://datalossdb.org/incidents/576
http://datalossdb.org/incidents/577
http://datalossdb.org/incidents/578
http://datalossdb.org/incidents/579
http://datalossdb.org/incidents/580
http://datalossdb.org/incidents/581
http://datalossdb.org/incidents/582

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-02-10

76600

State of Indiana

5,600 people
and
businesses
notified about
credit card
numbers on
hacked server

CCN, NAA

2007-02-10

Department for
Work and
Pensions

UK

2007-02-11

Washington
D.C
Metropolitan
Police
Department

Social Security
numbers for
2,000 police
officers
exposed

2007-02-14

Kaiser
Permanente

Medical
information
and some
Social Security
numbers for
22,000 on
stolen laptop

MED, SSN

2007-02-15

160000

lowa
Department of
Education

160,000
personal
records in file
on hacked web
site

2007-02-15

City College of
San Francisco

Names and
Social Security
numbers of
11,000 posted
on web site

2007-02-17

State of
Connecticut

1,753
employee
names and
Social Security
numbers
posted to web

2007-02-19

Clarksville-
Montgomery
County Schools

TN

2007-02-19

Seton Family
of Hospitals

Social Security
numbers,
names, and
dates of birth
for 7,800 on
stolen laptop

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/583
http://datalossdb.org/incidents/584
http://datalossdb.org/incidents/585
http://datalossdb.org/incidents/586
http://datalossdb.org/incidents/587
http://datalossdb.org/incidents/588
http://datalossdb.org/incidents/589
http://datalossdb.org/incidents/590
http://datalossdb.org/incidents/591

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-02-19

?

Stop & Shop

Unknown
number of
consumers'
credit and debit
card data
stolen by
skimmers

CCN

2007-02-20

Back and Joint
Institute of
Texas

Hundreds of
medical
records with
Social Security
numbers found
in trash behind
building

SSN, MED

2007-02-21

Georgia Tech
University

Social Security
numbers,
names, and
addresses of
3,000
accessed
through
compromised
account

2007-02-22

Speedmark

35,000 notified
about Social
Security
numbers,
names, and
addresses on
stolen computer

SSN, NAA, EMA

2007-02-23

Rabun Apparel

1,006 names
and Social
Security
numbers of
former
employees
posted to
internet

2007-02-23

Serco
Worcestershire
County Council

Banking
details, names,
and addresses
of 19,000 on
stolen laptop

2007-02-23

National
Australia Bank

Names and
account
numbers of
397 people
sent to wrong
addresses

ACC, NAA

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/592
http://datalossdb.org/incidents/593
http://datalossdb.org/incidents/594
http://datalossdb.org/incidents/595
http://datalossdb.org/incidents/596
http://datalossdb.org/incidents/597
http://datalossdb.org/incidents/598

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-02-24

290000

Japan Post

Bag
containing
personal
information on
290,000
customers
stolen

NAA, ACC

2007-02-28

Gulf Coast
Medical Center

Two stolen
computers
contain
personal
information on
9,900 people

SSN, NAA

2007-03-01

Tokyo
University of
Science

Personal
information of
8,800 on stolen
hard disk

2007-03-01

The Hospital
for Sick
Children
(SickKids)

SickKids

2007-03-01

Westerly
Hospital

2,000 names,
Social Security
numbers, and
medical
records posted
on web site

2007-03-02

Metropolitan
State College
of Denver

Names and
Social Security
numbers of
988 former
students on
stolen laptop

2007-03-03

Johnny's
Selected Seeds

11,500 credit
card numbers
on hacked
server

2007-03-07

Los Rios
Community
College

About 2,000
names, Social
Security
numbers, and
birth dates
found in
Google search

2007-03-07

United States
Census Bureau

Personal
information
from 302
households
posted on
public Internet
site

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/599
http://datalossdb.org/incidents/600
http://datalossdb.org/incidents/601
http://datalossdb.org/incidents/602
http://datalossdb.org/incidents/603
http://datalossdb.org/incidents/604
http://datalossdb.org/incidents/605
http://datalossdb.org/incidents/606
http://datalossdb.org/incidents/607

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-03-09

1300

California
National Guard

1,300 Social
Security
numbers,
addresses, and
dates of birth
on stolen hard
drive

SSN, NAA

2007-03-10

University of
Idaho

Names,
birthdates and
Social Security
numbers for
about 2,700
university
employees on
web

SSN, NAA

2007-03-12

8637405

Dai Nippon
Printing
Company

Nearly 9 million
pieces of
private data on
customers
stolen

2007-03-14

WellPoint
Empire Blue
Cross Blue
Shield

Names, Social
Security
numbers, and
medical
information for
75,000 on lost
CD

2007-03-16

Ohio Auditor of
State
Springfield
(Ohio) City
Schools

Ohio

2007-03-20

Tax Service
Plus

Up to 4,000
notified about
tax returns on
stolen computer

2007-03-21

HSBC Australia

Banking
details, names
and home
addresses of
100 in lost
documents

2007-03-23

Swedish
Urology Group

Hundreds of
personal files
on stolen hard
drive

2007-03-24

Group Health
Cooperative
Health Care
System

Stolen laptops
contain Social
Security
numbers and
names of
31,000

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/608
http://datalossdb.org/incidents/609
http://datalossdb.org/incidents/610
http://datalossdb.org/incidents/611
http://datalossdb.org/incidents/612
http://datalossdb.org/incidents/613
http://datalossdb.org/incidents/614
http://datalossdb.org/incidents/615
http://datalossdb.org/incidents/616

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-03-26

16000

U.S. Army
Training and
Doctrine
Command

As many as
16,000 Social
Security
numbers,
names and
payroll
information on
stolen laptop

SSN, NAA

2007-03-27

Halifax

Stolen
documents
contain data on
13,000
mortgage
customers

ACC, NAA

2007-03-27

St. Mary Parish
Schools
(Louisiana)

Louisiana

2007-03-27

Nottinghamshir
e Healthcare

Stolen laptop
contains
names,
addresses, and
dates of birth
on 11,500
children

2007-03-29

RadioShack

Thousands of
documents
with credit card
numbers and
other personal
information
found in trash

CCN, SSN, NAA

2007-03-29

243000

Los Angeles
County Child
Support
Services

243,000
notified that
personal
information
may be at risk

2007-03-30

Navy Station
San Diego

Missing
laptops may
contain names,
rates and
ratings, and
Social Security
numbers

SSN, NAA

2007-03-30

University of
Montana-
Western

Stolen disk
contains Social
Security
numbers of
over 400
students

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/617
http://datalossdb.org/incidents/618
http://datalossdb.org/incidents/619
http://datalossdb.org/incidents/620
http://datalossdb.org/incidents/621
http://datalossdb.org/incidents/622
http://datalossdb.org/incidents/623
http://datalossdb.org/incidents/624

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-04-04

46000

University of
California San
Francisco

Social Security
numbers,
names, and
bank
information of
about 46,000
on
compromised
server

SSN, NAA

2007-04-05

Mercer Human
Resources
Consulting
DCH Health
System

Social Security
numbers and
other personal
data of 6,000
on missing disc
and documents

2007-04-06

268000

UPS
Hortica

Missing
backup tapes
contain names,
Social Security
numbers,
drivers' license
numbers

2007-04-06

Chicago Public
Schools

Stolen laptops
contain names
and Social
Security
numbers of
about 40,000

2007-04-08

Rogers
Communication
s Inc

Hundreds of
orders with
personal
details and
Social
Insurance
numbers found
strewn in
parking lot

2007-04-09

Turbo Tax

Web error
permitted
access to
others' tax
returns

2007-04-10

2900000

Affiliated
Computer
Services (ACS)
Georgia
Department of
Community
Health

Social Security
numbers,
birthdates and
addresses of
2.9 million on
lost CD

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/625
http://datalossdb.org/incidents/626
http://datalossdb.org/incidents/627
http://datalossdb.org/incidents/628
http://datalossdb.org/incidents/629
http://datalossdb.org/incidents/630
http://datalossdb.org/incidents/631

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-04-11

12000

ChildNet

Stolen laptop
contains
personal
information of
about 12,000

SSN, NAA

2007-04-11

Protiviti

New Horizons
Community
Credit Union

About 9,000
alerted about
confidential
member loan
information

2007-04-12

Black Hills
State University

Social Security
numbers and
names of 56
posted on
college web site

2007-04-12

University of
Pittsburgh
Medical Center

80 patients'
names and
Social Security
numbers
available on
internet

2007-04-12

Fulton County
Georgia

75,000 voter
registration
application
cards with
Social Security
numbers,
names, and
addresses

2007-04-12

Bank of
America

Names,
addresses, and
Social Security
numbers on
stolen laptop

2007-04-17

Ohio State
University

Over 14,000
Social Security
numbers,
names, and
addresses on
compromised
computer

2007-04-17

CVS Corp.

Credit card
numbers,
medical
information
and other
sensitive
material for
over 1,000
dumped

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/632
http://datalossdb.org/incidents/633
http://datalossdb.org/incidents/634
http://datalossdb.org/incidents/635
http://datalossdb.org/incidents/636
http://datalossdb.org/incidents/637
http://datalossdb.org/incidents/638
http://datalossdb.org/incidents/639

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-04-18

3500

Ohio State
University

Stolen laptops
contain names
and Social
Security
numbers of
3,500

SSN, NAA

2007-04-18

University of
California San
Francisco

Names,
contact
information,
and Social
Security
numbers of
3,000 on stolen
server

2007-04-19

New Mexico
State University

Names and
Social Security
numbers of
more than
5,600 posted
to web

2007-04-20

Los Alamos
National
Laboratory
Lujan Software
Services

550 names
and Social
Security
numbers found
on web site

2007-04-20

United States
Department of
Agriculture

2007-04-20

Albertsons

Over 100
Credit/Debit
Cards stolen
by card
terminal
hijacking in
area grocery
stores

2007-04-23

Federal
Emergency
Management
Agency

Social Security
numbers of
2,300 printed
on mailing
envelopes

SSN, NAA

2007-04-24

160000

The Neiman
Marcus Group

Stolen
computer
equipment
contains Social
Security
numbers and
other
information on
160,000

SSN, NAA, DOB, FIN

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/640
http://datalossdb.org/incidents/641
http://datalossdb.org/incidents/642
http://datalossdb.org/incidents/643
http://datalossdb.org/incidents/644
http://datalossdb.org/incidents/645
http://datalossdb.org/incidents/646
http://datalossdb.org/incidents/647

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-04-24

6000

Baltimore
County
Department of
Health

Names, Social
Security
numbers, and
dates of birth

of about 6,000
on stolen laptop

SSN, NAA

2007-04-24

Purdue
University

175 notified
about Social
Security
numbers and
names
exposed on
web

2007-04-26

Ceridian
Corporation
Innovation
Interactive

Former
Ceridian
employee
posts bank
information of
150 to
personal web
site

2007-04-27

SBA Inc.

Caterpillar Inc.

Stolen laptop
computer
contains
personal data
on unknown
number of
employees

SSN, NAA, FIN

2007-04-27

Couriers On
Demand

Hundreds of
job applicants'
names,
addresses, and
Social Security
numbers on
web

2007-04-29

University of
New Mexico

Names,
addresses, and
financial
information of
3,000 on stolen
laptop

2007-05-01

JPMorgan
Chase

Social Security
numbers and
account
information for
47,000 on lost
tape

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/648
http://datalossdb.org/incidents/649
http://datalossdb.org/incidents/650
http://datalossdb.org/incidents/651
http://datalossdb.org/incidents/652
http://datalossdb.org/incidents/653
http://datalossdb.org/incidents/654

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-05-01

139

Champaign
Fraternal Order
of Police

139 officers'
personal
information
found on
computer
donated to
charity

SSN, NAA

2007-05-02

Royal Cornwall
Hospitals NHS
Trust

Bank details of
around 10,000
employees on
stolen computer

2007-05-02

Weston Travel
and Insurance
Agencies

Hundreds of
customers'
personal
documents
found in a
dumpster

CCN, NAA

2007-05-03

Maryland
Department of
Natural
Resources

Names and
Social Security
numbers of
about 1,400 on
missing thumb
drive

2007-05-03

Montgomery
College

Publicly
accessible
computer
exposes
names and
Social Security
numbers of
hundreds

2007-05-03

Louisiana
State University

Social Security
numbers, full
names and
grades of 750
possibly on
stolen laptop

2007-05-04

100000

United States
Transportation
Security

Administration

Lost hard drive
contains Social
Security
numbers and
banking data of
100,000

2007-05-07

Indiana
Department of
Administration

Social Security
numbers
exposed on
web for "no
more than a
couple
hundred"

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/655
http://datalossdb.org/incidents/656
http://datalossdb.org/incidents/657
http://datalossdb.org/incidents/658
http://datalossdb.org/incidents/659
http://datalossdb.org/incidents/660
http://datalossdb.org/incidents/661
http://datalossdb.org/incidents/663

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-05-08

22396

University of
Missouri

22,396 Social
Security
numbers and
names
retrieved from
hacked
computer

SSN, NAA

2007-05-09

Standard Life

Financial
information
sent to wrong
customers
could impact
300

2007-05-09

Credit and
debit cards
numbers of
10,000 stolen

2007-05-10

Highland
Hospital

Stolen laptop
contains
names and
Social Security
numbers of
about 13,000

2007-05-11

UCI Medical
Center

Medical files
containing
personal
information for
nearly 300
patients
missing

2007-05-12

Goshen
College

Names,
addresses,
birth dates,
Social Security
numbers of
7,300 exposed
by hack

2007-05-14

197518

Community
College of
Southern
Nevada

197,000
notified about
names and
Social Security
numbers on
breached
server

2007-05-16

Indianapolis
Public Schools

Personal
records for
about 7,500
posted on
internet
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-05-17

140000

Georgia
Department of
Human
Resources

Social Security
numbers for
140,000 infants
improperly
discarded

SSN, MED

2007-05-17

300000

UPS

Hewitt
Associates
Alcatel-Lucent
Aon Consulting

Lost or stolen
disk contains
names,
addresses,
Social Security
numbers, birth
dates and
salary
information

SSN, NAA, DOB, FIN

2007-05-19

Stony Brook
University

Social Security
numbers of
90,000 posted
on web and
cached by
Google

2007-05-19

300000

Illinois
Department of
Financial and
Professional
Regulation

300,000 Social
Security
numbers,
names and
addresses on
breached
server

2007-05-19

Productivity
Center
Incorporated
Texas
Commission
on Law
Enforcement
Officers
Standards and
Education

Social Security
numbers,
names, dates
of birth of
229,000 on
stolen computer

2007-05-19

Yuma
Elementary
School District
1

Social Security
numbers and
payroll data of
91 substitute
teachers stolen
from car

2007-05-20

Northwestern
University

Stolen laptop
contains
names and
Social Security
numbers

SSN, NAA
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Incidents
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Summary

Data Types

2007-05-20

10000

Riverside
Community
Hospital

Medical
Records,
Social Security
Numbers,
Names,
Addresses,
and more of
over 10,000
found in
dumpster

SSN, MED

2007-05-21

Columbia Bank
(NJ)

NJ

2007-05-22

University of
Pittsburgh
Medical Center

Mailing
containing
visible Social
Security
numbers sent
to 6,000 former
patients

2007-05-22

University of
Colorado at
Boulder

45,000 Social
Security
numbers and
names of
College of Arts
and Sciences
students
breached

2007-05-23

Check into
Cash

Discarded
documents
contain Social
Security
numbers,
addresses, and
photocopies of
driver's licenses

2007-05-24

Waco
Independent
School District

Students break
into server,
potentially
compromising
student and
employee
personal data

2007-05-24

Beacon
Medical
Services

Medical
records and
financial data
of 5000
emergency
room patients
exposed on
Internet

FIN, MED
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Orgs

Summary
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2007-05-25

25000

North Carolina
Department of
Transportation

25,000 Social
Security
numbers and
names on
breached
server

SSN, NAA

2007-05-25

Family Health
Plus

Child Health
Plus

Stolen laptop
containing
personal
information of
applicants
recovered

2007-05-26

CoverTN

279 Social
Security
numbers of
applicants
exposed on
web

2007-05-30

Saskatoon
Health Region

Confidential
material for
over 2,000 sold
at auction

2007-05-31

Priority One
Credit Union

Social Security
numbers and
account
numbers
printed on
envelope

2007-06-01

DHL
Fresno County
California

California

SSN, NAA

2007-06-01

Royal Post
Bank of
Scotland

Bank of
Scotland loses
62,000 on a
disc 'lost in the
mail’

ACC, NAA

2007-06-01

Northwestern
University

Personal
information of
4,000 available
online

2007-06-03

Gadsden State
Community
College

Grades, Social
Security
numbers,
names of
about 400
students found
on local
business
driveway

SSN, MISC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-06-04

550

Stevens
Hospital

About 550
names and
Social Security
numbers on
laptop exposed
to Internet

SSN, NAA

2007-06-06

Cedarburg
High School

Students
access Social
Security
numbers,
names,
addresses of
employees on
computer

2007-06-07

Dearfield
Medical
Building

2007-06-08

University of
Virginia

Hack exposes
Social Security
numbers,
names, dates
of birth of
5,735 faculty
members

2007-06-08

University of
lowa

1,100 Social
Security
numbers on
breached web
server

2007-06-09

Concordia
Hospital

Medical
information,
names, and
birthdates of
3,000 on stolen
computer

2007-06-09

Verus Inc
Concord
Hospital

Names,
addresses,
dates of birth
and Social
Security
numbers of
over 9,000
exposed

SSN, NAA, DOB

2007-06-09

Employee
downloads file
containing
sensitive
information
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-06-11

17000

Pfizer

Laptop
containing
17,000
employee
Socials,
names,
addresses,
accessed
through
unauthorized
software.

SSN, NAA

2007-06-11

Grand Valley
State University

Stolen flash
drive contains
about 3,000
Social Security
numbers

2007-06-13

Eden Project

Personal and
financial details
of 500 on
stolen laptop

2007-06-14

City of
Lynchburg

Prescription
drug and
personal
information of
1200
employees and
retirees
exposed on
web

2007-06-14

Georgia Tech
University

Personal
information
including dates
of birth
exposed for
about 23,000

2007-06-15

1300000

State of Ohio

Backup device
with over
1,000,000
personal
records stolen
from car

2007-06-18

Texas A&M
Corpus Christi

USB drive
containing
8,000 Social
Security
numbers lost in
Madagascar by
professor
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-06-18

750

Parisexposed.c
om

Names,
addresses, and
credit card
numbers
exposed on
web for 750

CCN, NAA

2007-06-21

American
Airlines

Internal web
site leaks
personal
information of
over 300

2007-06-21

Tokyo
University
Hospital

Medical
information of
120 patients
missing

2007-06-22

Texas First
Bank

4,000 Social
Security
numbers and
account
numbers on
stolen laptop

2007-06-23

Winn-Dixie

Pharmacy
documents
found behind
closed Winn-
Dixie,
containing
prescription
information,
Social Security
numbers of
thousands

2007-06-25

Ohio Bureau of
Workers
Compensation

Social Security
numbers and
other personal
data of 439 on
stolen laptop

2007-06-27

Milwaukee PC

Credit card
information for
65,000
possibly
compromised

2007-06-27

Bowling Green
State University

Lost storage
device
contained
Social Security
numbers, and
names of 199
former students

SSN, MISC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-06-27

1120

University of
California Davis

Social Security
numbers,
names, and
dates of birth
of 1,120
possibly
accessed

SSN, NAA

2007-06-29

Harrison
County
Schools West
Virginia

West Virginia

2007-07-03

8500000

Certegy Check
Services Inc
Fidelity
National
Information
Services

2.3 million
consumer
records
containing
credit card and
bank account
information
stolen

FIN, CCN

2007-07-05

Highland
University

Social Security
numbers and
credit card and
bank account
information in
robbed office

2007-07-07

100000

Securitas
Security
Services USA
Inc.

Names,
addresses, and
Social Security
numbers of
over 100,000
current and
former
employees

2007-07-09

980000

Resona Bank

Japan

2007-07-09

3000

Cuyahoga
County
Department of
Development

Ohio

2007-07-11

Alta Resources
Disney Movie
Club
McNeil-PPC Inc

Contracted
employee
steals
unknown
number of
credit card
numbers

2007-07-13

City of Encinitis
California

Financial
information
and addresses
of about 1,200
posted on web
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-07-13

1600

Metropolitan
St. Louis
Sewer District

Employee
downloads
about 1,600
Social Security
numbers to
home computer

SSN

2007-07-17

Western Union

Credit card
information
and names of
over 20,000 in
hacked
database

2007-07-17

Louisiana
Board of
Regents

Records of
students and
staff including
Social Security
numbers,
names, and
addresses
exposed on
web

2007-07-17

Kingston

Technology Co.

Unidentified
breach at
www.shop.king
ston.com
exposes
27,000 credit
card numbers,
names,
addresses
since 2005

2007-07-18

L.G. Defelice
Inc.
Connecticut
General
Assembly
Transportation
Committee

Social Security
numbers of
300 former
employees of
defunct L.G.
Defelice Inc.
posted on CT
transportation
committee
website

2007-07-19

Jackson Local
Schools

Ohio

2007-07-19

Texas
Secretary of
State

Names and
Social Security
numbers of
thousands
accessible on
Texas
Secretary of
State website
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-07-19

300

Cricket
Communication
S

Documents
stolen from
store result in
loss of 300
credit card
numbers

CCN

2007-07-20

867000

Social Security
numbers,
names, and
health
information for
580,000
households
transmitted
unencrypted

2007-07-21

University of
Michigan

5,500 notified

about personal
information on
hacked server

2007-07-24

Verus Inc
St. Vincent
Hospital

Social Security
numbers and
names of
about 51,000
left
"unprotected"

2007-07-19

Westpac

Credit card
details for
1,400 Virgin
Money
customers
exposed due to
bank security
breach

2007-07-26

Newcastle City
Council

UK

FIN, CCN

2007-07-26

Penn State
University
United States
Marine Corps

Names and
Social Security
numbers of
10,554
Marines found
through Google

SSN, NAA

2007-07-26

152000

Insurance
records,
names,
addresses of
152,000 on
stolen laptop
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-07-27

5148

Vista Financial
Inc.

American
Education
Services

Social Security
Numbers,
names and
addresses of
5000 on stolen
contractor
laptop

SSN, NAA

2007-07-27

CESA #11

Social Security
Numbers, bank
routing info,
names,
addresses of
300 WI
residents
exposed

2007-07-27

City Harvest
Inc.

"Improper
access of
systems"
exposes credit
card numbers
of donors

2007-07-27

Flexible
Benefits
Administrators
City of Virginia
Beach

2,000 names
and Social
Security
numbers stolen
by contractor

2007-07-28

Yuba County
California

California

2007-08-02

University of
Toledo

Computer
stolen with two
hard drives
containing
student and
staff Social
Security
numbers,
names, and
grade change
information.

2007-08-02

Mountjoy &
Bressler
E.On

Stolen laptop
held by
accounting firm
contained
Social Security
numbers and
birthdates of
"most"
employees
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Records

Orgs

Summary

Data Types

2007-08-03

20000

Capital Health

Stolen
computers
contained
medical
insurance
cards, names,
addresses, and
hospital
admission data
of 20,000

MED, NAA

2007-08-03

Wabash Valley
Correctional
Facility

Unidentified
breach of
internal system
compromises
Social Security
numbers of
employees

2007-08-04

Kellogg
Community
Federal Credit
Union

Stolen
computer
containing
Social Security
numbers,
names, and
addresses for
unidentified
number of
customers

2007-08-06

Verisign

Stolen laptop
contains Social
Security
numbers and
names of
employees

SSN, NAA, DOB, FIN

2007-08-07

First Response
Finance

Theft of
storage discs
may affect
"thousands"

2007-08-07

Merrill Lynch

Social Security
numbers for
33,000 on
stolen
"computer
device"

2007-08-07

Electronic Data
Systems (EDS)

Employee
steals names
and other
information of
498 Medicaid
recipients

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/752
http://datalossdb.org/incidents/753
http://datalossdb.org/incidents/754
http://datalossdb.org/incidents/755
http://datalossdb.org/incidents/756
http://datalossdb.org/incidents/757
http://datalossdb.org/incidents/758
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Summary
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2007-08-08

10200

Yale University

About 10,200
Social Security
numbers and
names on
stolen
computers

SSN, NAA

2007-08-10

Loyola
University

Social Security
numbers of
about 5,800
students on
discarded hard
drive

2007-08-10

Hackers steal
confidential
data on 60,000
Norwegians

2007-08-10

Legacy Health
System

SSN, FIN

2007-08-11

Providence
Alaska Medical
Center

Missing laptop
contains
medical
information
and names of
250

MED, NAA

2007-08-13

Pfizer
Axia Ltd.

Contractor
loses laptops
containing
Social Security
numbers and
names of 927

2007-08-15

Idaho Army
National Guard

Social Security
numbers for
3,400 on stolen
thumb drive

2007-08-15

Verus Inc
Sky Lakes
Medical Center

30,000 notified
about
unprotected
Social Security
numbers left
online

2007-08-16

Toshiba
General
Hospital

Medical
information for
51,156 on
stolen laptop

MED, NAA

2007-08-21

Walter Reed
Army Institute
of Research

Boxes of
documents
containing
personal
information
found in trash
bin
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Summary

Data Types

2007-08-21

10000

West Virginia
Board of
Barbers and
Cosmetologists

Personal
information of
thousands in
stolen safe

MISC

2007-08-22

445000

California
Public
Employees
Retirement
System

445,000
brochures
distributed with
whole or partial
Social Security
numbers on
address panel

2007-08-23

280000

New York City
Financial
Information
Services
Agency

Stolen laptop
contains
financial
information for
as many as
280,000

2007-08-23

Loomis
Chaffee School

Personal
information
including
Social Security
numbers of
several
hundred on
stolen
computers
equipment

2007-08-26

American Ex-
Prisoners of
War

Stolen digital
and paper
records include
Social Security
numbers and
addresses of
35,000

2007-08-28

106000

Connecticut
Department of
Revenue
Services

Social Security
numbers and
names of
106,000 on
stolen laptop

2007-08-30

Maryland
Department of
the
Environment

Stolen laptop
contains
undisclosed
types of
personal
information

2007-08-30

Social Security
numbers,
names, and
other personal
information on
stolen laptop
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2007-08-31

3300

The Hospital
for Sick
Children
(SickKids)

MED, NAA

2007-09-01

Johns Hopkins
Hospital

Social Security
numbers,
names, and
medical
histories of
5,783 on stolen
computer

2007-09-04

Social Security
numbers,
names and
financial
information of
34,000
accessed by
employee

CCN, SSN, NAA, EMA, MISC, ACC, DOB

2007-09-06

University of
South Carolina

"Accidental
disclosure" of
personal
information on
web affects
1,482

2007-09-06

De Anza
College

Stolen laptop
contains
names,
addresses and
some Social
Security
numbers for
4,375

2007-08-30

McKesson
Specialty
AstraZeneca

Stolen
computers may
contain
addresses,
medical
information,
and Social
Security
numbers for
"thousands"

2007-09-10

Purdue
University

Social Security
numbers and
names of 111
exposed on
web
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2007-09-11

375000

Pennsylvania
Public Welfare
Department

Medical
information of
over 300,000
on stolen
computers

MED, SSN

2007-09-11

112000

Gander
Mountain

Credit card
information for
112,000
customers
possibly
compromised

2007-09-12

Americhoice
TennCare

Lost CD
contains Social
Security
numbers,
names, and
dates of birth
of 67,000

2007-09-14

Tennessee
Tech University

3,100 Social
Security
numbers
revealed in
errant email

2007-09-16

St.
Edmundsbury
Borough
Council

UK

2007-09-19

University of
Michigan

Social Security
numbers,
names, and
addresses on
stolen backup
tapes

2007-09-21

City of
Columbus Ohio

Stolen
computers
contain names
and Social
Security
numbers of
3,500

2007-09-21

ABN Amro
Mortgage
Group

5,000 Social
Security
numbers and
other personal
details leaked
over internet

2007-09-24

Utah
Department of
Workforce
Services

Stolen laptop
contains Social
Security
numbers of
about 2,000
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2007-10-02

14000

The Nature
Conservancy

Social Security
numbers,
names, and
addresses of
14,000 illegally
accessed

SSN, NAA

2007-10-02

Athens
Regional
Medical
Center, Inc.

Medical
information,
names, and
some Social
Security
numbers of
1,441 on stolen
computer

MED, NAA

2007-10-04

450000

Massachusetts
Division of
Professional
Licensure

Social Security
numbers of
about 450,000
licensed
professionals
inadvertently
released

2007-10-04

MacEwan
College

Credit card
numbers,
addresses, and
other
information
publicly
available on
internet

2007-10-05

Kartenhaus

Credit card
numbers and
billing
addresses for
66,000
customers
stolen

2007-10-05

HM Revenue
and Customs

HMRC

2007-10-08

University of
lowa

Stolen laptop
contains
personal
information for
184, including
100 Social
Security
numbers

2007-10-08

Carnegie
Mellon
University

Students'
Social Security
numbers on
two stolen
laptops
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2007-10-08

?

Semtech

Stolen laptop
contains
undisclosed
personal
information for
employees

MISC

2007-10-09

Pembroke
School District

Names, birth
dates and
Social Security
numbers found
on web

SSN, NAA

2007-10-10

Pfizer
Wheels Inc.

Names,
addresses,
birth dates and
driver's license
numbers of
1,800
employees
revealed

2007-10-10

Commerce
Bank

Details for
3,000 in
hacked
database, but
only 20
supposedly
accessed

2007-10-12

King County
(WA)
Transportation
Department

WA

2007-10-13

Montana State
University

1,400 notified
about hacked
computer
containing
Social Security
and credit card
numbers

SSN, CCN

2007-10-15

Transportation
Security
Administration
(TSA)
Integrated
Biometric
Technology

Names,
addresses,
dates of birth,
and some
Social Security
numbers of
3,930 on stolen
laptops

2007-10-16

159000

Administaff

Stolen laptop
may contain
159,000
names,
addresses, and
Social Security
numbers
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2007-10-05

10000

Home Depot

Personal
information
including
names and
Social Security
numbers for
10,000 on
stolen laptop

SSN, NAA

2007-10-17

Iron Mountain
Louisiana
Office of
Student
Financial
Assistance

Sensitive data
for "virtually all
Louisiana
college
applicants on
lost backups

2007-10-18

University of
Cincinnati

Stolen thumb
drive contains
Social Security
numbers of
over 7,000

2007-10-23

Blockbuster Inc.

About 400
documents
containing
credit card
information
and Social
Security
numbers found
in trash
container

2007-10-23

Dixie State
College

11,000 notified
about
compromised
server
containing
Social Security
numbers and
names

2007-10-23

Bates College

Social Security
numbers,
names,
addresses, and
dates of birth
of about 500
accessible on
network

SSN, NAA, DOB

2007-10-24

Not Your
Average Joes

Credit card
numbers of
customers

exposed
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http://datalossdb.org/incidents/811
http://datalossdb.org/incidents/812
http://datalossdb.org/incidents/813
http://datalossdb.org/incidents/815
http://datalossdb.org/incidents/816
http://datalossdb.org/incidents/817
http://datalossdb.org/incidents/818

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-10-25

1200

University of
Akron

Lost microfilm
contains
names, Social
Security
numbers, and
dates of birth
for about 1,200

SSN, NAA

2007-10-28

Art.com

Credit card
information for
undisclosed
number of
accounts on
hacked server

2007-10-29

United States
Postal Service

Social Security
numbers and
names of
3,000 on stolen
laptop

2007-10-30

University of
Nevada Reno

Lost flash drive
contains
names and
Social Security
numbers of
16,000

2007-10-30

237000

Hartford
Financial
Services Group

Personal
information of
230,000
customers on
lost backup
tapes

2007-10-30

Pathology
Group of the
Mid-South

Stolen
computers
compromise
75,000 social
security
numbers

2007-11-01

City University
of New York

20,000 Social
Security
numbers on
stolen laptop

2007-11-06

Alabama
Department of
Public Health

Names, ages,
and Social
Security
numbers of
1,554 families
sent to wrong
addresses
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http://datalossdb.org/incidents/820
http://datalossdb.org/incidents/821
http://datalossdb.org/incidents/822
http://datalossdb.org/incidents/823
http://datalossdb.org/incidents/824
http://datalossdb.org/incidents/825
http://datalossdb.org/incidents/827

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-11-06

271

Montana State
University

Three seperate
breaches
potentially
expose Social
Security
numbers for
271

SSN, NAA

2007-11-06

Butte
Community
Bank

Unknown
number of
customers
have names,
Social Security
numbers and
account
numbers on
stolen laptop

2007-11-07

Carolinas
Medical Center
- NorthEast
Cabarrus
County
Emergency
Medical
Services

Social Security
numbers and
names of
28,000 on lost
laptop

2007-11-13

The Foreign
and
Commonwealth
Office

2007-11-13

Commerce
Bancorp

Social Security
numbers and
account
numbers given
out by
employee

2007-11-13

Glenrose
Rehabilitation
Hospital

Medical
information of
270 children on
stolen
"memory stick”

MED, NAA

2007-11-15

Roudebush VA
Medical Center

Stolen
computers
contain Social
Security
numbers and
names of
about 12,000
veterans
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http://datalossdb.org/incidents/829
http://datalossdb.org/incidents/830
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http://datalossdb.org/incidents/833
http://datalossdb.org/incidents/834
http://datalossdb.org/incidents/835

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-11-16

500

A.J. Falciani
Realty
Company

Social Security
numbers,
names,
addresses, and
dates of birth
of between 500
and 1,000 on
stolen
computers

SSN, NAA

2007-11-16

Kansas State
University

128 student
Social Security
numbers
exposed on
web site

2007-11-16

Service Canada

Personal
information of
1,600 on stolen
laptop

2007-11-16

1800000

u.s.
Department of
Veterans Affairs

1.8 million
Social Security
numbers found
on home
computer of
former
contractor

2007-11-17

Battelle &
Battelle LLC
Ohio Masonic
Home
Community
Blood Bank

At least 1,200
have personal
information on
stolen laptop

2007-11-20

25000000

HM Revenue
and Customs
TNT

SSN, NAA, FIN, DOB

2007-11-21

University of
Florida

Social Security
numbers of
415 former
students
posted to web

SSN, NAA

2007-11-23

Allied Irish
Banks plc

Mailing error
affects 11,000
customers by
revealing bank
account details

ACC, NAA

2007-11-26

Provincial
Public Health
Laboratory

Undisclosed
number of
names along
with medical
information on
compromised
computer

MED, NAA
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http://datalossdb.org/incidents/838
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http://datalossdb.org/incidents/840
http://datalossdb.org/incidents/841
http://datalossdb.org/incidents/842
http://datalossdb.org/incidents/843
http://datalossdb.org/incidents/844

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-11-27

30000

Telsell

Credit card
details of
30,000 stolen

CCN

2007-11-30

150000

Prescription
Advantage

Personal
information of
150,000
exposed by
undisclosed
means

SSN, NAA, MED

2007-12-04

Passport
Canada

Personal
information for
passport
applicants
exposed on
web site

2007-12-04

Indianapolis
Power and
Light

Social Security
numbers,
names, and
addresses of
3,000 posted
online

2007-12-04

Duke University

Social Security
numbers of
1,400 on
hacked server
possibly
compromised

2007-12-05

268000

Memorial
Blood Centers

Social Security
numbers and
names of

about 268,000
on stolen laptop

2007-12-05

Forrester
Research

Stolen laptop
contains
names,
addresses and
Social Security
numbers of
1,275

2007-12-06

Oak Ridge
National
Laboratory

12,000 notified
about names,
Social Security
numbers and
birth dates on
hacked
database

Copyright 2005 - 2010, Open Security Foundation



http://datalossdb.org/incidents/845
http://datalossdb.org/incidents/846
http://datalossdb.org/incidents/847
http://datalossdb.org/incidents/848
http://datalossdb.org/incidents/849
http://datalossdb.org/incidents/850
http://datalossdb.org/incidents/851
http://datalossdb.org/incidents/852

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-12-07

60000

Citizens Advice

Bank account
numbers,
National
Insurance
numbers,
names, and
addresses of
60,000 on
stolen laptop

FIN, NAA

2007-12-10

Tricare Europe

4,700
households
notified about
personal
information
accessed by
"external
entities"

2007-12-10

Sutter
Lakeside
Hospital

Names,
addresses,
Social security
numbers, and
dates of birth
for about
45,000 on
stolen laptop

2007-12-10

Cameron
County Texas

Social Security
numbers,
names, and
salaries of
county
employees
released by
email

2007-12-17

West Penn
Allegheny
Health System

Stolen laptop
contains
names, Social
Security
numbers, and
care
information for
42,000

2007-12-17

Royal Bolton
Hospital

Names,
addresses, and
medical
information on
stolen laptop

2007-12-19

Pennsylvania
Department of
Aging

Social Security
numbers,
names, and
medical
information for
21,000 on
stolen laptop

SSN, NAA
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http://datalossdb.org/incidents/860
http://datalossdb.org/incidents/862

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-12-20

900

UPS

Dormitory
Authority of the
State of New
York

Social Security
numbers,
phone
numbers and
addresses of
up to 800 on
missing tapes

SSN, NAA

2007-12-20

Greenville
County School
District

S.C.

SSN, NAA

2007-12-21

Moore
Stephens
Consulting Ltd
Skipton
Financial
Services

Names,
National
Insurance
numbers, and
financial
information of
14,000 on
stolen laptop

SSN, FIN

2007-12-21

Franklin
County Ohio
Municipal Court

2007-12-28

Promissor
Corporation
Minnesota
Department of
Commerce

Names,
addresses,
Social Security
numbers and
state license
data of 219 on
stolen laptop

2007-12-28

337000

Davidson
County
Election
Commission

Tennessee

2007-12-28

United States
Air Force

Social Security
numbers, birth
dates, and
addresses of
10,501 on
missing laptop

2007-12-29

550000

Administrative
Systems
Milwaukee
Public School
The Baltimore
Life Insurance
Companies

Computer
containing
customer
Social Security
numbers,
names, and
addresses
stolen from
office

2007-09-01

The Foreign
and
Commonwealth
Office

Loss of PC
containing 70
peoples details
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http://datalossdb.org/incidents/863
http://datalossdb.org/incidents/864
http://datalossdb.org/incidents/865
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http://datalossdb.org/incidents/867
http://datalossdb.org/incidents/868
http://datalossdb.org/incidents/869
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http://datalossdb.org/incidents/1080

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-12-01

36

The Foreign
and
Commonwealth
Office

Loss of paper
documents
from outside
office
containing 36
peoples details

NAA, ACC, DOB

2007-11-01

Department for
the
Environment,
Food and
Rural Affairs

Loss of Paper
documents
from outside
office
containing 14
peoples details

SSN, MISC, ACC, DOB, FIN

2007-10-01

The Foreign
and
Commonwealth
Office

Loss of paper
documents
containing 13
peoples details

2007-10-01

The Foreign
and
Commonwealth
Office

Loss of paper
documents
from outside
office affects 19

2007-08-17

Mercury
Interactive
Hewlett-
Packard

Lost laptop of
Mercury
Interactive
employees
contains
personal
information for
1,425

SSN, NAA, DOB, FIN

2007-10-23

American
Academy of
Pediatrics

Laptop
misplaced
during move
exposes
names and
SSN

2007-03-29

Experian
Vallarta Auto
Sales

Third party
organization
somehow
gains access
to sensitive
consumer
information,
including
Social Security
numbers

2007-01-10

Advent
Software, Inc.

Stolen laptop
contains
names,
addresses,
social security
numbers of
employees
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http://datalossdb.org/incidents/1086
http://datalossdb.org/incidents/1088
http://datalossdb.org/incidents/1125
http://datalossdb.org/incidents/1143
http://datalossdb.org/incidents/1290
http://datalossdb.org/incidents/1344
http://datalossdb.org/incidents/1345

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-02-02

197

BayRock
Mortgage

Laptop stolen
from vehicle
contains the
personal
information of
197

SSN

2007-02-23

ADC
Telecommunica
tions, Inc.

Flex
Compensation,
Inc.

Laptop stolen
from third party
organization
containing
personal
information of
63,400
employees

SSN, ACC, FIN

2007-01-24

Cornell
University

Lost laptop
contained
personal data
exposing
names and
SSN

2007-07-31

Textron

Stolen laptop
contains
names, dates
of birth, and
Social Security
numbers of
current and
former
employees

SSN, NAA, ACC, DOB

2007-02-09

General Electric

Stolen laptop
contains
names and
credit card
numbers of 80

2007-04-30

Home Depot

Laptop Stolen
From Home
Depot, 5600
records of
Social Security
Number and
amount of
bonus
associated with
Home Depot
incentive
programs
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http://datalossdb.org/incidents/1347
http://datalossdb.org/incidents/1349
http://datalossdb.org/incidents/1359
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http://datalossdb.org/incidents/1447
http://datalossdb.org/incidents/1454

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-03-23

?

Smiths
Aerospace,
LLC

Email of HR
personnel
containing
personal
details name,
social security
number, date
of birth and
compensation
accessed by
unauthorized
person

SSN, NAA, MISC

2007-04-26

Commonwealth
Business
Media

Incorrect file
attached in an
email
containing
personal
details 145
individuals

SSN, NAA, MISC

2007-03-16

Henry Schein
Financial
Services, Inc.
ChoiceHealth
Leasing

Stolen laptop
may have
contained
names and
Social Security
numbers

2007-04-27

Nelnet Inc.

Personal
information of
name, social
security
number and
loan
information of
individuals
compromised
due to sending
fax on wrong
fax number

SSN, NAA, FIN

2007-03-07

Right Media
Inc.

Unauthorized
access of
personal
details of
customers
about name,
address, email,
employee
number, social
security
number, bill
details and
payment
methods

SSN, NAA, EMA, MISC, ACC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-10-26

570

Scarborough &
Tweed

Unauthorised
access of
personal
details about
name,
address,
telephone
number,
account
numbers and
credit card
details of
customers by
hacking SQL
server

CCN, SSN, NAA, ACC

2007-03-19

Pitney Bowes

Stolen Laptop
containing
name and
social security
number of
employees

2007-01-09

Mercer Health
and Benefits

Stolen laptop
containing
personal
information of
10500
individuals

2007-10-05

Daymon
Worldwide

Access rules
lifted on file
server,
exposing
sensitive
information

SSN, NAA, MISC, FIN

2007-04-04

Guilford
Technical
Community
College

Files
containing
personal
information
stored in
unsecured
warehouse
temporarily

SSN, NAA, MISC

2007-04-19

Honeywell
International

Stolen laptop
containing
name and
social security
number
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http://datalossdb.org/incidents/1512
http://datalossdb.org/incidents/1517
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http://datalossdb.org/incidents/1524
http://datalossdb.org/incidents/1526

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-30

?

Western Union
Paymap, Inc

Stolen back-up
data tapes
containing
personal
information
about socal
security
number, name,
address, email
address and
loan contract
number

SSN, NAA, EMA, MISC, ACC

2007-01-26

The Bombay
Company

Stolen laptop
containing
personal
information
about name,
phone number,
credit card type
and last 4
digits of credit
card number

2007-03-13

The New
Teacher Project

Stolen laptop
containing
personal
information
about current
and former
practitioner
teachers

SSN, NAA, EMA

2007-03-09

Sanford C.
Bernstein &
Co., LLC

Personal
information
mailed to
unintended
recipients by
mistake

SSN, NAA, ACC, FIN

2007-12-20

Robotic
Industries
Association

Credit card
information
accessed by a
hacker via
password
cracking a
server
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http://datalossdb.org/incidents/1533
http://datalossdb.org/incidents/1543
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http://datalossdb.org/incidents/1554

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-12-06

?

S&K Famous
Brands, Inc.

Unauthorised
access to
personal
information
about credit
card of clients
and further
asking for
details on cvv
number
through fraud
mails

CCN

2007-02-06

130000

Merchant
America

Personal
information
about name,
address, social
security
number,
driver's license
number, credit
card details
accessed by
unauthorised
person by
hacking in the
system

CCN, NAA, MISC, ACC, FIN, FIN

2007-10-19

Blockbuster Inc.

Stolen laptop
containing
personal
information of
clients

CCN, SSN, NAA

2007-04-23

Fidelity
National
Information
Services
BankUnited

System file
containing
personal
information
inadvertently
released to
third party

2007-05-23

Greenline
Media, Inc.

Server
containing
personal
information
and credit card
details hacked
and
information
accessed
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http://datalossdb.org/incidents/1583

Incidents
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Records

Orgs

Summary
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2007-03-26

?

United
Subcontractors,
Inc.

Stolen laptop
containing
personal
information
about name,
address, social
security
number and
date of birth

SSN, NAA, DOB, DOB, FIN

2007-01-22

Sprint Nextel

Laptop
containing
personal
information
about name,
address and
credit card
number stolen
from
employee's
home

CCN, NAA, MISC

2007-03-12

New York
Institute of
Technology
(NYIT)

File containing
personal
information
about name,
address, date
of birth, social
security
number of
former
students
posted on
website by
mistake

SSN, NAA, EMA

2007-04-24

The Vanguard
Group, Inc

Personal
information
about
employees
name, social
security
number, date
of birth sent to
wrong
retirement plan
sponsor by
mistake

SSN, NAA, DOB, FIN
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http://datalossdb.org/incidents/1596
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-08-09

519

Citigroup

Stolen laptop
containing
personal
information of
customers
about name,
address, social
security
number, email
address and
telephone
number

SSN, NAA, EMA, MISC

2007-10-12

Track Data

Securities Corp.

Unauthorised
access to
personal
information
about name,
address, credit
card number,
social security
number and
trading
information as
the security of
computer
system was
compromised

CCN, SSN, NAA, FIN

2007-04-03

Commerce
Banc
Insurance
Services

Laptop
containing
personal
information of
employees
stolen

SSN, NAA, MED

2007-02-08

Fresenius
Medical Care
Holdings Inc.
(FMCNA)

Laptop
containing
personal
information of
patients and
insurance
holders of
patients stolen
from locked car

SSN, NAA, MISC, MED, DOB

2007-03-02

Goal Financial,
LLC

Personal
information of
current and
former
employees
accessed by
unauthorised
employees of
Goal Financial

SSN, NAA, MISC, ACC, DOB
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Records

Orgs
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2007-05-07

60

Larry B. Kulick

Laptop
containing
personal
information
about name,
social security
number and
tax returns
stolen

SSN, NAA, ACC

2007-07-16

Intergraph
Corporation

Server
containing
credit/debit
card numbers
hacked.

CCN, NAA, EMA

2007-02-16

Brunswick
Corp.

Unauthorised
person
accessed
personal
information of
employees by
accessing
company's
computer

2007-11-29

Ortho-Clinical
Diagnostics,
Inc.(OCD)

Security on
electronic
folder
containing
personal
information of
current and
former OCD
employees
removed by
unauthorised
person

2007-10-23

Longs Drug
stores
California, Inc.

Backup tape
containing
personal
information
stolen

SSN, NAA, MED

2007-11-19

General Cable
Corporation

Email
containing
personal
information of
current
employees,
former
employees and
vendors sent to
unauthorised
person by
mistake
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Incidents
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Records

Orgs

Summary
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2007-08-31

10000

Option One
Mortgage
Corporation

Personal
information of
clients
accessed by a
hacker from
website

MISC, FIN

2007-03-01

Gorham
Savings Bank

Personal and
financial
information of
clients sent to
a vendor as an
attachment in
email by
mistake

SSN, NAA, MISC, ACC, ACC

2007-03-12

Credit
Communication
s Inc.

Unauthorised
access to
personal
information
included in
credit report

SSN, NAA, ACC, DOB, ACC, DOB

2007-04-05

Thomson Elite

Computer
containing
personal
information
stolen from
office

CCN, SSN, NAA

2007-10-10

Countrywide
Home Loans

Laptop
containing
personal
information
about name,
address, credit
reports, bank
statements and
digitized loan
documents
stolen from
vehicle

SSN, NAA, MISC, ACC

2007-03-23

US Power
Generating
Company
Astoria
Operating
Services, Inc.

File containing
personal
information
including
name, address
and Social
Security
Numbers sent
to Astoria
employee by
mistake

SSN, NAA, DOB
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Records
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Summary
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2007-10-12

?

LPL Financial

Personal
information of
clients
accessed by
an
unauthorised
person

SSN, NAA, ACC, DOB, FIN, FIN

2007-02-15

The
Professional
Education
Institute

Personal
information of
customers
made available
on web by
mistake

SSN, NAA, DOB

2007-06-25

UnitedHealthca
re

Personal
information of
members
found in
posession of
former
employee

2007-10-29

The Horace
Mann
Companies

Computer
containing
personal
information lost
in transit

2007-01-16

New York
State Crime
Victims Board

Email
containing
information
about an
individuals
name, social
security
number, birth
certificate and
passport sent
to
unauthorised
person

SSN, NAA, MISC

2007-09-28

Kelley Drye &
Warren LLP

Laptop
containing
personal
information
about name,
address, social
security
number, date
of birth and
date of
employment
stolen

SSN, NAA, MISC
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2007-03-20

3560

Sungard

Laptop
containing
personal
information
about name,
social security
number, and
some credit
card numbers
stolen

CCN, SSN, NAA

2007-05-29

Mytreo.net

Personal
information
about name,
address, social
security
number and
credit card
information
accessed by
an
unauthorised
person

CCN, SSN, NAA

2007-04-22

New York
State Division
of Criminal
Justice Sevices

Criminal
records
'rapsheet’
accessed by
an
unauthorized
employee

SSN, NAA, MISC, MISC

2007-08-22

Printpack Inc.

Stolen laptop
containing
personal
information
about name,
social security
numbers, date
of birth, marital
status and
other financial
information of
current and
former
employees

SSN, NAA, MISC, DOB, FIN
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-12-19

?

HSBC
Holdings plc
Fidelity
National
Information
Services

Financial
reports
containing
customer data
of HSBC,
disclosed to
some other
financial
institute by
Fidelity
National
Information
Service by
mistake

SSN, NAA, ACC, ACC

2007-10-01

Equifax Inc.

Unauthorized
person
accessed
personal credit
files of
customers

SSN, NAA, MISC, ACC

2007-10-19

Nationwide
The 401k
Company

Sponsor
accessed
personal
information
about name
and social
security
number of
participants on
web

2007-11-13

Youth
Women's
Christian
Association
(YWCA)

Computer with
personal
information of
fund
participants
contained
name and
social security
number

2007-08-31

AW Direct Inc.

Information
about
customer's
name, address
and credit card
information
accessed by
unauthorised
person through
website

CCN, NAA
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-02-08

?

LexisNexis

Personal
information
accessed by
unauthorised
person due to
compromised
customer's
user ID and
government
customer's
user ID

SSN, NAA, MISC

2007-06-05

vFinance
Investments
Inc.

Personal
information of
customer
accessed by
an
unauthorised
person through
web

MISC, FIN

2007-08-31

Voxant

Personal
information of
customers
accessed by
an
unauthorised
person by
hacking the
webste

2007-04-09

JPMorgan
Chase

Personal
information of
customers sent
to another
financial
institution
through email
by mistake

2007-03-07

North Carolina
Department of
Correction

Personal
information in
paper format,
thrown into
trash

2007-10-18

First Banks Inc.
iWire, Inc.

Unauthorised
access of
customers
name, address
and Social
Security
numbers

CCN, SSN, NAA
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Records

Orgs

Summary
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2007-10-08

?

National
Financial
Partners (NFP)

Stolen laptop
containing
personal
information in
the course of
business travel

SSN, NAA

2007-02-21

Fidelity
Investments
Dairy Famers
of America

Discarded
laptop
contained
personal
informaticn
including
names and
Social Security
numbers of
participants

2007-01-29

Public Storage,
Inc.

Personal
information of
employees
accessed by
unauthorised
person

SSN, NAA, DOB, FIN

2007-10-29

New England
School of Law

Personal
information of
students and
alumni made
available on
web

SSN, NAA, DOB

2007-11-30

Prudential
Financial

Former
employee
arrested and
charged with
identity theft of
identified types
of data.

SSN, NAA, MISC, ACC, DOB

2007-02-27

CBClnnovis,
Inc.
Hudiburg
Chevrolet

Credit
information of
customer
accessed
without
authorization
by third party,

police involved.

SSN, NAA, MISC, FIN

2007-03-07

Eastern Suffolk
BOCES

Hacked server
contained
names of
parents and
children,
addresses,
salary details
and Social
Security
numbers

SSN, NAA, MISC, ACC
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-03-30

60

Home Box
Office, Inc.
(HBO)

Home
computer
containing
personal
information
was accessible
through web
due to
incorrect
software
configuration

SSN, NAA

2007-02-05

Visiting Nurse
Service of New
York

Stolen tablet
computer
containing
patients records

SSN, NAA, MED

2007-02-28

Computershare
Inc

Email error
exposes
personal
details
including
names, SSN
and account
numbers

SSN, NAA, ACC

2007-03-28

City of New
York
Department of
Environmental
Protection

Employee
performing
unauthorized
database
searches,
customers
SSN exposed

SSN, NAA

2007-05-08

EZCORP Inc

Customers
details
including
names,
addresses,
SSN, driver's
license
numbers, and
checking
account
information
dumped in
trash

SSN, NAA, ACC, FIN

2007-09-28

Pfizer

Names and
Social Security
numbers of
under 100
improperly
accessed by
employee

SSN, NAA
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Records
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Summary
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2007-07-02

?

New York Life
Insurance Co

Employee
emails
spreadsheet
containing
names and
social security
numbers to his
wife.

SSN, NAA

2007-02-08

District Council
37 Health and
Security Plan
(DC 37)

CD containing
names, Social
Security
numbers, and
prescription
information of
over 31,000
missing

SSN, NAA, MED

2007-06-04

GFK NOP, LLC

Stolen laptop
containing
personal
information of
employees

SSN, NAA, MISC

2007-05-11

Student Loan
Funding
Resources

Social Security
numbers stolen
from website

2007-03-19

Electronic Data
Systems Corp.

A laptop was
stolen from a
locked car and
30 individuals
private
information
may have been
compromised.

2007-08-17

University of
New Hampshire

Private
information of
29 individuals
were posted on
the university
web site

2007-09-24

Fidelity
National
Information
Services

A laptop
computer
containing
private
information of
employees
was stolen

SSN, NAA, EMA, ACC
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Incidents
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Records

Orgs

Summary

Data Types

2007-01-08

?

First
Advantage
SafeRent

Client of
consumer
reporting
company
provides
fraudulant
requests for
personal
information

CCN, SSN, NAA, DOB

2007-09-05

Affiliated
Computer
Services (ACS)
Kraft Foods

Lost data tapes
exposes
employee
names and
Social Security
numbers

2007-03-30

Ulster-Greene
ARC

Accidential
email exposes
employee
names and
unknown
personal
details

2007-09-14

Venetian
Casino Resort
LLC

Employee
accidentially
uploaded a file
containing
customers
names,
address and
credit card
details to the
web

2007-02-20

Credit Suisse

Personal
information
relating to
3000 records
became
available on
the internet.

SSN, NAA, ACC

2007-04-03

Waste
Management,
Inc

An employee
stole private
information
concerning
customers of
the company
and made
online
purchases.
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2007-08-09

519

Citibank

A portable
computer
containing
customer
information
was stolen
from an office
of the service
provider in a
burglary which
had names,
address, social
security
numbers and
email
addresses.

SSN, NAA, EMA

2007-12-21

Wendy's
International,
Inc

An employee's
company-
issued laptop
computer was
stolen which
contained
personal
information of
other
employees

SSN, NAA, EMA, ACC

2007-09-23

Saint Vincent
Catholic
Medical
Centers

An employee
transmitted
copies of
private medical
and financial
information
from the
databasses to
their own home
computer.

SSN, NAA, ACC

2007-09-28

Wal-Mart
Stores, Inc.

Former
employees
leaves with
large cache of
personnel data

SSN, NAA, MISC, FIN

2007-02-28

First
Advantage SBS

Hacked
accounts
expose
customers
names,
addresses,
Social Security
numbers
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Incidents
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Records

Orgs

Summary
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2007-09-17

?

Bluegreen
Corporation

Breach caused
by former
employee,
unknown
details on
exposure

NAA

2007-11-11

Misplaced
desktop
computer
during
relocation
exposes 132
employees
names,
addresses,
Social Security
numbers and
salary details

SSN, NAA, FIN

2007-02-27

Weyerhaeuser
Company

Mailing error
containing w-2
statements
sent to the
wrong people

SSN, NAA, FIN

2007-08-19

Applera
Corporation

Applera stolen
laptop affects
unknown
number of
employees

2007-12-10

Colorado
Board of
Dental
Examiners

Social Security
numbers,
dates of birth,
credit card
numbers of
over 100 found
in car trunk

CCN, SSN, NAA, DOB

2007-11-07

UBS Financial
Services

Hard drive
from fitness
computer
containing
personal

information lost.

SSN, NAA, MISC, DOB

2007-10-25

Virgin Mobile
USA, LP.

Unauthorised
parties were
able to gain
password and
account
information
over the phone

NAA, MISC, ACC
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Summary
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2007-04-11

546

Midas
International
Corporation

Email
containing
personal
information
sent to
unauthorised
staff

SSN, NAA, DOB, FIN

2007-01-03

Deb Shops Inc.

Hacker
accesses
website and
database
containing
credit card
information

2007-03-27

Merrill Lynch

Stolen laptop
contains
personal
information

SSN, NAA, EMA, ACC, DOB

2007-04-10

OneBeacon
Insurance

Stolen laptop
contained
former
employee
names and
Social Security
numbers

2007-03-23

Homeland
Funding
Solutions Inc.

Stolen
computers and
laptops may
contain
emplopyees
personal
information

2007-02-17

Albany Medical
Center

Stolen laptop
contains
personal
employee
information.

2007-09-24

City of Rutland,
Vermont

Employee
emailed
attachment
containing
personal
information to
their personal
email address.
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Summary
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2007-03-30

3250

Exponent HR
4Front
Engineered
Solutions
Centerstone
Insurance &
Financial
Services Inc.
The MPB
Group LLC
Central
Hardwoods, Inc
FWC Partners
Company
Best Circuit
Boards Inc
Greenhill
School

Human
Resources
outsourcing
company has
laptop stolen,
impacting
multiple
customers

SSN, NAA

2007-01-25

Visiting Nurse
Service of New
York

Nurses stolen
tablet exposes
patients data
including
Social Security
numbers

SSN, NAA, MED

2007-12-27

Imeriti Inc.

Computer
equipment
stolen
containing
personal
Information
including
names and
Social Security
numbers

2007-05-08

Carus
Publishing
Company

Hacked
website
exposes
customers
names,
addresses,
credit card
numbers and
dates
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Incidents
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Records

Orgs

Summary

Data Types

2007-08-20

1951

Celgene
Corporation

Stolen external
backup drives
contained
employee
names,
addresses,
Social Security
numbers, bank
account detail
and some
drivers licenses

SSN, NAA, MISC, ACC

2007-03-16

Laser Pros
International
Corp

Web site SQL
hack exposes
customers
names,
addresses,
credit cards
and security
codes

2007-11-01

MeadWestvaco

Files
containing
employee
names,
addresses and
Social Security
numbers
located in open
internal
company
network

2007-08-16

Nationwide
Mutual
Insurance

Laptop stolen
containing
personal
information
including
names, drivers
licenses and
Social Security
numbers

SSN, NAA, DOB

2007-11-03

KimsCraft

Website
inadvertantly
exposed
customer
information
including
name, address
and credit card
details

CCN, NAA

2007-10-03

Nationwide
Mutual
Insurance

Stolen laptop
contained
personal
information of
246 persons.

SSN, NAA, DOB
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Summary
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2007-10-17

5135

MassMutual
Financial Group

Email
containing
personal
information
sent to wrong
person.

SSN, NAA

2007-11-22

Bank of Ireland
Group

Sent out either
out-of-date or
incorrect
statements to
600 of its
customers,
following a
computer error

2007-11-20

Celanese
Americas
Corporation

Employee
emailed
personal
details of
employees to
external party.

CCN, SSN, NAA

2007-09-27

Embassy
Suites La
Quinta - Hotel
& Spa

Hilton Hotels

Credit Card
fraud may
have affected
an unknown
number of
hotel guests

CCN, NAA

2007-06-19

BDO Seidman,
LLC
Biolase

Stolen laptop
contains
personal
information of
accountants
clients

SSN, NAA

2007-01-11

Transamerica
Financial Life
Insurance
Company

Personal data
of 67
customers
found during
credit card
fraud
investigation

SSN, NAA, DOB

2007-11-16

Wake
Technical
Community
College

Lost flash drive
contained
personal
information
including
names and
Social Security
numbers
exposed
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2007-05-30

?

Officeteam

Email sent to
individuals
contains
names and
SSN of other
individuals

SSN, NAA

2007-08-09

Penson
Worldwide

Computer
intruder may
have gained
access to
personal
information.

NAA, EMA, MISC

2007-11-30

Fidelity
Investments
Yahoo

Email was sent
to another
client
contained third
party employee
details

SSN, NAA, FIN

2007-02-08

East Carolina
University

Email
containing
personal
information
sent to
personal email
addresses

2007-05-24

Home Depot

Stolen laptop
contains
personal
information of
204 associates

2007-03-30

New York
State Office of
the State
Comptroller

Web error
allowed access
to personal
information of
other users of
the website

2007-12-10

Peerless
Industries Inc
C | Host

Webserver
stolen from
data center
contained
customers
personal
information

CCN, NAA, EMA

2007-07-25

Affiliated
Computer
Services (ACS)
Delaware
Court System

Lost luggage
contained hard
drive
containing
personal
information
from Delaware
Court System

SSN, NAA, DOB
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Incidents

Reported

Records

Orgs
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2007-09-10

3913

Larson Allen,
LLP
FirstHealth of
the Carolinas,
Inc.

Stolen laptop
contained
excel file with
personal
information

SSN, NAA, DOB

2007-12-20

Watertown
Public Schools

Notebook
computer
stolen from
locked vehicle
that may have
contained
personal and
payroll
information on
employees.

2007-08-07

Blue Cross
Blue Shield NC

SSN visible
through
window in
mailings to
subscribers

2007-10-01

PFPC Inc
AFBA

Stolen laptop
contained
shareholders
personal
information
including
names,
addresses and
Social Security
numbers

2007-05-07

Arteis, Inc.

Website hack
reveals
personal
information
including credit
card
information

2007-10-19

Serta
International

Stolen
computers
contain
personal
information of
employees

2007-04-19

Valve Software

Hacker breaks
in, steals
unknown
number of
sensitive info
including
customer credit
card details

CCN, NAA
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2007-09-14

12

Cornell
University

Compromised
computer had
data gathering
tools

SSN, NAA, DOB

2007-09-14

Cornell
University

Stolen
computer
exposes
names, birth
dates and
Social Security
numbers

SSN, NAA, DOB

2007-11-21

Columbia
University
United
Healthcare

Doctors Social
Security
numbers and
tax numbers
accidentially
posted on
website
exposes

2007-05-05

Unknown
Organization
Marks &
Spencer

26,000 notified
about personal
information on
stolen laptop

2007-05-15

IBM
Unknown
Organization

Missing tapes
contain dates
of birth, Social
Security
numbers, and
addresses of
IBM employees

2007-06-01

Unknown

Organization
JAX Federal
Credit Union

Social Security
numbers and
account
numbers of
7,500 clients
posted on
website, then
indexed by
Google

SSN, ACC

2007-06-14

120000

Unknown
Organization
Coastal
Community
Credit Union

Stolen backup
tapes contain
personal and
financial
information of
about 120,000

SSN, CCN
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2007-10-23

200000

Unknown
Organization
West Virginia
Public
Employees
Insurance
Agency

Missing
computer tape
holds Social
Security
numbers,
names, and
addresses for
200,000

SSN, NAA

2007-11-05

Unknown

Organization
HM Revenue
and Customs

HMRC

2007-11-11

Unknown
Organization
State of
Nevada

Social Security
numbers for
hundereds of
state
employees on
missing CDs

2007-12-11

Unknown
Organization
lowa
Department of
Natural
Resources

Social Security
numbers and
names on
missing flash
drive

2007-12-18

Unknown

Organization
HM Revenue
and Customs

HMRC

2007-11-07

Frost Bank

500 credit
cards stolen
via unknown
means, 100
used to donate
to Ron Paul
campaign

2007-11-06

AT&T
Computershare
Inc

Shareholder
accounts
fraudulenty
accessed by
temporary
employee

SSN, NAA, ACC

2007-12-20

Fidelity
Investments

Document
containing
names and
Social Security
numbers
accidently
mailed to 5
other clients
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2007-11-14

56

Harvard
University

Lost folder
contained
personal
information of
56 students
names, dates
of birth, and
Social Security
numbers

SSN, NAA, MISC, DOB

2007-01-03

Andritz Inc

367 accounts
exposed when
employee sent
e-mail to
former
employee
address

SSN, NAA, MISC

2007-09-14

6300000

TD Ameritrade

Personal
information of
6.3 million
exposed by
database hack

EMA, ACC

2007-12-19

Vitale,
Caturano and
Company

8,000 Social
Security
numbers stolen
from laptop in
parked car

2007-09-12

Hartford Life
Insurance
Company

526 Social
Security
numbers
exposed
through third-
party
unauthorized
access to
website

2007-01-28

New York
Academy of
Medicine

7,460
individuals
information
exposed from
theft of
computer

2007-11-12

The Horace
Mann
Companies

Stolen agents
laptop exposes
209 individuals
names, dates
of birth and
Social Security
numbers
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2007-12-19

2

Family Health
Center of
Worcester

2 patient's
billing forms
accidently sent
to wrong
person

NAA, MISC

2007-12-14

Deloitte &
Touche
IKON Office
Solutions

Stolen laptop
contains
names, Social
Security
numbers, birth
dates for
undisclosed
number of
people

2007-01-18

Dr. Thomas
Kaminska

Three
computers
stolen,
exposing all
clients of doctor

CCN, SSN, NAA, MED

2007-12-20

Jackson
National Life
Insurance
Company
INVEST
Financial
Corporation

Unauthorized
use of
password of
client exposes
personal
information of
other clients

SSN, NAA, ACC, FIN

2007-09-25

Merlin
Information
Services

Unauthorized
login exposes
2,297
customers
Social Security
numbers

2007-09-28

800000

Unknown
Organization
Gap Inc.

Personal data
including some
Social Security
numbers for
800,000 on
stolen laptop

2007-05-03

LexisNexis

3 incidents
expose
personal
information to
unauthrized
individuals

NAA, MISC

2007-11-20

Beth Israel
Deaconess
Medical Center
Affiliated
Physicians
Group (APG)

Briefcase
stolen from
locked car of
physician
containing
patient
documents

SSN, NAA, MISC, MED
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2007-11-21

?

Massachusetts
Group
Insurance
Commission

Information
unintentionally
posted on
Commonwealth
website

MISC, ACC

2007-06-01

LexisNexis

2 user
accounts
potentially
compromised;
exposing
Social Security
numbers of
customers



http://datalossdb.org/incidents/3071
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