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Total Incidents: 536
Total Records Affected: 51,246,706


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

193 2006-01-01 700 University 
Pittsburgh Medical 
Ctr.

Personal 
information for 700 
patients possibly 
compromised

SSN, NAA

194 2006-01-02 ? H&R Block Mailing labels 
include customer 
Social Security 
numbers

SSN

195 2006-01-08 55000 Kerzner 
International 
Bahamas Limited
Atlantis

Personal 
information for 
around 55,000 
customers stolen

CCN, SSN, NAA, ACC

196 2006-01-09 ? Grand Hotel De 
Vere Group

Hotel registration 
cards containing 
credit card details 
found

CCN, NAA

197 2006-01-11 90000 UPS
People's Bank

Personal data for 
90,000 customers 
lost in transit

SSN, NAA

198 2006-01-15 ? Illinois Education 
Association

Social Security 
numbers for 
"many" teachers 
on stolen 
computer 
equipment

SSN

199 2006-01-16 ? New York City 
Teachers 
Retirement System

Personal and 
financial 
information of 
around 5,800 
pensioners 
possibly 
compromised

SSN, ACC

200 2006-01-18 70 Bournemouth 
Borough Council

Personal 
information for 
about 70 found 
dumped

NAA

201 2006-01-20 ? University of 
Kansas

Online applicants 
may have personal 
information 
exposed via Web

SSN, NAA

202 2006-01-21 ? California National 
Guard

Data for hundreds 
of Guardsmen 
possibly exposed 
by stolen briefcase

SSN, NAA

203 2006-01-23 ? University of Notre 
Dame

Personal and 
financial 
information of 
some University 
donors may be at 
risk

SSN, CCN
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204 2006-01-24 1600 University of 
Washington 
Medical Center

Personal 
information for 
about 1,600 
patients on stolen 
laptops

SSN, NAA

205 2006-01-25 159 University of 
Delaware

Social Security 
numbers for 159 
graduate students 
possibly 
compromised

SSN, NAA

206 2006-01-25 226000 Ameriprise 
Financial

226,000 notified 
about personal 
data on stolen 
laptop

SSN, NAA

207 2006-01-26 365000 Providence Home 
Services

Personal data and 
medical records 
for 365,000 on 
stolen backup 
disks and tapes

NAA, MED

208 2006-01-27 12000 College of St. 
Scholastica

12,000 notified 
about names and 
Social Security 
numbers on 
recovered stolen 
computer

SSN, NAA

209 2006-01-28 4118 State of Rhode 
Island

4,118 credit card 
numbers "probably 
taken"

CCN

210 2006-01-30 ? Cooks Illustrated Unknown 
unauthorized 
access to back-
office system

CCN

211 2006-01-31 19000 Honeywell 
International

About 19,000 
current and former 
employees notified 
about information 
posted on web

SSN, ACC

212 2006-01-31 240000 Boston Globe (The 
New York Times 
Company)
Worcester 
Telegram and 
Gazette

Credit card data of 
up to 240,000 
subscribers may 
have been exposed

CCN

213 2006-01-31 6000 Washington State 
Health Care 
Authority

About 6,000 Social 
Security numbers 
printed on 
postcards

SSN, NAA
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214 2006-02-01 2500 University of 
Colorado CO 
Springs

Virus-infected 
computer 
compromises 
personal 
information for 
about 2,500

SSN, NAA

215 2006-02-02 450 Presbyterian 
Health Care 
Service

450 patients' 
Social Security 
numbers and 
credit card 
numbers on stolen 
computer

SSN, CCN

216 2006-02-04 8500 FedEx Up to 8,500 W-2 
forms recalled 
when mailed to 
wrong employees

MISC

218 2006-02-07 600 Blue Cross Blue 
Shield NC

Over 600 member 
Social Security 
numbers printed 
on mailing labels

SSN, NAA

220 2006-02-15 7000 Suffolk County 
Clerks Office NY

Over 7,000 
homeowners' 
Social Security 
numbers posted 
on website

SSN, NAA

221 2006-02-15 601 Old Dominion 
University

601 student Social 
Security numbers 
published to web

SSN

222 2006-02-16 27000 Blue Cross Blue 
Shield Florida

Contractor emails 
27,000 names and 
Social Security 
numbers to home 
computer

SSN

223 2006-02-16 350000 United States 
Department of 
Agriculture

350,000 Social 
Security numbers 
and tax IDs 
accidentally 
released

SSN

224 2006-02-16 ? University of 
Washington 
Medical Center

Hacker gains 
opportunity to view 
patient medical 
records

MED

225 2006-02-17 ? Mount St. Mary's 
Hospital

Stolen laptops 
may  contain 
Social Security 
numbers and 
addresses

SSN, NAA
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226 2006-02-17 ? Pelican Bay State 
Prison

Inmates gain 
access to 
employees' Social 
Security numbers, 
pension account 
information

SSN, NAA

227 2006-02-18 6000 University of 
Northern Iowa

Laptop with about 
6,000 W-2 forms 
illegally accessed

MISC

228 2006-02-20 ? Alltel Corporation Customers' Social 
Security numbers, 
addresses and 
phone numbers 
found in dumpster

SSN, NAA

229 2006-02-22 ? New Hampshire 
DMV

Cain & Abel 
program found on 
server with credit 
card information

CCN

230 2006-02-22 4000 PricewaterhouseCo
opers
Univ. Texas MD 
Anderson

Stolen laptop 
contains health 
information and 
Social Security 
numbers of 4,000 
people

SSN, MED

231 2006-02-23 9000 Deloitte & Touche
McAfee

Lost CD contains 
personal details on 
over 3,000 current 
US/Canada 
McAfee 
employees and 
6,000 former 
McAfee employees

SSN, NAA

232 2006-02-23 ? Affiliated 
Computer 
Services (ACS)
Denver 
International Airport

Credit card 
information stolen 
from vendor in 
charge of airport 
parking

CCN

233 2006-02-25 863 Ernst & Young Stolen laptop 
contains names 
and Social 
Security numbers

SSN

234 2006-03-01 800 The Bank of 
Bermuda Limited

800 customers 
have ATM cards 
compromised by 
breach

CCN

235 2006-03-01 4600 Medco Health 
Solutions Inc.

Unencrypted 
Social Security 
numbers for about 
4,600 on stolen 
laptop

SSN, MED
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236 2006-03-02 ? Olympic Funding 
Chicago

Unknown number 
of client names 
and Social 
Security numbers 
on stolen hard 
drives

SSN, NAA

237 2006-03-03 93000 Metropolitan State 
College

93,000 Social 
Security numbers 
and student 
names possibly on 
stolen laptop

SSN, NAA

238 2006-03-05 41000 Georgetown 
University

Names, Social 
Security numbers, 
birthdates of 
41,000 
compromised

SSN, NAA

239 2006-03-08 ? Verizon Stolen laptops 
may contain Social 
Security numbers 
and other 
information of 
Verizon employees

SSN

240 2006-03-14 ? Choice One Online
Buffalo Bisons 
Web Site

Credit card 
numbers on team 
web site 
compromised

CCN, NAA

241 2006-03-14 100 General Motors 100 GM 
employees have 
Social Security 
numbers stolen by 
former security 
guard

SSN

243 2006-03-16 274 Bananas.com 274 notified about 
stolen credit card 
information

CCN, NAA

244 2006-03-22 196000 Fidelity 
Investments
Hewlett Packard

196,000 retirees 
and former 
employees warned 
about personal 
information on 
stolen laptop

SSN, ACC

245 2006-03-22 ? District of 
Columbia Board of 
Elections and 
Ethics

Voter Social 
Security numbers 
viewable by all 
from board of 
elections lists

SSN

246 2006-03-24 64000 CA State 
Employment 
Development 
Division

64,000 tax forms 
with Social 
Security numbers 
and financial 
information sent to 
wrong addresses

SSN
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247 2006-03-24 14000 Vermont State 
Colleges

Stolen laptop 
contains Social 
Security numbers 
and payroll data

SSN

248 2006-03-24 2486 California State 
University 
Dominguez Hills

Stolen laptop had 
personal 
information on 
2,486 students 
and potential 
students

MISC

249 2006-03-26 108000 Convergys Corp.
Florida 
Department of 
Management 
Services

108,000 could be 
affected by 
possibly 
compromised 
personal data

MISC

250 2006-03-29 342 University of 
Nebraska Lincoln

Social Security 
numbers and other 
information for 342 
students archived 
by Google

SSN, EMA

251 2006-03-30 553000 Georgia 
Technology 
Authority

570,000 pension 
plan members 
have confidential 
information 
exposed by hack

MISC

252 2006-03-30 207750 United States 
Marine Corp

Lost drive contains 
Social Security 
numbers of over 
207,000 U.S. 
Marines

SSN, NAA

253 2006-03-30 1250 Connecticut Tech 
High School Sys.

Social Security 
numbers of 1,250 
staff members 
leaked via email

SSN

254 2006-03-31 94000 LA County Dept. 
Social Services

94,000 notified 
about unshredded 
documents 
containing Social 
Security numbers 
and medical 
information

SSN, MED

256 2006-04-01 ? Shorter College Hacker potentially 
gains access to 
student and faculty 
information

SSN

257 2006-04-03 3000 Authorize.net About 3,000 
suspicious credit 
card transactions 
processed

CCN
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258 2006-04-07 ? DiscountDomainRe
gistry.com

Personal and 
financial 
information 
exposed for 
"thousands"

CCN

259 2006-04-09 2000 Univ. of Medicine 
Dentistry NJ

2,000 students 
and alumni have 
Social Security 
numbers and 
financial 
information 
exposed

SSN, NAA

260 2006-04-10 ? Broward Co. 
Records Division 
FL

Social Security 
numbers and other 
information posted 
to public web site

SSN, ACC

261 2006-04-12 32000 Ross-Simons Social Security 
numbers and 
credit card 
numbers of 32,000 
exposed by breach

CCN, SSN, NAA, EMA, DOB

262 2006-04-13 1000 Fifth Third Bank Insider 
compromises 
personal 
information of 
nearly 1,000 
customers

NAA, ACC

263 2006-04-14 1400 University of South 
Carolina

Social Security 
numbers of 1,400 
students released 
by email

SSN

264 2006-04-14 40000 NewTech Imaging
Voluntary 
Employees Benefit 
Association of 
Hawaii

Social Security 
numbers, names, 
and dates of birth 
illegally 
reproduced for 
over 40,000

SSN, NAA

265 2006-04-16 ? Fraser Health 
Authority

Missing computer 
and disk contains 
names, birth 
dates, contact 
information and 
referral reasons for 
thousands

NAA, MED

266 2006-04-20 2600 Monarch Beauty 
Supply

Over 2,600 sales 
receipts with credit 
and debit card 
numbers thrown in 
dumpster

CCN
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267 2006-04-21 38941 University of 
Alaska Fairbanks

Personal 
information of 
38,941 possibly 
stolen by hacker

SSN, NAA

268 2006-04-21 4600 Impac Stolen laptops 
possibly contain 
personal 
information of 
about 4,600

SSN, NAA, MISC

269 2006-04-21 3664 Boeing Co. Social Security 
numbers and 
names of 3,600 on 
stolen laptop

SSN, NAA

270 2006-04-23 197000 Univ. Texas 
McCombs 
Business

Records including 
Social Security 
numbers breached 
for 197,000 people

SSN, NAA

271 2006-04-24 ? University of 
Virginia

Stolen computer 
contains Social 
Security numbers 
and names for 
students

SSN, NAA

272 2006-04-26 2000 Mastercard
Clydesdale Bank - 
Morgan Stanley

U.K. CCN

273 2006-04-26 1351 Purdue University 
Elec. Comp. Eng.

1,351 notified 
following breach 
involving Social 
Security numbers

SSN

274 2006-04-26 39000 Aetna Inc. Stolen laptop 
contains personal 
information on 
about 38,000 
members

SSN, NAA

275 2006-04-27 20000 Iron Mountain
Long Island 
Railroad

Lost tapes include 
Social Security 
numbers for about 
17,000 current and 
former employees

SSN, NAA

276 2006-04-28 14000 U.S. Department 
of Defense

Personal 
information for 
over 14,000 
military employees 
compromised by 
hack

SSN, NAA

277 2006-05-02 137000 Ohio University Records breached 
for 300,000 
people/organization
s including 
137,000 Social 
Security numbers

SSN
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278 2006-05-02 ? State of Georgia Personal 
information found 
on sold state 
government 
computers

SSN, CCN

279 2006-05-04 ? Idaho Power 
Company

Employee names 
and Social 
Security numbers 
among data found 
on drives sold on 
Ebay

SSN, NAA

280 2006-05-05 ? Wells Fargo Missing data 
includes names, 
addresses, Social 
Security numbers 
and mortgage loan 
deposit numbers

SSN, NAA

281 2006-05-11 60000 Ohio University 
Hudson Health 
Center

Names, birth 
dates, Social 
Security numbers 
and medical 
information for 
60,000 people 
accessed

SSN, NAA

282 2006-05-11 2000 Columbus Bank 
and Trust

2,000 accounts 
flagged due to 
stolen credit and 
check card 
information

CCN

283 2006-05-12 48000 Mercantile 
Potomac Bank

Stolen laptop 
contains Social 
Security numbers 
and/or account 
numbers of 48,000 
customers

SSN, ACC

284 2006-05-16 330000 American Institute 
of CPAs

330,000 notified 
about missing hard 
drive containing 
names, addresses, 
and Social 
Security numbers

SSN, NAA

285 2006-05-16 1200 University of 
California Berkeley

Social Security 
numbers and 
names of 1,200 
possibly accessed 
over internet

SSN, NAA

286 2006-05-17 ? PFPC Inc
M & T Bank
Lehman Brothers
Wageworks, Inc

Stolen laptop 
exposes clients tax 
details and 
statements

SSN, NAA
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287 2006-05-18 8000 American Red 
Cross

8,000 people 
notified regarding 
breached names, 
Social Security 
numbers, and 
dates of birth

SSN, NAA

289 2006-05-22 26500000 U.S. Department 
of Veterans Affairs

Names, Social 
Security numbers, 
and dates of birth 
of 26.5 million U.S. 
military veterans 
stolen

SSN, NAA

290 2006-05-23 1076 University of 
Delaware Dept. 
Public Safety

1,076 regarding 
exposure of 
names, Social 
Security numbers, 
and drivers license 
numbers

SSN, NAA

291 2006-05-23 100 Butler Co. Dept.of 
Mental Retardation 
Developmental 
Disabilities

Stolen laptops 
contain personal 
information on 100

SSN

292 2006-05-23 231000 Mortgage Lenders 
Network USA

Stolen files contain 
personal 
information of 
thousands of 
people

SSN, NAA

293 2006-05-24 135000 Sacred Heart 
University

Names, 
addresses, and 
Social Security 
numbers found on 
compromised 
computer

SSN, NAA

294 2006-05-25 13 Security Savings 
Bank

ACC, CCN

295 2006-05-26 1294 California State 
University 
Stanislaus

Social Security 
numbers, names, 
addresses, and 
dates of birth for 
1,294 posted to 
web

SSN, NAA

296 2006-05-30 ? Florida 
International 
University

Thousands of 
names and Social 
Security numbers 
possibly 
compromised by 
hacker

SSN, NAA

298 2006-05-31 34000 VyStar Credit 
Union

Around 34,000 
member accounts 
compromised by 
hack

SSN, NAA
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299 2006-06-01 280000 Ernst & Young
Hotels.com

Names, 
addresses, and 
credit card 
information for 
280,000 on stolen 
laptop

CCN, NAA

300 2006-06-01 851 Miami Ohio 
University

Ohio SSN, NAA

301 2006-06-01 65000 YMCA of Greater 
Providence

Laptop with 65,000 
members' 
information stolen

CCN, NAA, ACC

302 2006-06-01 1300 University of 
Kentucky

Personal 
information, 
including Social 
Security numbers, 
posted online for 
1,300

SSN

303 2006-06-02 ? Electronic Data 
Systems Corp.
Ahold USA, Inc.

Stop & Shop, 
Giant, Tops

SSN, NAA

304 2006-06-03 72000 Buckeye 
Community Health 
Plan

Personal 
information for 
72,000 Medicaid 
recipients on 
stolen laptops

SSN, NAA

305 2006-06-03 17000 Humana Medicare Social Security 
numbers and other 
information for 
17,000 left on 
unsecured hotel 
computer

SSN

306 2006-06-05 291 United States 
Internal Revenue 
Service

Missing laptop 
contains 
fingerprints, 
names, Social 
Security numbers 
of 291 employees 
and applicants

SSN, NAA

307 2006-06-06 4719 University of 
Texas El Paso

Students allegedly 
access 4,719 
student and faculty 
Social Security 
numbers

SSN

308 2006-06-07 287 Colorado Mental 
Health Institute

Stolen files contain 
personal 
information for 287 
employees

SSN, NAA
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309 2006-06-08 5000 University of 
Michigan Credit 
Union

Personal 
information of 
5,000 members on 
unshredded 
missing/stolen 
documents

MISC

310 2006-06-09 70000 Ohio University Private information 
of over 70,000 
breached

SSN

311 2006-06-09 1500 National Nuclear 
Safety 
Administration

Personal records 
of at least 1,500 
government 
employees and 
contractors hacked

MISC

312 2006-06-10 ? Nationwide 
Retirement 
Systems

Social Security 
numbers, dates of 
birth, and names 
on stolen laptops

SSN, NAA

313 2006-06-11 150000 Denver Election 
Commission

Social Security 
numbers, 
addresses, and 
other information 
for 150,000 on lost 
files

SSN, NAA

314 2006-06-12 1924 Fish & Richardson SSN, NAA

315 2006-06-13 4000000 KDDI Japan - telecom 
carrier

NAA, DOB

316 2006-06-13 ? State of Minnesota Missing laptops 
might contain 
Social Security 
numbers and other 
personal 
information on 
local government 
employees

SSN

317 2006-06-13 4000 Hanford Nuclear 
Reservation

4,000 current and 
former workers 
have Social 
Security numbers 
and other 
information 
compromised

SSN

318 2006-06-13 2200 Oregon 
Department of 
Revenue

Social Security 
numbers, names 
and addresses 
possibly revealed 
for 2,200 taxpayers

SSN, NAA
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319 2006-06-14 969000 American 
International 
Group (AIG)
Medical Excess, 
LLC

Social Security 
numbers, names, 
and medical 
records for 
930,000 on stolen 
server

SSN, NAA, DOB

320 2006-06-16 30000 Union Pacific 30,000 names, 
Social Security 
numbers, and birth 
dates on stolen 
personal computer

SSN, NAA

321 2006-06-16 1300 New York State 
Comptrollers Office

SSN, NAA, FIN

322 2006-06-17 240000 Western Illinois 
University

Social Security 
numbers, names, 
addresses for as 
many as 180,000 
compromised by 
hack

SSN, NAA

323 2006-06-17 80 Automatic Data 
Processing (ADP)

Social Security 
numbers and 
income information 
for at least 80 
exposed

SSN, NAA

324 2006-06-18 13000 ING U.S. Financial 
Services

Stolen laptop 
contains Social 
Security numbers 
of 13,000

SSN

325 2006-06-20 2500 Equifax Inc. Stolen company 
laptop with names 
and Social 
Security numbers 
could affect 2,500

SSN, NAA

326 2006-06-20 9800 University of 
Alabama 
Birmingham

Names, Social 
Security numbers 
and medical 
information of 
9,800 on stolen 
computer

SSN, MED

327 2006-06-20 498 New Jersey 
Department of 
Labor and 
Workforce 
Development

Personal 
information of 498 
mailed to wrong 
addresses

SSN, NAA

328 2006-06-21 24000 Cumberland 
County 
Emergency 
Medical Services

SSN, NAA
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329 2006-06-22 26000 United States 
Department of 
Agriculture

Hacker may have 
obtained names 
and Social 
Security numbers 
of 26,000 workers 
and contractors

SSN, NAA

330 2006-06-22 110 Federal Trade 
Commission

Personal and 
financial 
information of 110 
on stolen laptops

SSN, ACC

331 2006-06-22 6500 University of 
Kentucky

Lost flash drive 
contains Social 
Security numbers 
for 6,500

SSN

332 2006-06-23 3000 San Francisco 
State University

Stolen laptop 
contains names 
and Social 
Security numbers 
of about 3,000 
current and former 
students

SSN, NAA

333 2006-06-23 28000 United States Navy Social Security 
numbers and other 
personal data of 
28,000 found on 
public web site

SSN, NAA

334 2006-06-24 619 Catawba County 
Schools

619 students' 
Social Security 
numbers found 
through Google 
search

SSN

335 2006-06-24 228 Social Security 
Administration

Social Security 
numbers and 
personal data of 
228 on stolen 
laptop

SSN, NAA

336 2006-06-26 3500 Australian High 
Tech Crime Centre

Names and bank 
account numbers 
of 3,500 on lost 
"memory stick"

ACC, NAA

337 2006-06-26 ? King County 
Elections

Washington SSN

338 2006-06-27 20 HSBC Holdings plc United Kingdom ACC

339 2006-06-27 1000 Government 
Accountability 
Office

Social Security 
numbers, names, 
and addresses 
pulled from web 
site for "less than 
1,000"

SSN, NAA
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340 2006-06-27 13000 AAAAA Rent-A-
Space

Web based 
payment system 
exposes customer 
names, Social 
Security numbers, 
credit card 
numbers

SSN, CCN

341 2006-06-28 2400 Minnesota 
Department of 
Revenue

Public and private 
tax data missing 
for about 2,400 
individuals and 
48,000 businesses

FIN

342 2006-06-29 27000 Allstate 27,000 notified 
regarding stolen 
computer with 
Social Security 
numbers and 
policy information

SSN, FIN

343 2006-06-29 300000 Nebraska 
Treasurer's Office

Social Security 
numbers and 
names of 300,000 
possibly obtained

SSN, NAA

344 2006-06-29 41000 Nat.Institutes of 
Health Federal 
Credit Union

41,000 members 
contacted about 
possibility of 
identity theft

MISC

345 2006-06-30 16000 U.S. Department 
of Veterans Affairs

16,000 legal case 
records on missing 
backup tape

SSN

346 2006-06-30 5000 Washington 
Regional Medical 
Center

About 5,000 
possibly affected 
by laptop theft

MISC

347 2006-07-01 ? American Red 
Cross

Social Security 
numbers and 
medical 
information on 
stolen laptop

SSN, MED
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348 2006-07-05 61000 Bisys Group Inc.
Atalanta Sosnoff 
Capital, LLC
Rothstein, Kass 
and Company
Galleon 
Management, LP
Sterling Stamos 
Capital 
Management, L.P.
Stone Tower 
Offshore Credit 
Fund, LLC
Farley Capital
Cooper Hill 
Partners, LLC
Spring Mountain 
Capital
BEDF Non-
Taxable Fund
Advantage 
Advisors Family of 
Funds
Seminole 
Management Co. 
Inc.
Spencer Capital 
Management

Personal details of 
about 61,000 
investors in stolen 
truck

SSN, FIN

349 2006-07-06 ? Automatic Data 
Processing (ADP)

Data thief gathers 
information on 
"hundreds of 
thousands" of 
American investors

FIN, NAA

350 2006-07-06 36000 University of 
Tennessee

Social Security 
numbers and 
names of 36,000 
exposed to hacker

SSN, NAA

351 2006-07-07 ? Hattiesburg City 
Hall

Mississippi SSN, NAA

352 2006-07-07 73 National 
Association of 
Securities Dealers

NASD SSN, NAA

353 2006-07-07 100000 United States Navy Social Security 
numbers and other 
personal 
information of 
Navy personnel 
discovered on 
Internet site

SSN
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354 2006-07-07 ? Montana Public 
Health and Human 
Services

Stolen computer, 
unknown if any 
sensitive personal 
information was 
taken

MISC

355 2006-07-13 1500 Moraine Park 
Technical College

Social Security 
numbers, names, 
addresses and 
phone numbers for 
1,500 on missing 
disk

SSN, NAA

356 2006-07-14 280 University of Iowa Personal 
information of 280 
current and former 
students on stolen 
laptop

SSN

357 2006-07-14 ? Hampton Circuit 
Court

Virginia SSN, NAA

358 2006-07-14 17000 Northwestern 
University

Personally 
identifying 
information of 
almost 17,000 on 
breached 
computers

SSN

359 2006-07-16 ? Mississippi 
Secretary of State

Web site reveals 
thousands of 
individuals' Social 
Security numbers

SSN

360 2006-07-18 350 United States 
Department of 
Agriculture

350 Social 
Security numbers, 
names, and 
addresses on 
stolen laptop 
possibly accessed

SSN, NAA

361 2006-07-18 188000 Wells Fargo
UPS
Nelnet Inc.

Tape lost 
containing 
personal 
information

SSN, MISC

362 2006-07-20 ? Oasis UK clothing store CCN, NAA

363 2006-07-21 722000 CS Stars
Special Funds 
Conservation 
Committee

Stolen computer 
contains Social 
Security numbers 
and other 
information on 
about 722,000

SSN, NAA

364 2006-07-21 140 BCTGM Local 192 
Union

SSN
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365 2006-07-24 8400 New York 
Department of 
Homeless Services

Names and Social 
Security numbers 
of 8,400 homeless 
parents in errant 
email attachment

SSN, NAA

366 2006-07-24 8500 Wolters Kluwer Names and Social 
Security numbers 
of 8,500 current 
and former 
employees on 
stolen laptop

SSN, NAA

367 2006-07-25 23000 InstantDX
Georgetown 
University Hospital

Social Security 
numbers, names, 
addresses, and 
dates of birth 
exposed to 
computer 
consultant

SSN, NAA

368 2006-07-25 12000 Deloitte & Touche
Armstrong World 
Industries, Inc.

Stolen laptop 
contains personal 
information of 
12,000 current and 
former employees

SSN, NAA, ACC, FIN

369 2006-07-25 6500 Old Mutual Capital 
Inc

6,500 informed 
that stolen laptop 
contains names, 
addresses, 
account numbers, 
and Social 
Security numbers

SSN, NAA

371 2006-07-26 8000 MD Management About 8,000 
notified about 
personal 
information on 
stolen laptop

FIN

372 2006-07-26 31000 United States Navy Two stolen laptops 
contain personal 
information on 
about 31,000 
recruiters and 
recruits

SSN

373 2006-07-27 160000 Kaiser Permanente 160,000 notified 
that personal 
information is on 
stolen laptop

MISC

374 2006-07-27 ? Los Angeles 
County Dept. 
Community Senior 
Services

MISC
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375 2006-07-27 4800 Los Angeles 
County 
Community 
Development 
Commission

MISC

376 2006-07-27 ? Los Angeles Count 
Adult Protective 
Services

MISC

377 2006-07-28 ? Lancaster General 
Hospital

SSN, NAA

378 2006-07-29 112198 Sentry Insurance
Accenture

Social Security 
numbers and 
names of 72 
people sold over 
Internet, over 
112,000 more 
stolen

SSN, NAA

379 2006-08-01 3020 Cal Poly 3,020 Social 
Security numbers 
on stolen laptop

SSN, NAA

380 2006-08-01 ? U.S. Bank "A very small 
number" of 
customers' names, 
phone numbers, 
and Social 
Security numbers 
stolen from car

SSN, NAA

381 2006-08-01 150 Dollar Tree Hundreds of 
customers report 
money stolen from 
their bank 
accounts due to 
unauthorized ATM 
withdrawals

FIN

382 2006-08-01 2040 Wichita State 
University

Credit card and 
other information 
compromised for 
over 2,000 people

CCN

383 2006-08-02 ? West Virginia Div. 
of Rehabilitiation 
Services

Names, 
addresses, Social 
Security numbers 
and phone 
numbers on stolen 
laptop

SSN, NAA

384 2006-08-02 300 Belhaven College About 300 
employee names 
and Social 
Security numbers 
on stolen laptop

SSN, NAA
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385 2006-08-02 257800 Vassar Brothers 
Medical Center

Social Security 
numbers and 
dates of birth of 
257,800 on stolen 
laptop

SSN, DOB

386 2006-08-04 1500 Toyota Personal 
information for 
about 1,500 
people on stolen 
laptop

SSN, NAA

387 2006-08-04 ? Matrix Bancorp Inc. Customers' 
personal account 
information on 
stolen laptop 
computer

MISC

388 2006-08-04 51000 PSA HealthCare Personal 
information for 
over 51,000 on 
stolen laptop

SSN, NAA

389 2006-08-08 38000 U.S. Department 
of Veterans Affairs
Unisys

Stolen computer 
contains personal 
data on as many 
as 38,000 veterans

SSN, NAA

390 2006-08-08 202000 Virginia Bureau of 
Insurance

Social Security 
numbers may 
have been 
accessible on 
website for six 
weeks

SSN

391 2006-08-08 90 Linens n Things 90 receipts 
containing credit 
card numbers and 
names taken from 
store

CCN, NAA

392 2006-08-09 133000 U.S. Department 
of Transportation

Stolen laptop 
contains personal 
information of 
133,000 Florida 
residents

SSN, NAA

393 2006-08-11 6000 Madrona Medical 
Group

Over 6,000 
patients notified 
about illegal 
download of 
personal 
information

SSN, NAA

394 2006-08-15 630 University of 
Kentucky

SSN

395 2006-08-15 80 University of 
Kentucky 
Department of 
Geography

SSN
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397 2006-08-17 1157 Deloitte & Touche
Williams-Sonoma

Stolen laptop 
contains personal 
information for 
about 1,200

SSN, FIN

398 2006-08-17 7000 HCA Inc. Stolen computers 
contain names and 
Social Security 
numbers of 
employees and 
physicians

SSN, NAA

399 2006-08-18 9468 California 
Department of 
Mental Health

Missing tape 
contains names, 
addresses, and 
Social Security 
numbers of 9,468

SSN, NAA

400 2006-08-22 612 Aflac Names, 
addresses, Social 
Security numbers, 
and birth dates of 
612 on stolen 
laptop

SSN, NAA

401 2006-08-22 1600 Beaverton School 
District

Oregon SSN, NAA

402 2006-08-22 28473 Troy Beaumont 
Hospital

Social Security 
numbers and 
insurance 
information on 
28,400 Home Care 
patients on stolen 
laptop

SSN, MED

403 2006-08-23 21000 Affiliated 
Computer 
Services (ACS)
United States 
Department of 
Education

"Limited number" 
of 6.4 million 
borrowers have 
information 
exposed on web

SSN, NAA

404 2006-08-25 193 Federal Motor 
Carrier Safety 
Administration

Stolen laptop 
"might contain" 
personal 
information on 193 
people

NAA, DOB

405 2006-08-25 1700 Dominion 
Resources

Two stolen laptops 
contain personal 
employee 
information

SSN, NAA

406 2006-08-25 ? Sovereign Bank Three stolen 
laptops may 
contain customers' 
personal data

MISC
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407 2006-08-25 5000 Verizon Wireless Names and cell 
phone information 
for over 5,000 
leaked on 
spreadsheet

NAA

408 2006-08-26 2000 PortTix Credit card 
information for 
about 2,000 
accessed through 
hacked web site

CCN

409 2006-08-26 6000 University of South 
Carolina

Intruder could 
have accessed 
names, Social 
Security numbers, 
and dates of birth 
of about 6,000

SSN, NAA

410 2006-08-27 1500 New Mexico 
Administrative 
Office of the Courts

Names, Social 
Security numbers 
and addresses of 
1,500 employees 
posted on state 
FTP server

SSN, NAA

411 2006-08-29 19000 AT&T Hackers access 
credit card 
information for 
"fewer than 19,000"

CCN

412 2006-08-29 8000 Compass Health Stolen laptop 
contains personal 
data including 
Social Secutity 
numbers

SSN

413 2006-08-29 43 United States 
Department of 
Education

Two stolen laptops 
may contain 
personal 
information of 43 
people

SSN

414 2006-08-29 73 Valley Baptist 
Medical Center

73 possibly 
exposed by web 
site with names, 
Social Security 
numbers, and 
dates of birth

SSN, NAA

415 2006-08-31 ? LabCorp Names and Social 
Security numbers 
on stolen medical 
lab computer

SSN, NAA

416 2006-08-31 ? Dominos Pizza "Thousands" of 
credit card 
numbers, names, 
and expiry dates 
found on slips in 
dumpster

CCN, NAA
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417 2006-09-01 2100 Virginia 
Commonwealth 
University

Names, Social 
Security numbers, 
and email 
addresses of 
2,100 exposed 
online

SSN, NAA

418 2006-09-01 38443 Nationwide 
Retirement 
Solutions
City of Chicago

38,443 names, 
addresses, Social 
Security numbers, 
and dates of birth 
on stolen laptop

SSN, NAA

421 2006-09-07 2600000 Chase Card 
Services
Circuit City

Tapes with 
information on 
over 2.5 million 
Circuit City 
cardholders 
thrown in trash

SSN

422 2006-09-07 100 Florida National 
Guard

Social Security 
numbers of up to 
100 soldiers on 
stolen laptop

SSN

423 2006-09-08 900 BMO Financial 
Group (Bank of 
Montreal)

Stolen laptop 
contains personal 
data for about 900 
clients

MISC

424 2006-09-08 648420 Linden Lab . 
Second Life

Names, address, 
and payment 
information of 
almost 650,000 on 
hacked server

NAA, FIN

425 2006-09-08 13084 University of 
Minnesota

Personal 
information of 
13,084, including 
603 Social 
Security numbers, 
on stolen 
computers

SSN, NAA

426 2006-09-08 1130 Cleveland Clinic Florida SSN, MED

427 2006-09-11 ? Telesource Social Security 
numbers and other 
personal 
information found 
in dumpster

SSN, NAA

428 2006-09-12 100 City of Paris 
Kentucky

Lost thumb drive 
might contain 
Social Security 
numbers and 
names of about 
100

SSN, NAA

429 2006-09-13 2000 American Family 
Insurance Group

SSN
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430 2006-09-14 3235 Nikon Inc. 3,235 credit card 
numbers, names 
and addresses 
published on web 
site

CCN, NAA

431 2006-09-14 16500 Illinois Department 
of Corrections

Social Security 
numbers, names, 
and salaries of 
"many" employees 
found outside 
company grounds

SSN, NAA

432 2006-09-15 295 Mercy Medical 
Center Merced

Memory card 
contains 295 
names, Social 
Security numbers, 
birthdates and 
medical record 
numbers

SSN, NAA

433 2006-09-15 64000 University of 
Texas at San 
Antonio

64,000 notified 
about 
compromised 
Social Security 
numbers, names 
and addresses

SSN, NAA

434 2006-09-15 25000 Berks County 
Pennsylvania

Names, 
addresses, Social 
Security numbers 
and other 
information of 
some of 25,000 
gun-permit holders 
on web

SSN, NAA

435 2006-09-15 ? Scotland Post 
Office Royal Bank 
of Scotland

Customers' bank 
details, National 
Insurance 
numbers, passport 
numbers and other 
personal 
information in a bin

SSN, ACC

436 2006-09-16 500 Morris Davis Chan
Howard Rice

Social Security 
numbers and 
names of 500 on 
stolen laptop

SSN, NAA

437 2006-09-16 4000 Michigan 
Department of 
Community Health

Lost flash drive 
contains 4,000 
Social Security 
numbers and other 
personal 
information

SSN, NAA
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438 2006-09-17 21000 Direct Loan Over 21,000 
borrowers' Social 
Security numbers 
possibly exposed 
online

SSN

439 2006-09-17 ? Whistle Junction Orlando, Florida SSN

440 2006-09-18 100 DePaul Medical 
Center

Norfolk, Virginia MISC

441 2006-09-19 9240 Life Is Good Credit card 
numbers of 9,240 
on hacked server

CCN

442 2006-09-20 2093 Berry College Social Security 
numbers and 
names of 2,093 
"misplaced"

SSN, NAA

443 2006-09-20 8800 City of Savannah Over 8,800 names 
and some Social 
Security numbers 
possibly 
compromised

SSN, NAA

444 2006-09-21 2500 Pima County 
Health Department

Arizona NAA, DOB

445 2006-09-22 1372 University of 
Colorado at 
Boulder

1,372 students 
and former 
students have 
Social Security 
numbers and 
names on missing 
computers

SSN, NAA

446 2006-09-22 2482 Purdue University 2,482 hacked 
records include 
Social Security 
numbers, names, 
and email 
addresses

SSN, NAA

447 2006-09-23 70 Allstate Canada 
Inc.

Personal 
information for 60 
to 70 customers 
stolen from car

MISC

448 2006-09-23 4150 Erlanger Hospital Tennessee SSN, NAA

449 2006-09-24 9000 Nagasaki 
University Hospital 
of Medicine and 
Dentistry

Stolen computers 
contain names and 
medical 
information of 
about 9,000

NAA, MED

450 2006-09-25 50427 General Electric Stolen laptop 
contains names 
and Social 
Security numbers 
for about 50,000

SSN, NAA
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451 2006-09-27 ? America Online Six arrested in 
AOL harvesting 
scheme involving 
thousands.  Bank 
account, credit 
card, other 
personal info 
vulnerable

CCN, ACC

452 2006-09-28 16000 North Carolina 
Department of 
Motor Vehicles

Computer stolen 
from contains 
personal 
information on 
16,000 motorists

SSN, NAA

453 2006-09-29 146000 Bluegrass Mailing
State of Kentucky

146,000 notified 
about exposed 
Social Security 
numbers in mail 
envelope windows

SSN, NAA

454 2006-09-29 14500 University of Iowa Computer 
containing Social 
Security numbers 
of 14,500 research 
subjects hacked

SSN

455 2006-10-02 6939 Seattle-Tacoma 
International Airport

Almost 7,000 
names and Social 
Security numbers 
on lost disks

SSN, NAA

456 2006-10-03 1200 Cumberland 
County 
Pennsylvania

Cumberland 
County discovers 
employee Social 
Security numbers 
on county website

SSN

457 2006-10-05 75 Statistics Canada Cabinet filled with 
census files sold at 
auction

NAA, FIN

458 2006-10-05 ? Capistrano Unified 
School District

Stolen computers 
"likely" list names 
and Social 
Security numbers 
for employees

SSN, NAA

459 2006-10-06 400 Cleveland Air 
Route Traffic 
Control Center

Names and Social 
Security numbers 
of at least 400 on 
missing hard drive

SSN, NAA

460 2006-10-06 2400 Camp Pendleton 
Marine Corps Base

Personal info on 
2,400 residents on 
lost laptop 
computer

MISC

461 2006-10-09 ? Troy Athens High 
School

Michigan SSN, NAA
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462 2006-10-11 4624 Florida 
Department of 
Labor

Names and Social 
Security numbers 
of 4,624 posted to 
internet

SSN, NAA

463 2006-10-11 184 Adams State 
College

Report listing 184 
high school 
students on stolen 
laptop

MISC

464 2006-10-12 70000 Brock University Personal 
information for 
70,000 on hacked 
computer includes 
some credit card 
and account 
information

NAA, DOB

466 2006-10-13 ? Ohio Ethics 
Commission

Hundreds of 
documents 
containing Social 
Security numbers 
and financial 
statements found 
in alley

SSN, FIN

467 2006-10-17 200 City of Visalia 
California

Discarded city 
records containing 
Social Security 
numbers may 
affect about 200

SSN

468 2006-10-18 ? Germanton 
Elementary School

North Carolina SSN

469 2006-10-13 45000 T-Mobile Lost laptop may 
contain Social 
Security numbers, 
names, and 
addresses of 
about 45,000

SSN, NAA

470 2006-10-20 33000 Allina Hospitals 
and Clinics

Personal 
information 
including names 
and Social 
Security numbers 
for over 14,000 
households on 
stolen laptop

SSN, NAA

471 2006-10-23 260000 Advanced 
Receivable 
Strategy
Sisters of St. 
Francis Health 
Services, Inc.

Patients' names 
and or Social 
Security number 
on lost compact 
disc

SSN, NAA
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472 2006-10-24 780000 Chicago Board of 
Election

Social Security 
and birth date 
information from 
more than 780,000 
registered voters 
on vulnerable web 
site

SSN, DOB

473 2006-10-25 1100 Swedish Medical 
Center

1,100 Social 
Security numbers, 
names, and 
birthdates at risk 
from insider fraud

SSN, NAA

474 2006-10-25 900 Department of 
Homeland Security

Thumbdrive 
containing 
personal 
information on 
current and past 
employees has 
been lost 

MISC

475 2006-10-26 ? Ontario Science 
Centre

Stolen laptop 
contains members' 
personal 
information

CCN, NAA

476 2006-10-26 1400000 Affiliated 
Computer 
Services (ACS)
Colorado 
Department of 
Human Services

Stolen computer 
contains client 
personal 
information

SSN

477 2006-10-26 242000 Akron Children's 
Hospital

Akron, Ohio SSN, MED

478 2006-10-26 ? LexisNexis
Tuscarawas 
County Ohio

Potentially 
hundreds or 
thousands of 
Social Security 
numbers of voters 
on LexisNexis

SSN, NAA

479 2006-10-27 30285 Gymboree Social Security 
numbers and 
names of 30,285 
potentially on 
stolen laptops

SSN, NAA

480 2006-10-28 ? Hancock Askew & 
Co. LLP
Indus International

Stolen laptop 
contains employee 
401(k) information

FIN

481 2006-11-01 4600 U.S. Army Cadet 
Command

Stolen laptop 
contains Social 
Security numbers, 
addresses, 
birthdates and 
more for about 
4,600

SSN, NAA
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482 2006-11-02 1600 Manhattan 
Veterans Affairs 
Medical Center

Hundreds of 
veterans' names 
and Social 
Security numbers 
on stolen computer

SSN, NAA

483 2006-11-02 1400 Muskogee 
Veterans Affairs 
Hospital

Over 1,400 Social 
Security numbers 
and names on lost 
computer disks

SSN, NAA

484 2006-11-02 ? Greater Media Inc. SSN

485 2006-11-02 2200 Hilb Rogal & Hobbs
Villanova University

Names, birth dates 
and driver's 
license numbers of 
2,200 on stolen 
laptop

NAA, DOB

486 2006-11-03 632 University of 
Virginia

632 students 
receive email with 
others' Social 
Security numbers

SSN, NAA

487 2006-11-03 1000 West Shore Bank About 1,000 debit 
card holders 
notified about 
compromise

CCN

488 2006-11-03 60000 Starbucks Social Security 
numbers and 
names of about 
60,000 on stolen 
laptops

SSN, NAA

489 2006-11-03 6244 Intermountain 
Healthcare

Recovered hard 
drive contains 
Social Security 
numbers and 
names on 6,244

SSN, NAA

490 2006-11-03 ? Wesco Unknown number 
affected by credit 
card transaction 
fraud

CCN

491 2006-11-06 200 Bowling Green 
Ohio Police 
Department

SSN, NAA

492 2006-11-07 5800 City of Lubbock 
Texas

Social Security 
numbers for about 
5,800 exposed on 
web

SSN

493 2006-11-09 1000 Calgary Health 
Region

Contact 
information and 
medical 
information for 
about 1,000 
children on stolen 
laptop

NAA, MED
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494 2006-11-10 1000 KSL Services Inc.
Los Alamos 
National Laboratory

Personal 
information of 
about 1,000 on 
lost compact disc

MISC

495 2006-11-10 440 ARCO At least 440 have 
bank accounts 
compromised 
through gas 
station pumps

CCN

496 2006-11-11 44309 Hertz Global 
Holdings Inc.

Social Security 
numbers and 
names discovered 
on former 
employee's home 
computer

SSN, NAA

497 2006-11-14 22500 Connors State 
College

Social Security 
numbers and data 
for at least 22,500 
on stolen laptop

SSN

498 2006-11-15 762 Boeing Co. Social Security 
numbers and 
names of 762 
employees on 
stolen laptop

SSN, NAA

499 2006-11-17 143 Jefferson College 
of Health Sciences

143 students have 
names and Social 
Security numbers 
inadvertently 
released by email

SSN, NAA

500 2006-11-20 ? New York City 
Administration for 
Childrens Services

More than 200 
case files filled 
with confidential 
information 
dumped on street 
corner

NAA, DOB

501 2006-11-21 15000 LogicaCMG
Scotland Yard

Bank account 
information for 
over 15,000 
policemen on 
stolen laptop

SSN, FIN

502 2006-11-25 7500 Indiana 
Department of 
Health

Stolen computers 
may contain 
women's Social 
Security numbers, 
names, and 
medical information

SSN, NAA

503 2006-11-27 1740 All Printing & 
Graphics Inc.
Chicago Public 
Schools

Social Security 
numbers, names, 
and addresses of 
1,740 accidentally 
sent in mailing

SSN, NAA
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504 2006-11-27 100000 Greenville South 
Carolina County 
School District

South Carolina SSN, DOB

505 2006-11-27 39000 Johnston County 
North Carolina

North Carolina SSN, NAA

506 2006-11-28 38000 Kaiser 
Permanente 
Colorado

Stolen laptop 
contains names, 
dates of birth, 
physician/provider 
data on 38,000

MED, NAA

507 2006-11-29 2882 California State 
University Los 
Angeles

Social Security 
numbers and 
names of 2,882 on 
stolen USB drive

SSN, NAA

508 2006-11-30 11384 Pennsylvania 
Department of 
Transportation

Personal 
information for 
over 11,400 on 
stolen computers

SSN, NAA

509 2006-11-30 1700 TransUnion Credit 
Bureau

Scam companies 
gain access to 
more than 1,700 
people's credit 
information

SSN, FIN

510 2006-12-03 ? City of Grand 
Prairie Texas

City of Grand 
Prairie Texas 
posted business 
owner personal 
information to web 
site

SSN, NAA

511 2006-12-05 21000 Nassau 
Community College

List with Social 
Security numbers 
and names of 
21,000 students 
apparently stolen

SSN, NAA

512 2006-12-05 1000 West Virginia Air 
National Guard

SSN, NAA

513 2006-12-06 1800 Premier Bank Book stolen from 
vehicle contains 
about 1,800 
names and 
account numbers

ACC, NAA

514 2006-12-08 ? Segal Group
State of Vermont

Social Security 
numbers of health 
care providers 
posted to internet

SSN, NAA

515 2006-12-09 561 Virginia 
Commonwealth 
University

561 students' 
names, Social 
Security numbers 
and addresses 
leaked by email

SSN, NAA

http://datalossdb.org/incidents/504
http://datalossdb.org/incidents/505
http://datalossdb.org/incidents/506
http://datalossdb.org/incidents/507
http://datalossdb.org/incidents/508
http://datalossdb.org/incidents/509
http://datalossdb.org/incidents/510
http://datalossdb.org/incidents/511
http://datalossdb.org/incidents/512
http://datalossdb.org/incidents/513
http://datalossdb.org/incidents/514
http://datalossdb.org/incidents/515


Incidents

Copyright 2005 - 2010, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

516 2006-12-11 30000 Independent Living 
Funds

Thousands of 
names, national 
insurance 
numbers, bank 
details on stolen 
backup tape

FIN, NAA

517 2006-12-12 800000 UCLA Breached 
database contains 
personal 
information on 
about 800,000

SSN, NAA

518 2006-12-12 396279 Aetna Inc.
Humana Medicare
Concentra 
Preferred Systems
Group Health 
Insurance Inc.
Nationwide
WellPoint
Anthem Blue 
Cross Blue Shield
Mutual of Omaha 
Insurance 
Company

Medical claim 
records for 
200,279 in stolen 
lockbox containing 
computer backup 
tapes

SSN, MED

519 2006-12-12 35000 University of 
Texas at Dallas

Social Security 
numbers and other 
personal 
information of 
35,000 exposed by 
hack

SSN, NAA

520 2006-12-13 382000 Boeing Co. Social Security 
numbers and other 
personal 
information of 
382,000 
employees on 
stolen laptop

SSN, NAA, DOB

521 2006-12-14 64030 Electronic Registry 
Systems
Geisinger Health 
Systems
Williamson 
Medical Center
Emory University
Grady Memorial 
Hospital

Over 64,000 
notified about 
medical records on 
stolen computer

SSN, MED

522 2006-12-14 ? Durham (N.C.) 
Public Schools

N.C. SSN
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523 2006-12-14 600 St. Vrain Valley 
School District

Papers containing 
personal 
information of as 
many as 600 
students stolen

MED, NAA

524 2006-12-15 17500 University of 
Colorado at 
Boulder

Social Security 
numbers and 
names exposed 
for about 17,500

SSN, NAA

525 2006-12-16 125 City of Wickliffe 
Ohio

Computer intrusion 
exposes Social 
Security numbers 
for 125

SSN, NAA

526 2006-12-16 3000 North Bay 
Regional Center

Personal data 
might have been 
compromised for 
over 3,000 clients

MISC

527 2006-12-19 2400 Mississippi State 
University

Social Security 
numbers and other 
information for 
about 2,400 
exposed on web

SSN, NAA

528 2006-12-20 15000 Lakeland Library 
Cooperative

Personal 
information of 
more than 15,000 
patrons available 
on web site

NAA, EMA

529 2006-12-20 87 Big Foot High 
School (WI)

Wisconsin SSN, DOB

530 2006-12-20 117 SFX Baseball Inc. 117, including 90 
Major League 
Baseball players' 
information found 
in dumpster

SSN, NAA

531 2006-12-21 2500 Santa Clara 
County (CA)

California SSN, NAA

532 2006-12-22 700 United States 
State Department

Social Security 
numbers and 
personal 
information 
contained in 700 
passport 
applications 
missing

SSN, NAA
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533 2006-12-22 ? Bank of America Social Security 
numbers and 
personal 
information on 
undisclosed 
number of 
customers stolen 
by former 
contractor

SSN, NAA

534 2006-12-22 15000 Utah Valley State 
College

Social Security 
numbers and 
personal 
information on 
thousands of 
students and 
faculty appear on 
Yahoo

SSN, NAA

535 2006-12-27 128 Deaconess 
Hospital

Social Security 
numbers for 128 
patients on stolen 
or missing laptop

SSN

536 2006-12-27 259 Montana State 
University

Social Security 
numbers for 259 
students mailed to 
other students

SSN, NAA

537 2006-12-29 171000 Ripon Community 
Printers
Wisconsin 
Department of 
Revenue

Social Security 
numbers for 
170,000 taxpayers 
exposed on 
mailing labels

SSN, NAA

1112 2006-06-12 2250 Barnard College Computer 
containing SSNs 
compromised over 
the network

SSN, NAA

1123 2006-10-31 90 Community 
National Bank

Two laptops 
containing client 
data stolen from 
parked car

SSN, NAA, ACC

1232 2006-04-21 ? New York Life 
Insurance Co

Laptop stolen from 
car contained 
customer records 
containing names, 
addresses and 
SSN

SSN, NAA, ACC

1233 2006-10-05 988 Homecomings 
Financial Network 
Inc

988 loan 
applications 
names, address 
and SSN exposed 
on web

SSN, NAA
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1235 2006-03-30 ? Snyder, Cohn, 
Collyer, Hamilton 
& Associates PC
Murry's Inc
US Protect 
Corporation

Unknown number 
of employee 
records containing 
names, SSN and 
DOB lost on stolen 
computer

SSN, ACC, DOB

1237 2006-03-03 ? Payday OK LLC Personal customer 
names, address, 
SSN and account 
information 
exposed in 
website hack.

SSN, NAA, ACC

1238 2006-12-21 2757 Goal Financial, 
LLC

Hard drives 
contain personal 
information of 
2757 New York 
residents

SSN

1239 2006-10-27 ? New York State 
Comptrollers Office

Misconfigured 
server allowed a 
user to see 6 
SSNs and other 
info which should 
not have been 
accessible

SSN, NAA

1240 2006-08-14 ? Prudential 
Financial

Package 
containing Social 
Security Numbers 
and other personal 
information lost

SSN, NAA, FIN

1243 2006-02-20 17 Capital Computer 
Associates, Inc.
Spencerport 
School District

The Social 
Security numbers 
of 17 customer-
employees posted 
on website with 
authentication 
requirements

SSN

1245 2006-09-09 ? Discover Bank Laptop stolen 
containing Social 
Security numbers 
and bank account 
information of 
bank customers.

SSN, FIN

1248 2006-10-02 ? Citigroup Laptop missing 
from luggage 
contains social 
security numbers, 
names, addresses

SSN, NAA
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1254 2006-09-18 ? Olean Area 
Federal Credit 
Union

Intrusion 
compromises the 
bank accounts of 
customers, some 
accounts 
fraudulently used

NAA, ACC, FIN

1255 2006-09-09 923 Action Capital 
Mortgage 
Services, Inc.

Office burglarized, 
database stolen 
containing 
unspecified 
personal 
information

SSN

1256 2006-06-06 6028 ARAMARK 
Corporation

Laptop stolen from 
regional office 
containing 
personal 
information

MISC

1257 2006-06-19 ? Countrywide 
Home Loans

Username/passwor
d compromise 
allowed an 
attacker to 
authenticate to a 
system and gain 
access to accounts

FIN

1282 2006-12-21 ? City University of 
New York

Names and Social 
Security numbers 
inadvertently 
transmitted by 
email

SSN, NAA

1298 2006-05-01 518 CBCInnovis, Inc.
Great Florida Bank

Unspecified 
breach exposes 
names, addresses, 
soecial security 
numbers, account 
numbers, and 
credit report data 
of consumers

SSN, NAA, ACC, FIN

1299 2006-10-18 24 Blue Cross Blue 
Shield NC
Pittsboro Ford
Friendly Ford

Social Security 
numbers of current 
and former 
employees 
disclosed 
improperly

SSN

1307 2006-10-11 55 DirecTV 55 Social Security 
numbers on laptop 
stolen from third 
party auditor's 
home

SSN, NAA

1308 2006-10-24 ? Bethpage Federal 
Credit Union

Courier delilvers 
torn envelope 
missing credit card 
reports

CCN, NAA, FIN
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1309 2006-09-05 ? TLM Partners LP Backup takes 
containing names, 
addresses and 
SSN stolen from 
car

SSN, NAA

1310 2006-01-11 391 TicketWeb Names, 
addresses, and 
credit card 
information of 391 
potentially 
exposed on web

CCN, NAA

1314 2006-11-29 ? Computershare 
Shareholder 
Services Inc
Republic Bank 
Limited

Letters expose 
SSN through 
envelope window

SSN

1316 2006-06-21 ? USAA Investment 
Management

Customers names 
and account 
numbers were 
exposed on 
website due to 
programming error

NAA, ACC

1318 2006-03-30 ? New York State 
Department of 
Taxation and 
Finance

Taxpayers 
information was 
exposed to 
another individual

SSN, NAA

1319 2006-04-20 ? Bear Stearns & Co 
Inc

System error 
causes customer 
name, address, 
account number 
and SSN to be 
exposed

SSN, NAA, ACC

1321 2006-07-20 ? Catalina Marketing 
Corporation

Stolen disk 
contained 
employee names, 
addresses, and 
SSN 

SSN, NAA

1324 2006-09-07 ? Liberty Mutual 
Insurance Co

Unencrypted 
laptop stolen from 
car exposes 
customers names, 
addresses and 
SSN

SSN, NAA

1326 2006-03-23 ? Independent 
Health Corp

Unknown security 
incident exposes 
customers health 
card information 

MED

1330 2006-08-08 ? Chautauqua 
County Dept of 
Social Services

Documents stolen 
from car contained 
medicaid 
information

MED
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1331 2006-05-02 ? Countrywide 
Home Loans

Former employee 
orders customer 
credit reports for 
third party

CCN, SSN, NAA

1332 2006-10-23 ? Countrywide 
Home Loans

Unauthorized 
access to 
customer account 
exposing details

SSN, NAA, ACC

1333 2006-03-27 ? Long Island 
University Brooklyn

Email exposes 
students personal 
information 
including their SSN

SSN

1336 2006-05-05 ? New York State 
Department of 
Taxation and 
Finance

Missing laptop 
reported missing 
containing names, 
addresses, SSN of 
business owners

SSN, NAA

1337 2006-11-20 ? Yates County 
Public Health

Stolen laptop 
containing health 
application data, 
including names, 
address, SSN and 
bank account 
details

SSN, NAA, MED, ACC

1338 2006-11-15 300000 LookTours LLC Stolen computers 
exposes customer 
details of 300,000

CCN

1339 2006-03-24 ? New York State 
Liquor Authority

Website error 
releases SSN of 
license applicants

SSN, NAA

1346 2006-01-13 3930 Suffolk County 
Community College

Spreadsheet 
containing 
sensitive 
employee 
information 
exposed on public 
website

SSN, NAA, DOB, FIN

1350 2006-07-14 ? Aetna Inc. Former employee 
steals customer 
financial details

FIN

1351 2006-10-03 ? Western Union Laptop lost during 
shipping contained 
names, addresses 
and SSN

SSN, NAA

1352 2006-10-03 ? USAA Federal 
Savings Bank

Employee faxes 
personal customer 
information to 
wrong person

SSN, NAA, ACC
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1353 2006-04-13 ? Visiting Nurse 
Service of New 
York

Three tablet 
laptops stolen 
contained 
unencrypted 
patient information

SSN, NAA, MED

1354 2006-01-12 ? Williams-Sonoma Stolen laptop 
exposes names 
and SSN former 
and current 
employees

SSN, NAA

1355 2006-05-12 ? Annibell Mortgage 
Inc

Computers stolen 
from office 
contained clients 
personal 
information 

NAA

1356 2006-06-05 34863 Kingsbrook Jewish 
Medical Center

Stolen computer 
contained patient 
names, addresses 
and SSN

SSN, NAA, MED

1357 2006-03-07 ? Audiolink LLC Website hacked 
exposes 
customers names, 
addresses and 
credit card 
numbers

CCN, NAA

1358 2006-06-30 ? USAA Federal 
Savings Bank

Employee 
accidentially 
emails customer 
account details to 
a third party 
institution

CCN, NAA, ACC

1360 2006-06-27 ? Empire Beauty 
School Inc

Employees stolen 
documents with 
students names, 
addresses and 
SSN

SSN, NAA

1361 2006-05-22 ? USAA Federal 
Savings Bank

Bank error 
exposes customer 
account details to 
an unauthorized 
person

SSN, NAA, ACC, FIN

1362 2006-09-22 ? Pioneer Savings 
Bank

Customer bank 
account details 
exposed due to 
service provider

NAA, ACC, FIN

1363 2006-04-21 ? Syracuse 
University

Unknown breach 
of personal data 
exposed at 
university library

SSN, NAA
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1364 2006-09-07 ? Mystic Stamp 
Company Inc

SQL injection hack 
exposes names, 
addresses and 
CCN 

CCN, NAA

1365 2006-11-07 768 Lehman College Website exposed 
student list of 
names, addresses 
and SSN 

SSN, NAA

1366 2006-07-24 31 Heritage Centers Briefcase containg 
patient documents 
stolen from 
employees car

SSN, NAA, MED, DOB

1367 2006-08-23 4 Nelnet Inc. Employee 
accidentially faxes 
student list 
containing names, 
SSN to incorrect 
person

SSN, NAA

1368 2006-10-29 ? New York 
University

Lost back up 
media contained 
names, addresses, 
SSN, and debit 
and credit card 
numbers

CCN, SSN, NAA

1369 2006-08-09 ? Hunter College of 
the City University 
of New York

Stolen computer 
from Thomas Hall 
Writing Center 
contained students 
names and Social 
Security numbers

SSN, NAA

1407 2006-01-25 ? Visa Services 
Northwest

Documents with 
names, SSN, 
credit card 
numbers and 
signatures thrown 
in dumpster

CCN, SSN, NAA

1460 2006-11-10 ? NYS Higher 
Education Sevices 
Inc

Paper records 
damaged during 
transport by UPS 
may have been 
disposed in trash

SSN, NAA

1474 2006-12-21 3396 Wake County 
Public School 
System

Flash drive 
containing name 
and social security 
number of all staff 
misplaced for 2 
days

SSN, NAA
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1475 2006-12-13 255 Velocita Wireless
Sprint Nextel

Stolen laptop 
containing 
personal 
information 
including name, 
date of birth, social 
security number

SSN, NAA, DOB

1489 2006-12-16 14 Seton Health 
System

Stolen Laptop 
containing 
personal 
information name, 
date of birth, social 
security number, 
date of birth, 
telephone number, 
insurance details 
and medical 
record information 
of patients

SSN, NAA, MISC, MED, DOB, FIN

1490 2006-08-15 ? New Century 
Mortgage 
Corporation

Former employee 
granted access to 
customer names, 
addresses, Social 
Security numbers 
to unknown third 
parties

SSN, NAA, FIN

1491 2006-04-26 ? Pershing, LLC Personal 
information of 
clients made 
available to other 
client by mistake 
during account 
conversion

SSN, NAA

1497 2006-02-16 ? The Princeton 
Review

Unauthorized 
person hacked the 
user name and 
password of some 
account holders 
and accessed 
information of 
name, address, 
email id, social 
security number

SSN, NAA, EMA, MISC, DOB

1499 2006-09-14 ? Greenpoint 
Mortgage Funding, 
Inc.

Stolen computer 
disk containing 
personal 
information of 
clients including 
name, address 
and social security 
number

SSN, NAA, MISC

http://datalossdb.org/incidents/1475
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1502 2006-02-14 ? Valley National 
Bank

Unauthorized 
access of personal 
information at third 
party merchant 
about customer's 
name and card 
number

CCN, NAA

1506 2006-12-01 300 TD Ameritrade Names, 
addresses, dates 
of birth, and 
possibly Social 
Security numbers 
of about 300 on 
stolen laptop

SSN, NAA, DOB

1513 2006-10-02 44 Jefferson County 
Department of 
Social Services

Personal 
information of 
individuals 
including name 
and social security 
number exposed 
by mistake

SSN, NAA

1514 2006-10-20 96 Blue Cross Blue 
Shield of Western 
New York
Highmark, Inc.
Administrative 
Services of Kansas

Stolen laptop 
containing 
personal 
information of 
potential members

SSN, NAA

1515 2006-10-06 ? Fidelity 
Investments

Email containing 
personal 
information about 
name, social 
security number 
and job role 
information sent to 
unauthorised 
person by mistake

SSN, NAA

1529 2006-10-06 ? Starcite Inc. Stolen laptop 
cotaining personal 
information about 
name, address, 
date of birth, social 
security number, 
date of hire, 
occupation, salary 
and medical 
coverage details

SSN, NAA, MISC, ACC, DOB

1531 2006-10-23 311 The Mount Sinai 
Medical Center

Stolen flash drive 
containing name, 
SSN, childs name, 
child's date of birth 
and date of visit

SSN, NAA, MISC

http://datalossdb.org/incidents/1502
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1536 2006-09-18 ? Cochlear Americas Names, 
addresses, and 
credit card 
information 
possibly accessed 
by hacker

CCN, NAA, EMA

1538 2006-01-01 11728 Abanco / Lodi Beer Lodi Beer lost 
11728 records due 
to a 'breach' of 
their PoS system

CCN

1541 2006-08-10 68128 Bay View 
Acceptance 
Corporation

Data storage disk 
containing 
personal 
information on 
customer data 
misplaced

SSN, NAA

1545 2006-10-13 720 Atlantis Plastic, Inc. Stolen laptop 
containing 
personal 
information about 
name, date of 
birth, social 
security number, 
address and 
401(K) account 
balance 
information 

SSN, NAA, MISC, ACC, DOB

1553 2006-06-08 ? New York Life 
Insurance Co

Stolen laptop 
containing 
personal 
information about 
name, social 
security number 
and policy number 
of customers

SSN, NAA

1556 2006-06-06 16 Empire State 
College

Unauthorised 
access to personal 
information via 
intruder installed 
key-logger

SSN, NAA

1558 2006-07-24 ? Experian
PrimeWest Finance

Unauthorized third 
party client found 
with access to 
sensitive 
information, 
including social 
security numbers

SSN, NAA, NAA

http://datalossdb.org/incidents/1536
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1563 2006-11-20 228 Haywood 
Mortgage 
Associates, Inc.

Personal 
information 
accessed by ex-
employee via 
computer via USB 
drive

SSN, NAA, ACC, DOB, FIN

1572 2006-09-29 306 Nationwide 
Agribusiness

Laptop containing 
personal 
information about 
name, address 
and social security 
number stolen 
from employee 
residence

SSN, NAA

1573 2006-11-20 ? Experian
Bank of Jena

Unauthorized 
access to personal 
information via 
third party 
association

SSN, NAA, ACC, DOB

1574 2006-08-14 2 Nelnet Inc. Personal 
information of 
client sent to 
another client by 
mistake

SSN, NAA, EMA, ACC

1575 2006-07-28 3957 Merlin Information 
Services

Login information 
of client 
compromised and 
unauthorized 
person accessed 
name and social 
security number

SSN, NAA

1578 2006-09-15 1132 Columbia 
University

Unauthorized 
person accessed 
personal 
information of 
columbia 
university 
employees

SSN, NAA, EMA, MISC, ACC

1580 2006-08-03 ? Fiduciary Trust 
Company 
International

Stolen laptop 
containing name, 
social security 
number, tax 
identification 
number of 
customers

SSN, NAA, ACC

1582 2006-12-15 445 City University of 
New York

Stolen computers 
containing 
personal 
information about 
name, address, 
social security 
number and DOB

SSN, NAA, DOB
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1584 2006-12-01 ? First Banks Inc. Stolen laptop 
containing 
personal 
information of 
customers 
including name, 
address and social 
security numbers

SSN, NAA, FIN, FIN

1585 2006-08-10 1597 Weyerhauser 
Company 

Book containing 
payroll data was 
stolen

NAA, ACC, FIN

1593 2006-10-27 ? LexisNexis Package 
containing laptop 
lost in transit

SSN, NAA, MISC, DOB

1595 2006-11-20 ? Ford Models, Inc. Unauthorised 
access to 
corporate and 
customers credit 
cards by former 
employee

CCN

1598 2006-08-10 300 Manhasset-
Lakeville Fire 
District

Computer used for 
generating id 
cards lost included 
name, address, 
date of birth, social 
security number, 
blood type of 
employees

SSN, NAA, MISC

1601 2006-08-17 97 American Heart 
Association, Inc 
(AHA)
KPMG International

Stolen laptop 
containing 
personal 
information about 
name and social 
security number of 
the employee of 
AHA

SSN, NAA

1615 2006-10-30 4327 National Financial 
Partners (NFP)

Personal 
information of 
current and former 
employees in 
possession of an 
unauthorized 
employee

SSN, NAA, DOB

1618 2006-06-23 1122 CBCInnovis, Inc.
Andover Bank

Personal 
information of 
clients accessed 
by unauthorized 
person

SSN, NAA
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1619 2006-12-21 96 City University of 
New York

Personal 
information of 
faculty and 
students made 
available through 
google search 
engine

SSN, NAA, DOB

1622 2006-04-01 92541 Pershing, LLC Laptop containing 
personal 
information lost

SSN, NAA, MISC, ACC

1625 2006-08-03 ? Franklin 
Templeton 
Investments

Laptop containing 
personal 
information about 
name, social 
security number 
and tax 
identification 
number stolen

SSN, NAA, MISC, FIN

1629 2006-05-25 ? Experian
Lobel Financial 
Corporation

Unauthorised 
access to personal 
information about 
name, address 
and social security 
number by a client

SSN, NAA

1630 2006-09-15 4000 NYC Health & 
Hospitals 
Corporation

Computer hard 
drive containing 
personal 
information about 
name and social 
security number of 
current and former 
employees lost

SSN, NAA

1648 2006-11-30 2500 National Railroad 
Passenger Corp. 
(Amtrak)

Laptop containing 
personal 
information of 
employees stolen

SSN, NAA, MED

1662 2006-07-13 57 NYS Department 
of Motor Vehicles

Unauthorised 
access to personal 
information about 
name, date of 
birth, driver's 
license number, 
gender etc

NAA, MISC, DOB, MISC
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1663 2006-08-29 ? Wells Fargo
Paymap, Inc
First Horizon 
Home Loans

Stolen computer 
disks containing 
personal 
information 
including names, 
address, 
telephone number, 
SSN, loan and 
bank account 
details and a copy 
of signatures

SSN, NAA, MISC, ACC

1665 2006-10-13 ? CBA Information 
Solutions
Washington 
Savings Bank

Unauthorised 
access to clients 
personal details, 
names, addresses, 
and SSN exposed

SSN, NAA, FIN

1679 2006-11-16 17 KeyCorp Personal 
information about 
name, address 
and closed 
account number 
emailed to mailing 
list accidentally

NAA, ACC

1681 2006-04-12 ? Greenpoint 
Mortgage Funding, 
Inc.
KPMG International

Laptop containing 
clients names, 
Social Security 
Numbers and 
FICO scores stolen

SSN, NAA, DOB, FIN

1685 2006-01-20 ? Fidelity 
Investments

Laptop containing 
personal 
information of 
investors stolen

SSN, NAA, ACC

1692 2006-06-27 286 University of 
Rochester

Personal 
information about 
name and social 
security number of 
current and former 
students placed on 
web by mistake

SSN, NAA

1708 2006-12-22 54 Ceridian 
Corporation
Pearson 
Education, Inc.

Personal 
information of 
current and former 
employees 
accidentally 
forwarded to 
another client in a 
CD-Rom

SSN, NAA
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1728 2006-07-19 14000 Group 1 
Automotive Inc.
Weinstein Spira & 
Company, PC

Stolen laptops 
containing 
personal 
information of 
current and former 
employees

SSN, NAA, FIN

1729 2006-03-30 ? Misys Healthcare 
Systems

Email sent 
contained personal 
information of 
employees about 
name and Social 
Security numbers

SSN, NAA

1730 2006-09-05 ? Disney Worldwide 
Services, Inc

Stolen laptop 
contained personal 
details including 
names, addresses, 
SSN of past 
employees

SSN, NAA, EMA, MISC

1731 2006-06-27 560 Maimonides 
Medical Center
Vision Financial 
Corp.

Stolen laptop 
containing 
information about 
name, address, 
social security 
number, date of 
birth and amount 
owed to the 
medical center

SSN, NAA, MISC, DOB

1734 2006-07-05 ? Ulster County 
Community College

Stolen laptop 
containing 
information about 
students

SSN, NAA

1739 2006-07-25 78 Columbia 
University

Stolen computer 
containing 
personal 
information about 
name, Social 
Security number, 
tax-identification 
number, address 
and passport/visa 
number

SSN, NAA, EMA, MISC

1741 2006-04-26 ? United States 
Postal Service
Amica Mutual 
Insurance Co.

Computer tape 
containing 
personal 
information lost in 
transit

MISC

1748 2006-05-01 ? Equifax 
Information 
Services LLC
Franklin Financial

Customers' credit 
files accessed by 
unauthorised 
employee

SSN, NAA, MISC, FIN
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1749 2006-07-05 ? RBS National Bank
Asset Acceptance 
LLC

Stolen laptop 
containing names, 
address, Social 
Security numbers 
and phone 
numbers

SSN, NAA, MISC

1754 2006-01-25 ? Advanced Pain 
Care, LLC.
NDCHealth Corp.

Stolen computers 
containing patients 
billing information

SSN, NAA, MISC, DOB, DOB

1765 2006-12-07 ? CIGNA 
HealthCare Corp.

Former employee 
steals customers 
credit card 
information

CCN

1766 2006-11-15 2000 Stony Brook 
University

Stolen computer 
contained names 
and Social 
Security numbers

SSN, NAA

1767 2006-05-30 ? First Horizon 
Home Loans

Stolen computer 
contained 
employee details 
of names, 
addresses, SSN 
and mortgage 
account numbers

SSN, NAA, ACC

1769 2006-08-09 26000 Hoffman - La 
Roche Inc
McCladrey & 
Pullen LLP

Stolen laptop 
exposes 
customers names, 
addresses, SSN 
and plan account 
details

SSN, NAA, ACC

1771 2006-05-01 ? Equifax 
Information 
Services LLC
ICOM Real Estate

Unauthorized 
access to 
customer credit 
report data

CCN, SSN, NAA, ACC

1772 2006-06-23 ? Sallie Mae Inc An individual 
suspected in 
criminal activities 
had obtained loan 
applications 
containing 
personal details

SSN, NAA, MISC, FIN

1776 2006-12-04 146 Home Finance & 
Mortgage Inc

Mortgage papers 
were improperly 
disposed of in 
dumpster

SSN, NAA, FIN

1777 2006-05-11 10500 Merrill Lynch Stolen laptop 
exposes client 
details including 
names, addresses 
and account 
loan/balances 

NAA, ACC
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1801 2006-11-17 ? Paetec 
Communications

Stolen laptop 
exposes personal 
information 
including names, 
SSN and salary 
details

SSN, NAA, FIN

1807 2006-02-16 284 State University of 
New York Institute 
of Technology 
(SUNYIT)

Employee Social 
Security numbers 
discovered on web 
site.

SSN

1829 2006-05-23 384 Liberty Mutual 
Insurance Co

Stolen laptops 
containing names 
and Social 
Security Numbers 
of employees

SSN, NAA

1832 2006-12-15 ? LexisNexis
Seisint

Personal 
information about 
name, social 
security number, 
address and 
driver's license 
number accessed 
by an 
unauthorised 
person using 
customer's user ID

SSN, NAA

1844 2006-08-28 44942 Copart, Inc. Hack exposes 
personal 
information of 
44,942 customers

NAA, EMA, MISC

1851 2006-01-18 ? Aflac Laptop with Social 
Security and 
addresses stolen

SSN, NAA

1865 2006-07-05 98 Columbia 
University

98 individuals 
personal 
information was 
posted on the web.

SSN, NAA, EMA

1868 2006-11-07 ? CIGNA 
HealthCare Corp.

Personal 
information was 
obtained due to 
the theft of an 
employee's laptop 
computer from 
inside the trunk of 
a locked vehicle.

SSN, NAA

1889 2006-04-26 ? Sterling 
Renaissance 
Festival

Hacked server 
exposes customer 
names, addresses, 
credit card 
numbers with exp 
dates and security 
code

CCN, NAA, EMA
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1893 2006-03-06 ? First Horizon 
Home Loans

Stolen computer 
exposes clients 
names, addresses, 
Social Security 
numbers and 
mortgage account 
details 

SSN, NAA, FIN

1903 2006-04-19 ? Aflac A laptop computer 
which belonged to 
one of the 
company's 
employees was 
stolen during a 
home burglary.  
The computer 
contained names 
and social security 
numbers of policy 
holders.

SSN, NAA

1908 2006-09-01 ? LandAmerica 
Credit Services, Inc

A hacker obtained 
access to the 
company's account

FIN

1912 2006-07-03 ? RSM McGladrey, 
Inc

A laptop 
containing the 
names and 
account numbers 
of its clients was 
stolen.

NAA, ACC

1915 2006-11-06 ? Ingersoll Rand A laptop was 
stolen which 
contained files and 
emails of names 
and Social 
Security numbers

SSN, NAA

1919 2006-10-27 332000 Link Staffing 
Services

Burglars stole a 
computer server 
containing 
personal 
information former 
and current 
employees.  The 
information 
breached was in 
electronic form.

SSN, NAA

1924 2006-12-08 ? Experian
BMA Credit Union

Customer 
information which 
included names, 
addresses, and 
social security 
numbers that were 
accessed without 
proper 
authorization.

SSN, NAA
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1926 2006-03-13 ? New York State 
Comptrollers Office

Personal 
information was 
inadvertantly 
included in an 
audit which was 
posted on the web.

SSN, NAA, ACC

1931 2006-10-05 ? UBS Securities, 
LLC
Thornburg 
Mortgage 

Credit card 
information for 
unspecified 
number of people 
disclosed due to a 
"database error"

NAA, ACC

1970 2006-06-22 4 Equifax 
Information 
Services LLC

Unauthorised 
access to 
consumers' credit 
files from unknown 
source

CCN, NAA, FIN

1971 2006-10-30 ? Twin Tier Mortgage Stolen computer 
containing 
personal 
information 
relating to 
mortgages

SSN, NAA, MISC, DOB, FIN

1972 2006-03-17 ? Equifax Inc.
TransUnion Credit 
Bureau
Experian
Mortgage Institute 
of Michigan

Unauthorised 
access to an 
unknown number 
of consumers 
credit report 
inquiries

NAA, ACC, FIN

1975 2006-03-07 ? Experian
Lyons Commercial 
Data
FirstLink Collection 
& Financial 
Services

Unauthorised 
access to credit 
files

SSN, NAA

1983 2006-06-14 1237 Law Finance 
Group Holdings 
LLC

Stolen computer 
contained 
customer and 
employee names, 
addresses, Social 
Security numbers 
and tax id numbers

SSN, NAA

1986 2006-05-16 150 GE Money Bank
Lowe's 
Companices Inc.

Application forms 
for credit cards 
stolen, names, 
addresses, dates 
of birth, Social 
Security numbers 
exposed

CCN, SSN, NAA, DOB
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1994 2006-06-06 ? Thomson West Laptop stolen 
contained 
employee names, 
addresses, phone 
numbers and 
Social Security 
numbers

SSN, NAA

2011 2006-11-27 ? Expedia Corporate 
Travel

Employee gained 
unauthorized 
access to credit 
card information

CCN

2029 2006-10-12 ? Sears Holdings 
Corp

Laptop contained 
database an 
unknown number 
of customers 
names, addresses 
and account 
information stolen

NAA, ACC

2070 2006-09-28 19640 New York State 
Banking 
Department

Indexing of NYS 
Website indexed 
incorrect 
information making 
it available on the 
web 

SSN, NAA

2105 2006-08-18 ? Q Dental Group 
P.C.

Dental patient 
records stolen 
from parked car, 
patients names, 
financial 
information 
exposed

NAA, MED

2106 2006-01-09 21 Vocational 
Rehabilitation

Stolen documents 
containing names 
and Social 
Security numbers

SSN, NAA

2120 2006-09-08 3570 North Fork Bank Hacked website 
redirects 
customers to an 
external site which 
gathered names 
and credit card 
details

CCN, ACC, FIN

2167 2006-12-21 427 Hunter College of 
the City University 
of New York

Employee was 
found to have kept 
names and SSN of 
students on their 
home PC

SSN, NAA

2181 2006-05-24 37 New York State 
Insurance Fund 
(NYSIF)

Stolen laptop 
contains personal 
information of 
members

SSN, NAA

http://datalossdb.org/incidents/1994
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2189 2006-09-27 ? New York Life 
Insurance Co

Two desktop 
computers stolen 
that contained 
personal 
information.

SSN, NAA, DOB

2195 2006-08-18 ? Experian
LA Walker 
Company

Consumer 
information 
obtained without 
correct 
authorisation, 
including name, 
DOB and SSN

SSN, NAA

2210 2006-12-21 96 Hunter College of 
the City University 
of New York

File accidentally 
placed on website 
that contained 
personal 
information

SSN, NAA, EMA, MISC, DOB

2229 2006-11-03 ? Greenwalt Sponsel 
and Co.
Eli Lilly and 
Company

Stolen computers 
contain personal 
information of 
benefit members 
including dates of 
birth and Social 
Security numbers

SSN, NAA, MISC, DOB

2233 2006-12-21 140 Hunter College of 
the City University 
of New York

Email sent with 
personal data 
hidden in file

SSN, NAA

2241 2006-03-04 4373 Automatic Data 
Processing (ADP)
Schering-Plough

ADP misplaced 
tape containing tax 
records

SSN, NAA, ACC

2247 2006-05-11 ? Google
Healthcare 
Business 
Resources (HBR)
Brookdale Hospital

Google was able 
to access files on 
website that 
contained personal 
information.

SSN, NAA, MED, DOB

2253 2006-03-31 167 Security Mutual 
Life Insurance 
Company of New 
York

Stolen laptop 
contained 
peresonal 
information of 167 
disability insurance 
clients.

SSN, NAA, DOB

2263 2006-04-28 196 Sears Holdings 
Corp

Email sent to 
contractors 
contained excel 
spreadsheet 
containing 
personal 
information of 196 
contractors.

SSN, NAA
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2265 2006-09-29 3800 Movie Gallery US, 
LLC

Job application 
and membership 
forms of video 
store found in 
trash.

NAA, MISC

2266 2006-12-11 7800 New York State 
Office of 
Temporary and 
Disability 
Assistance
New York State 
Department of 
Health
New York City 
Human Resources 
Administration

Missing Hard Disk 
may have 
contained personal 
information of 
patients.

SSN, NAA, DOB

2271 2006-08-09 ? Hunter College of 
the City University 
of New York

Files containing 
names, addresses 
and Social 
Security numbers 
placed on 
department server 
was accessible by 
search engines 

SSN, NAA, EMA

2313 2006-04-06 13 Progressive Employee 
wrongfully 
accessed 
information on 
foreclosure 
properties exposes 
customers names, 
dates of birth and 
Social Security 
numbers

SSN, NAA, DOB

2314 2006-03-11 ? California 
Department of 
Consumer Affairs

Mail theft exposes 
a small number of 
licensees or 
prospective 
licensees names, 
Social Security 
numbers and bank 
details

SSN, NAA, ACC

2315 2006-04-28 ? Ohio Secretary of 
State

Social Security 
numbers of 
potentially millions 
of registered 
voters in Ohio 
were included on 
CD-ROMs 
distributed to some 
20 political 
campaign 
operations

SSN, NAA
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2323 2006-07-28 2000 City of Riverside, 
California

Social Security 
numbers and 
financial 
information of 
about 2000 city 
employees 
inadvertently sent 
through e-mail 

SSN, ACC, FIN

2324 2006-01-26 ? First Advantage 
SafeRent
Metropolitan 
Realty Group, LLC

Unauthorised 
reports were 
generated under 
Metrolpolitan 
Realty Groups 
login to 
FirstAdvantage 
SafeRent

SSN, NAA, DOB

2325 2006-09-28 30 Stevens Hospital Yvon Hennings 
worked at 
MedData, a 
medical-billing 
company. She 
stole credit-card 
data from at least 
30 people who had 
paid for 
emergency-room 
services at 
Stevens Hospital. 

CCN

2329 2006-10-11 76 Republican 
National 
Committee

An e-mailed list 
contained the 
names, and Social 
Security numbers 
of top Republican 
donors

SSN, NAA, DOB

2337 2006-03-08 ? Visa International
New York State 
Department of 
Transportation 
Federal Credit 
Union

Unnamed card 
processor reports 
compromise card 
account and pin 
numbers captured

CCN

2341 2006-08-01 16000 Ron Tonkin Nissan Unknown security 
breach exposes 
personal 
information of 
about 16,000

NAA, MISC, FIN

2365 2006-08-18 ? Experian
Friendly Finance

Credit reporting 
agency had 
unauthorized 
access to personal 
information

SSN, NAA, ACC, DOB

http://datalossdb.org/incidents/2323
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2375 2006-06-16 1550 California Dept. 
Health Services

Records to be 
shredded, ended 
up in trash, 
exposing over 
1500 to potential 
ID theft

SSN, NAA

2406 2006-12-07 210 Cornell University Stolen laptop 
contained personal 
information

SSN, NAA

2445 2006-05-09 ? California 
Department of 
Financial 
Institutions 

John Drews, 
General Counsel 
of the DFI, 
reported that on 
May 26, 2006, an 
examinerâ€™s 
laptop containing 
personal data on 
bank customers 
was stolen from 
his car 

SSN, NAA, FIN

217 2006-02-06 100000 Unknown 
Organization
Regions Bank

New credit cards 
being issued for 
100,000 following 
breach

CCN

219 2006-02-09 200000 Bank of America
Unknown 
Organization
OfficeMax

Breach involving 
unknown vendor 
leads to 
cancellation of 
about 200,000 
debit cards

ACC

255 2006-04-01 15704 Unknown 
Organization
Con Edison

15,000 W-2 forms 
containing Social 
Security numbers 
and addresses lost 
in mail

SSN, NAA, FIN

370 2006-07-25 13700 Unknown 
Organization
Cablevision

Lost computer 
tape included 
Social Security 
and 401(k) 
election 
information for 
about 13,700

SSN, FIN

396 2006-08-16 ? Unknown 
Organization
Chevron

"Potentially tens of 
thousands" of 
employees' Social 
Security numbers 
on stolen laptop

SSN

http://datalossdb.org/incidents/2375
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420 2006-09-06 1195 Unknown 
Organization
Transportation 
Security 
Administration 
(TSA)

Social Security 
numbers and birth 
dates of 1,195 
mailed to wrong 
addresses

SSN, DOB

538 2006-12-29 9300 Unknown 
Organization
KeyCorp

9,300 customers' 
Social Security 
numbers on 
vendor's stolen 
laptop

SSN

288 2006-05-19 9300 Unknown 
Organization
Frost Bank

About 9300 
customers' debit 
card information 
stolen from the 
database of an 
unnamed national 
retailer

CCN

2809 2006-04-11 ? State University of 
New York at New 
Pal

Web server 
hacked, databases 
with names and 
Social Security 
numbers may 
have been 
accessed

CCN, SSN, NAA, MISC

2829 2006-02-15 ? Macy's Pages from main 
website were 
cached improperly 
and potentially left 
customers 
information 
vulnerable to 
others

CCN, NAA, MISC, ACC

242 2006-03-15 84000 IBM
Ernst & Young
Goldman Sachs & 
Co.
PACCAR, Inc.

Stolen laptop 
contains names 
and Social 
Security numbers 
of IBM, Nokia, 
Cisco,  and BP 
employees

SSN, NAA

2883 2006-05-24 93000 Ahold USA, Inc. Laptop lost at 
checked baggage 
exposes 93,000 
client's personal 
information

CCN, SSN, NAA, ACC, DOB

419 2006-09-01 ? Wells Fargo Social Security 
numbers and 
names of Wells 
Fargo employees 
on stolen laptop of 
external auditor

SSN, NAA
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465 2006-10-12 2500 University of 
Texas at Arlington

Social Security 
numbers, names 
and other 
information for 
2,500 on stolen 
computers

SSN, NAA

297 2006-05-31 1300000 Hummingbird
Texas Guaranteed 
Student Loan Corp.

Names and Social 
Security numbers 
of 1.3 million on 
"lost equipment"

SSN, NAA

http://datalossdb.org/incidents/465
http://datalossdb.org/incidents/297

