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Slarbucka Coffee Company 
I.'(j Ik/x :J,1I1bl 
::t~,ltIIt1, WA : IH I ?4· I06! 
:'(Jon IR-ISI5 

Stephen H_ Levins, Executive Director 
Ilawaii IA:pariment of Commerce & Consumer Affairs 
Office of Consumer Protection 
Lciopapa A Kamehameha Building 
235 South Beretania Street, Suite 80 I 
Honolulu, HI96813 

Dear Director Levins: 

) 

November 18, 2008 

Pursuant to Hawaii Revised Statutes §487N-2(O, we are writing to notify you that Starbucks 
Corporation ("Starbucks") recently experienced a data security breach involving 648 Hawaii 
residents. 

NATURE OF THE SECURITY BREACH 

On October 29, 2008, a laptop computer containing personal information of Starbucks 
employees, including names and social security numbers, was stolen. The personal information 
was all electronic, stored on the stolen laptop. The laptop was password protected, and we 
currently have no indication that the personal information has been misused. 

NUMBER OF HAWAII RESIDENTS AFFECTED 

The number of Hawaii residents who may have been affected due to this incident is 648. These 
residents will all be notified via written letter sent on November 18, 2008, pursuant to Hawaii 
Revised Statutes §487N-2(O. A copy of that letter is attached for your reference. 

STEPS WE HAVE TAKEN OR PLAN TO TAKE RELATING TO THE INCIDENT 

The laptop was stolen on approximately October 29, 2008. A police report was filed with the 
Seattle Police Department shortly thereafter. Starbucks learned of the theft on October 30 and 
promptly investigated the situation to determine the likelihood that personal information was 
stored on the stolen computer. When we concluded that the laptop likely did contain personal 
information of Starbucks employees, we immediately began the process of notifying affected 
employees of the breach. 

In addition, to assist our employees in protecting themselves against potential identity theft, we 
have contracted with Equifax to offer credit watch services for one year at no cost to the affected 
employees. The notification letter to employees includes information about how to enroll in the 
credit monitoring program, as well as the process for placing a fraud alert and other resources 
relating to identity theft. 

As a result of this incident, we are taking the opportunity to once again review our procedures for 
protecting data and educate our employees about ways to further protect their personal 
information. We also continue our work to prevent future incidents from occurring and currently 
are implementing additional encryption solutions where appropriate. 
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OTHER NOTIFICATION AND CONTACT INFORMATION 

We also are providing notification of this breach to the following consumer reporting agencies: 
Equi fax. Experian. and TransUnion. 

Please do not hesitate to contact me if you have any questions or need further information. My 
contact information is: 

Russell Walker. vp Enterprise Security 
Starbucks Corporation 
240 I Utab Avenue Soulb. Suite 800 
Seattle. W A 98134 

(206) 318-7803 (phone) 
(206) 913-6824 (fax) 
R~ssell. walkerCii!starbucks.com (email) 

Thank you for your attention to this matter. 

SiDC;cl;:~\ 
,f'Z' ,. \j\tk 

Russel~"' 
VP. Enterprise Security 
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November 17, 2008 

< Partner Name> 
<Address> 
<City, State, Zip Code> 

Dear <partner>, 

" 
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Because Starbucks takes our commitment to safeguarding the personal Information and security of oiIr partners very 
seriously, we are writing to Inform you of a recent Incident that may have involved a breach of your private 
information (lndudlng name, address and social security number). We are sending this letter to not only notify you 
about the Incident, but also to share Information about some safeguarding steps that we recommend you undertake to 
ensure that your Information is fully Plota.'ted and secure. 

Starbucks Enterprise Security learned that a laptop containing partner Information was stolen on October 29, 2008. 
The private information of approximately 97,000 U.S. partners, indudlng yours, was stored on this laptop. A police 
report was filed with the Seattle Police Department. M: present, we have no indication that the private Information has 
been misused. 

As a precaution, we ask that you monitor your financial accounts carefully for suspicious activity and take appropriate 
steps to protect yourself against potential Identity theft. To assist you in protecting this effort, Starbucks has partnered 
with Equlfax to offer, at no cost to you, credit watch services for the next year. This service provides you with an early 
waming of any changes to your credit file. Enclosed you will find a description of the service and enrollment 
instructions. 

In addition, the Federal Tracie Commission has released a comprehensive guide that may provide you with valuable 
information to help protect yourself against and deal with identity theft. It is available for free online at 
htto;lfwNw.ftc.govlbco/edulmlcrosjtesljdtheft:!consumerslabout-identity-theft:.html. 

When these Incidents occur, we take the opportunity to once again review our procedures for protecting data and 
educate our partners about ways to further protect their personal information. We also continue our work to prevent 
future incidents from occurring. In fact, we are currently implementing encryption solutions where appropriate. 

Again, while we have no evidence that your personal Information has been misused or compromised, we believe It Is 
important that you are fully Informed of the potential risks associated with this Inddent. Starbucks regrets any 
inconvenience this situation may cause. 

If you have any questions, please contact the Starbucks Partner Contact Center at (866) 504-7368. 

Sincerely, 

Russell Walker 
vp, Enterprise Security 
Starbucks Coffee Company 

** Please note that Monday is the busiest day at the PCC, so hold times may be longer than usual. For faster service, 
you may conSider calling during regular PCC hours, Tuesday through Friday. 
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The Equlto Credit Watch'" Silver Monitllrlng$ystem 

Promotign CQdc; <Mail Merge of Promotion CQde> 

fqulfax Credit Watch will provide you with an "early warning system" to changes to your credit file and help you to understand the 
content d VOW' Equitax credit life. Equifax Credit Walch provides you with the following benefits: 
Q ~ ad !lie monitoring d your Equifi!x credit report with weeJdy notification of key changes 
" WIreIIII aIIrti and CllSllJmizable alerts available 
o One r:J1(1I d VOW' Equll'8x Credit Report'" 
o $2,500 In IdenIfty theft Inuance with $250 deductible, at no additional oost to you t 
o 24 by 7 IMr __ CusIIlnw Service to assist you In understanding the content of your Equifax credit information, to provide 

person~ identity theft victim assistance and In Initiating an Investigation of Inaccurate information. 

How to Enroll 
To SIgn up online for online delivery go to www.rnyseryk;es.egujfax.mmlsllyer . . 
1.. CQn!jUII!W InfMIMIIIq!: Ccmp/ete the form with your contact information (name, address and e-mail address) and dick 

"ContInue" buIIat. The Infarmatlon is provided In a secured environment . 
2. Iden!ly Verl!1ra!lgl!; Complete the form with your Sodal SecurIty Number, date of birth, telephone Is, aeate a User Name and 

Password, agree to the Tenns of Use and click "ContInue" button. The system will ask you up to two security questions to 
verify VOII' identity. 

3. I'iMD!!nt rnft?rtn"""'~ DurIng the "check out" process, enter the promotion code, provtded at the top of your letter, in the 
"Enter Promollon CaW' /xl( (Indude the dash with no iIpIIaIS). Alter entering your code press the "Apply Code" button 
and then the "Submit Order" button at the bottom of the page. (This code eliminates the need to provide a credit card number 
for payment.) 

4. Order Cpnf!rmatlon' alck "View My Product" to access your Equifax Credit RePort 

Directions for placing a Frayd Alert 
A fraud alert is a consumer statement added to your credit report. This statement alerts creditors of possible fraudulent actMty 
within your report as weR as requests that they contact you prior to establishing any accounts In your name. Once the fraud alert is 
added to your credit report, all creditors should mntact you prior to establishing any account In your name. To place a fraud alert 
on your credit Hie, visit: www.fraydaler!S.eoyifax.cgm or you may contact our auto fraud line at 1'877""7&-7625, and follow the 
simple prompts. Once the fraud alert has been placed with Equifax, a notification wUl be sent to the other two aedit reporUng 
agendas, Experlan and Trans Union, on your behalf. 

t IdenIIty Fraud ~ __ M ...... 1'IIIIcy ..... w.lIbo. by Tm!!fert Casually and SUrety eon.,.., d AmerIca and IS _ casuolly 0IIII __ , 
cr 06183. Qwerage (or all claims or losses depends on actual poIky pnMslons. AYlUabIItV d cowerage can depend on (U' Ulldel WlIUiIg qualft:::lUons and state 
"'!jUll1IOnS. Cavenge not ava'lable ",. re5IdenIs d _ -. _ product Is not ,_ror ....... (undor 18 __ d .ge~ 

FrequenUy Asked Questions 

What Is a frsud .'ert and how does it worII7 
A fraud alert 15 an advisory placed on a consumer's aedlt "Ie that alerts potential creditors that the consumer thinks he/she may 
have been a potential victim of fraud and provides day and evening contact telephone numbers for the mnsumer to be reached at 
in the event someone (Iodudlng the actual consumer) attempts to open an account In the consumer's name. This Is a free serviCe. 

Does the one-year credit monltDJ1ng subsaiption start from the enrollment data or from my notification data? 
TIle one-year credit monitoring starts at the time you enroll. 

What happens to the credit monitoring cove", ... If my employment stlItuIo cha .. _ (or has cluJnged)? 
The one-year credit monltol1ng membership is not mntIngent on mntInued employment Once you enroll, your membership Is good 
for one year. However, you may want to use your personal e-mail address, not your work e-mail address when you enroll. 

If I want to pay to keep the credit-monitoring servlc:ea for longer than one year, what Is the renewal PI ocesa7 
You will automatically be sent a renewal notice 30 days prior to the expiratIOn of the servICes asking you to renew and provide 
aedit card information for billing purposes. If no response 15 received, another notice wNI be sent 10 days prior to the expiration 
followed by a last chance e-mail. A reminder of the renewal process wiN also be provided in your member center where you go to 
access the services. If you do not respond to the renewal requests, the services will be cancelled. 

If I enter my credit card Infonnation during the credit Watch order process, will my credit card be charged? 
The credit card will be authenticated for $1 to validate the card. The $1 fee will be held by the amount of time pre-determined by 
your credit card processor, however most processors release the funds within 48 to 72 hours. 


