
August IS, 200S 

~:. Inten ..... · , o Marketing Group 

Office of the Virginia Attorney General 
Computer Crime Section 
9CJO E. Main Street 
Ricbmond, VA 23219 

Re: S~Cl/ritl' Rrmch Slate Agency Notic~ 

Dcar Sir/Madilm: 

Financial' 

Pursuant to Va. Code ~ IS.2-1S6.6. InterActive Fil13l1cial Marketing Group, a division of 
])omrnion Enterprises located in Ricllll1ond, Virginia, is writing to notify you ,Jfa security 
hreaciltbat involves tbe infonnation of Virginia residents. IntcrActive Financial Marketing 
Croujl acts as a lead generation source for automobile dealers wilo finance the sale of their motor 
vehicles 10 consumers In various states, including Virgiuia. 

On various dates between November 2007 and February 2008, an unknown andunaulborizcd 
third party hacked into anti gained access to one of our computer servers, This server is usccito 
store infol111atiol1 we rcccin' ti'Olll consumcrs tluoligh (lUI' websites. The illegally accessed 
electronic information includes the names, addresses, birthdates, and social security numbers of 
our consLimers. No conSLImer credit card account information was stored on tile iiiegaliy 
accessed server. 

The number of Virginia residents affected is 2,289 as oftlle date of this notice. We have sent or 
Will soon send, notice of this seclllity breach to all icicntified consumcrs. A copy of our 
consumer notice letter is enclosed with this letter. We are also notifying each of the three 
nationwide credit reponing agencies about the timing, content and distribution of our conSUlllcr 
notices. 

\Ve have engaged a computer security and forensics expert to help investigate the scoJlc, nature 
and cause of this unauthOlized intmsion into our computer server, \Ve have implemented 
enhancednetwOlK configuration, database, and software security measures and will continue to 
tieynte resources to prevent a similar security brcnc;1 in the future. 

None of our consumers has informed us that any third pany has made unauthorized use of their 
information as of tile date of this notice, but we arc offering all identified consumers access to 
creditmonitOling services for ont year at our expense, Our consumer notice letter also supplies 
those people with a toll-free telephone number and OLlr contact infol11Jation if they lwv·e any 
further questions or want additional assistance. 
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~ '. Inter . ... Financial' o Marketing Group 

Please contact Rich Crawford at (757) 351-8093 if you have any questions regarding this letter. 

Enclosure 

RCikal 
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i~~ InterActive Financial" \d Marketing Gronp 

August 19, 2008 

You previously submitted yow personal information to InterActive Financial Marketing Group 
("Ir:MG") thlDugll r:ari02n.com. I alli \.vnting to advise you of an incident that l1iay affect your per­
sOllal intml1i3tion. 

Between November 01 ~007 and February 2008. an unknown tlllld party gamed access to one of 
our computer servers \V:tliollt authorization. This se, ... ·ver was used to stor(; inforrnatlon we receivE:: 
from applicants tilrough our wclJsites. TI18 illegally eccessed data Includes the information you pro 
vicJeu on your credit applicZltion, such as your name, address. birth date and social security number. 
\II./e have investigated tile scope, nature and cause of this unauthorized illtrusion into OUt" computer 
Sel"'/e:', \\'e ~-;.3:e implerner::2G 2dditicnai .s8CLii"lly jrjt.:i..1su:"es arlJ v ... ·;;: contil-Iut: w cievute ali t=lvaii­
aille resources to prevent this type of event from occurring In the future. 

We do not h,now v/ilether your information tias been illegally used, but your information may have 
been accessed. IFMG is advising you of tllis inc:dent so thClt you :nay ta!,e steps to guard agalilst 
[lny potential rish resulting from til is incident. 

As a precaution. to help you detect CiIlY pOSSible misuse of YOUI' data, IFMG 11as arranged for you to 
enroll In credit monitollllg for aile full year, at 110 cost to you. SpeCifically, \'Ie have engaged Con­
sumerlnfo.com, IIlC., an Experian® company, to provide you with its hiple Alert'" product which in· 
eludes, among other offerings, daily monitoring of YOJr credit report from all three nationwide crccllt 
reporting companies (Experian®. Equifax®, and TransUnion®), 81llail alerts of key changes to your 
credit re!)orts. toll-free access to a cledicated te2nl of fraud resolution representatIves. and 
S25,000 Idelltlty Tilert IIlsur31lcc provided by Virginia Surety Compilny, Inc. (Due to New York state 
laws restrictions. Iderltity Theft Insurance and Guarantee coverage carlilot be offered to New Yorl\ 
residents. All other lJeneflts of Triple .J~lert are avail()ble to YOU,) 

The free credit monitoring pl'oduet Illust be activated within 90 days of the date o!this letter. To 
sign up, please visit h!tn:IJp£inn.e:_c;Qn~JJJ"nel·iJJJQ.~9[lJ/J.fMG and enter your individual activation 
coele provided below. Please keep in mind that once activated, the code cannot be re used. You 
viii I be instructec! on how to email in your cornplillientary credit monitoring product. If you sign up, 
all credit reports and alerts will be deliverecl via 8mail. 

Your Single Use Credit Monitoring Activation Code: 

If you have allY questions, you may call the dedicated Privacy Help Line at 866-578-5407. Our repre· 
scntatives \/,'ill be available to assIst you Monday through Friday, between 6 a.m. 2nd 6 p.lll. PT. 



Regardless of wlletller you elect to enroll in tile credit monitoring product, IFMG strongly recom­
mends tllat you remain vigilant a nd regularly review and monitor your credit reports and account 
statements to guard against any unauthorized transactions or activity. If you detect any suspicious 
activity on an account, you sllould promptly notify the financial institution or company With which 
the account is maintained. You also should promptly report fraudulent activity to proper law en­
forcement authorities, including the Federal Trade Comnlisslon. You can learn more allout how to 
protect yourself from iJecoming a Victim of identity tlleft at the FTC's website: bltO:!fl,wvi.ftc;.EQIc/ 
be pIe d iJ/ f}l i crc;.~ts;s/ Jot h e ;-t/. 

You are also entitled under U.S. law to one free creeit report annually from each of the three major 
credit bureaus. To orefer your free credit report, visiT. ~YW\N.anLlualcLeJj(tL~port,c01D or call toll-free 
(877) 322-8::>28. Or yOLi l11ay obtain a hee credit rellort by cil/ling anyone of the three national 
credit reporting companies at the fullowing toll free Ilumbers: Equifax@ at (800) 685-1111: r:\ 
perlan(i<; at (88il/.397·3/42; and TransUnlon® at (80D) 916-88DO. 

In addition te, obtaining 0. free credit report. you may contact any of the three national credit report­
ing companies to place a "frauc! alert" 011 your consumer credit file. This will alert creditors to take 
additional steps to vCl'ify tile identity of anyone who applies fDr" credit in your name, There is no 
charge for plaCing a fraud alert on your consumer credit files. The contact information of the na­
tional credit I'epor'tlllg cornpanics for purposes of placing d fralld alert Oil ~/our account is: 

Equifax Experian TransUnion 
P.O. Box 105069 1'.0. Box lD17 P.O. 80x 6790 
Atlanta, GA 30348-5069 Allen, TX 75013 Fullerton, CA 92834 
(800) 525-6285 (888) 397-3742 (800) 680-7289 
http://wlVw.eqUliax.cof11 http://www.oxperian.cOnJ http://www.transunion.com 

These cre~jit rC~)O~1ing cigencics can also provide yc~ with infCrI":llat\on about t\';G steps Y:"~'u cal'l tai\E 
If YOli also want to place a seclility freeze on your credit file and the cost for dOing so. Protecting the 
privacy and security of your 'Information 'IS extrenlely important to us. I FMG wishes to reiterate that 
It has not learned about any misuse of your personal information at thiS time and that IFMG IS tak­
Ing appropriate remedial steps, including enhanCing security protocols. 

Dn behalf of IFMG, I apologize for any inconvenience or concern that thiS matter may cause for you. 
As noted, If you Ilave ~ny questions. please feci free to contact the dedicated Pnvacy Help Line at 
866-578-5407. which Ilas been establislled to assist you. Thank you very much. 

Sincerely, 

--7~~~) ::V- .. - . -',> ~ .. _ ;_7\./ _. _~ __ _ 
'i/ -r-·--
Rich Crawford 
InterActive Finc1ncial Marhetillg Grour 




