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/\T1ornt'y General Hob ~kI )onncll 
O!llCt' of the Attorney ([ener;]] 
')ill) E;'>t tvlalTl Street 
J~ichll1011d. VA 2~:? J l) 

Dear Attol11cy General MciJonl1cll: 

i':OIclllber IS, HillS 

PurStlilnt to the code of Virginia § J 8.2-1 86.6 (13 f, we ,1fe writing to notify you that Starhuck." 
Corporation ("Stmbucks") recently experienced a data sccunty breach involving 2.1208 Viri!lll!(! 
residcIlts. 

i\ATl!RE OF 1 HE SECli/{lTY BREACH 

Oil Octubcr 29, 2008. a bptop computer containing personal miormatioll of St;lrbllck~ 

employees, including names and social security numbers, \\'~lS stolen. The personal informlllilUl 
\vi.l~ all electronic, stored on the stolen laptop. The laptop was password protected, :1nd we 
cunently have no mdic3(io!1 thut the personal information h£lS been misllsed. 

:';('\IBEH OF nRGI"\IA RESIDEi\TS AFFECTED 

The numb!;?J' of VIrglllin rcsidcnt.o; who m:ly have been affcctr:d due to this mCHJent lS L 128. 
These reSilients will all be notilied Via written letter sent on November 10,2008. pursuant to the 
code of Virginia § I S,:·IS6J, (B), A copy ofthat1ener is attached for your reference. 

STEPS WE HA VE TAKEN OR PLAN TO TAKE RELA n:\(; TO THE INCIDEi\T 

I he lnptop \Va.'> :--toicll on approximately October 29, 200S. A police report \Vas filed wlth the 
Seal/Ie PolIce Department shortly thueaftcr. S~arl~llck,; k,lrncd of the theft on October 30 and 
promptly in\ cstigated tht: situJtion to determine the likelihoud that personal informatIon W8.S 
stored on the stolen compuleL When we concluded that the laptop hkely did contain personal 
information of Starbucks employees, we immediately began the process of notifying affected 
employees of the breach, 

111 addition, to ~issist our employees in protecting tlJelll:c.e]ves 3g8lT1;..t potelllial identlty theft. \\ c.' 

have conlr'Jctcd WIth Equd~L\ to offer credit \\'<lteh :.;cn'Ices for one year at no cost to the 8ffL.clcd 
emplo)'ees. The noti1jcalio!l !ctter to employees includes information about how to t'llrtlll 1l'l the 
Cl'l'(ill monItoring program. as well as the process for placing 3. fj'aud akrt £ll1d other resources 
relaling to identity thc:ft. 

As ~1 result of this incident, we ~irt.> t(lking thl? oppor1unity to once again review our procedurt::'-; tC)i' 
protectIng d,Jta Hnd c(lL:cale oLlr employees sbout ways to furlhtT prutect their pcrson~il 
information. \Vc also continue our work to prevent Cnure incidents from occurring Ztnd cllrrt'nll~ 

are lJ11plcllwl11mg additional CflC1,)iption soll!lIon:, where appropri::k 

S,arbllcks Coffee Company
l: :":"": J\o\cmber 1S, 20US

:\1tOT'nCY General Hob :\h;])ol1ncl1
O!'flce or the ;\ !torney Cenera I
l)(jI) b:,t i\/J;Jin Stred
1~ichll1oJld, VA 2~21l.)

Dear !\ttOll1cy General McDonl1eJ1:

Pursoilnl to the code of Virginia §18.2-l86,6 (Sf. \Ve are writing to notify you that Starbucks
Corpor;Hion ("St<1rbllcks") recently experienced a data sccLlnty breach involving 2,128 Virglillil
residcIlts.

:\ATLJRE OF THE SECliHITY BREACH

On Octllber 29, 2008, a laptop computer containing personal information 01 S(;lrbucks
cmp]oytCS, mcluding names and social security numbers, was stolen. The personal mforrnalHlIl
\\a~ all electronic, stored on the stolen laptop. The laptop was password protected, and we
(unent1)' have no indlcatiol1 that the personal information hilS been nW:lIsed,

!,\{f\JBEH OF YJRGI:'dA IU~SIDEi\'TS AFFECTED

The numbt:'r of Vlrgll1ia rcsicknh \\'ho m~1y have been affc(lcd due to this mCiJent 1S 2128
These reSidents will a]] be notitled via written letter sent on November IS. 2008, pursuant to the
code of Vil'gjI] ia §IS.2 -186,6 (8). A cupy 0 f that letter is attached for your reference,

STEPS WE HA VE TAKEN OR PLAN TO TAKE RELATISC TO THE INC1DE1\T

Ihe laptop wa:) :)10"-'11 on approximately October 29, 200S, A police report \Vas filed \Vah the
Seartle Police Department shortly! thereafter. Stal'!;ueks Ic~!rlled of the then all October 30 and
promptly investigated the sltuation to determJrlc the likelIhood that personal information WJS

stored on the stolen computer. When we concluded that the laptop hkely did contain persollal
lllformation of Starbucks employees, we immediately began the process of notifying affected
employees of the breach,

In adc.htion, to assist our cmployees in protecling themselves ag~inq potel1lia[ iclentll; theft. we
have con1r~clcd wlth Equifax to offer credit w:ltch scn'lces for one year at no cosl to the JffCClcd

employees. The not111catio!l Idter to employees includes information about how to ("11I1)1! In the
crl'd 11 llloni toring program. as well as the process for placing a ti'Zlud alert 'll1d Olher resources
reJatJrlg 10 identity theft.

As a result of this incident we arc IZlklllg the OppoT1umty to OnCt' agalJ1 review our procedures f(Ji

prolccllTlg data and cdue:! 1(' () ur employees <1 bout ways to furlht:r prutect thei r pcrson~d
infornwtlon. \Vc also continue our work 10 prevent future incidents from occurring ,md cllrrtll1]Y
are imp1cml'nlmg additional cnuyptlOl1 sollltml1S where appropJ'l~:k



OTHER :\'OTIFICA no:\' A"iD CONTACT INFORMA TI01\ 

\Ve also <llT prlwidllJ!! llotlilL'ation of this bn.':lch to the folluwmg conSllmer repol1ing agCl1Cle: ..... 

Equii3x. Fxpcrian, (md Tr<ll1sCnion. 

Plcnsc do not hesitak to contact me if you han: any questIOns or need further infonnatioll. My 
contact information is: 

Russell Welker, \1' Enterprise Security 
Starbuck::; Corporation 
240 I Utah r\ venue South, Suite 800 
Scottie. WA ')8134 

(206) 31S·n03 (phone) 
(206) ~13·G824 (fax) 
gJJS~~.J] ____ \\ _~1_lkLr:p.,,"~Qlrh~.~;) -,---~C!I1} (emal I) 

Thank YOl"IJor your ottcntioll to this matter. 
// \~ 

" 
Sll1cercJv. 

OTHER :'iOTIFICATIO'\' AND CONTACT INFORMAnON

We aIso <ll'C pwvidlllg llottij cation of thi s breach (0 (he foJ lowing consumer repo11ing agCl1Cle;.,'

Equi bx. Fxpcrian, and 'jr~tlsUn ion

Please do lltl( hesItate to contact me if yOll have any questIons or need further infonnatioll My
contact information IS',

Russell Walktr, vp Enterprise Security
Starbtlcks Corporntiol1
2401 Utah Avcnue South, Suite SOO
Seatrle. \VA. CJ8134

(206) 3H\~7003 (phone)
(206) 0] 3~6824 (fa\.)
riJh,;t;)J.\\,llkcr'.!I~~~lrhuc_!:;,s,--~().m (email )

Thank yuuJor your 8ttcntion to this matter.
/7" \"~, '

SIl1cercJy.
,
'\

\;' ~ \. ',.' ;',::~ ....'{if )\~. \ .
EusscIJ \V'a]]~er
"p. Entcrpri se SecLlrJ ty



November 17, 2008 

<Partner Name> 
<Address> 
<City, State, Zip Code> 

Dear <partner>, 

Because Starbucks takes our commitment to safeguarding tr,e personal information and security of our partners very 
seriously, we are writing to inform you of a recent incident that may have involved a breach of your private 
infonnalion (including name, address and social security number). We are sending this letter to not only notify you 
about the inCident, but also to share information about some safeguarding steps that we recommend you undertake to 
ensure that your information is fully protected and secure. 

Starbucks Enterprise Security learned that a laptop containing partner information was stolen on October 29, 200B. 
The private information of approximately 97,000 U.s. partners, including yours, was stored on this laptop. A police 
report was filed with the Seattle Police Department. At present, we have no indication that the private information has 
been mjsused. 

As a precaution, we ask that you monitor your financial accounts carefully for sllspicious activity and take appropriate 
steps to protect yourself against potential identity theft. To assist you in protecting this effort, Starbucks has partnered 
with Equifax to offer, at no cost to you, credit watch services for the next year. This service provides you with an early 
warning of any changes to your credit file. Enclosed you will nnd a description of the service and enrollment 
instructions. 

In addition, the Federal Trade Commission has released a comprehensive guide that may provide you with valuable 
infolmation to help protect yourself against and deal with identity theft. It is available for free online at 
bJ1R;Liy;ww. ft"gov Ibcpl ed ulm ierositesli dtheft I cons u mers!a bout -identity-theft. html. 

When these inCidents occur, we take the opportunity to once again review our procedures for protecting data and 
educate ollr partners about ways to further protect their personal information. We also continue our work to prevent 
future incidents from occurring. In fact, we are currently implementing encryption solutions where appropriate. 

Again, while we have no evidence that your personal information has been misused or compromisedl we believe it is 
important that you are fully informed of the potential risks associated with this inCident. Starbucks regrets any 
inconvenience this situation may cause. 

If you have any questions, please contact the Starbucks Partner Contact Center at (866) 504·7368. 

Sincerely, 

Russell Walker 
vp, Enterprise Security 
Starbucks Coffee Company 

q Please note that ~londay is the busiest day at the PCC, so 1181d limes may be longer than usual. For faster service, 
you may conSider calling during regular pec hours, Tuesday thcougil Friday. 

November 17, 2008

<Partner Name>
<Address>
<City, State, Zip Code>

Dear <partner>,

Because Starbucks takes our commitment to safeguarding tr,e persona! information and security of our partners very
seriouslY, we are writing to inform you of a recent incident that may have invofved a breach of your private
inforrnalion (including name, address and social security number). We are sending ttllS letter to not only notify you
abDut the incident, but also to share information about some safeguarding steps that we recommend you undertake to
ensure that your information is fully protected and secure.

Starbucks Enterprise Security learned that a laptop containing partner information was stolen on October 29, 200B.
The private information of approximately 97,000 U.S. partners, including yours, was stored on this laptop. A police
report was filed with the Seattle Police Department. At present, we have no indication that the private information has
been misused.

As a precaution, we ask that you monitor YOllr financial accounts carefully for suspicious activity and take appropriate
steps to protect yourself against potential identity theft. To assist you in protecting this effort, Starbucks has partnered
with Equifax to offer, at no cost to you, credit watch services for the next year. This service prOVides you with an early
warning of any changes to your credit file. Enclosed you will find a description of the service and enrollment
instructions.

In addition, the Federal Trade Commission has released a comprehensive gUide that may provide you with valuable
info rmation to help protect yourself against and deal with identity theft. It is available for free online at
bJ1R;jj}yww. ft~gov Ibcp/edu/m icrositesfidtheftlcons umers/about-identity-theft. html.

When these inCidents occur, we take the opportunity to once agafn revieio'J our procedures for protecting data and
cd ucate our partners about ways to further protect their personal information. We also continue au r work to prevent
future incidents from occurring. In fact, we are currently implementing encryption solutions where appropriate.

Again, white we have no evidence that your personal information has been misused or compromised, we believe it is
important that you are fully informed of the potentia! risks associated with this incident. Starbucks regrets any
inconvenience this siluation may cause.

If you have any questions, please contact the Starbucks Partner Contact Center at (866) 504·7368.

Sincerely,

Russell Walker
vp, Enterprise Security
Starbucks Coffee Company

",<, Pie,lse note that f"londay is the busiest day at the PCCI so [lOld times may be longer then usual. For faster service,
you may conSider calling during regular pec hours, Tuesday th,ough friday.



The Equifax Credit Watch 1M Silver Monitoring System 

Promotion Cod~_~ <Mail Merge of Promotion Code> 

tCllJifax Credit Watch will provide you with an "early warning system" to chanQes to your credit file and help you to understand the 

content of your Equifax credit file. Equifax Credit Watch provides you with the following benefits: 
() Comprehensive credit file mon'ltoring of your Equ~fax credit report with weekly notification of key changes 
o Wireless alerts and custornizable alerts available 
o One copy of your Equifax Credit Report)'" 
o $2,500 in identity theft insurance with $250 deduc-:ible, at no addi~ionClI cost to yo~ t 

24 by 7 live agent Customer Se:vice to assist you in understanding the content of your Equifax credit informaticn, to proVILle 
persondl"lzed identity tneft vldim ass'l5tance and in 'InIt'lating ar investigation of in<.l(cur-ate information. 

How to Enroll 
To sign up online for online delivery go to w\Nw.nwservices.eoulfax.com/sllver 
1. Consumer Information: Complete the form \, .. ith your contact information (name, adcress and e·mail address) and click 

"Continue" button. The information is provided in a secured environment. 
2. Identity Verification: Complete the form with your Social Securrty Number, date of birth, telephone #5, create a User Name and 

Password, agree to the Terms of Use and click "Continue" cutton. The system viill, ask yO'-I up to two security qL:est:ols to 
verify your identity. 

3. Payment Information: During the "check out" process, enter the promotion code, provided at the top of y'our letter, in the 
":nter Promotion CodeR box (include the dash with no spaces). After erlterirlg your code press the "App:y Code" !Julton 
and then the "Submit Order" button at the bottom of the page. (This code eliminates the need to orovide a credit card number 

for payment.) 
4. Order Conflrmat:on: Click "View rv'IY Product" to access your Equifax Credit Report. 

Directions for p)(jcinq a Fraud Alert 
A fraud alert is a consumer statement added to your credit repo,"t. This statement alerts creditors of possible fraudulent actiVity 
witnin yO'Jr report as well as requests that they contact you prior Lo establishing any accounts in your name. Once the fraud alert 'IS 

added to your credit report, all creditors should centact you prior to establishing any aCCOU1t in your name. To place a fraud alert 
on your credit file, visit: www.fr~Hldalerts.equifax.com or you may contact our auto fraud line at 1·877-478·7625, and fcllmv tfle 
s'lrnple prompts. Once the frcwd alert h2S been placed with Equifax, a notification will be sent to the other tv,;,o credit reporting 
()gencies, Experian and Trans Union, on your behalf. 

; Jd~ntl~ Fraud EXp€rlse Relmbur"$er,lenl Master POI;Cy (lnderWritten by Travelers Casual~ and Surety Company of Amenca iJnd Its prcpertv caS:Jillty ilffili~tEoS, Hi;r~f(lrd, 
CT C61Sl Co,,'eragc for all claims 0, losses dep-ends ,n actual policy provisions. f~.vJilillJili(y d co .. ·eragr. r..an de;Jc-r:d en ou undcrvmtlf"lrj qualific.:Jt·ons arid st"tc 
re·}J',,· ... ('rs CCVUi'GE nc~ ilvJllab!e fe.; rv;,ccnts of flew Yo:k. TIlls Pioouct is nC: intf?njed for -ToIn.'J.'S (under ]8 yeilrS of age). 

Frequently Asked Questions 

What;s a fraud aJert and how does it work? 
A fr<'lLJd alert 15 an advisory placed on a consumer's credit file that alerts potential creditors that the consumer thinks he/5tH:> may 
hav~ been a potentia) Victim of fraud and provides day and evening contact telephone numbers for the consumer to be rcached at 
n the event someone (Including the actual corsumer) attempt.s to open an account in tIle consumer's name. This is ~ free servrce. 

Docs the one-year credit monitoring subscription start from the enrollment date or from my notification date? 
TI",(' one-year credit monitoring starts at the time you enroll. 

What happens to the credit monitoring coverage if my employment status changes (or has changed)? 
The one-year credit monitoring membership is not contingent on continued employment. Once you enroll, your membership IS good 
for one year. However, you may want to use your personal e-mail address, not your work e-mail address when you enroll. 

If I want to pay to keep the credit-monitoring services for longer than one year, what is the renewal process? 
You \-vlll autonlaticCllly be sent a renewal notice 30 days prior to the r:xpiration of the services asking you to renew and pm\/lde 
credit card infomli'ltlon for billing p'Jrposes. 1f no response is received, anothe;- notice will be sent 10 days Wior to the expiration 
followed by a Jest charce e·mail_ A reminder of the rene'..val process \""ill also be provided in your member center where you go to 
access the services. If you do not respo:ld to the renewal requests, the services will be cancelled. 

If I enter my credit card information during the Credit Watch order process, will my credit card be charged? 
The credit C2rd will be authenticated for $1 to validate the card. The $1 fee wi!! be held by the amount of time Dr~-determ:r,fd by 
your cred:t ci]rd processor, however most processors release the funds within 48 to 72 hours. 

The Equifax Credit Watch 1M Silver Monitoring System

Promotion Cod~,~<Mail Merge of Promotion Code>

tClLJlfax Credit Watch will provide you with an "early warning system" to changes to your credit file and help you to understand the
content of your Equifax credit file. Equifax Credit Watch provides you with the following benefits:
() Comprehensive credit file mon'ltoring of your Equ~fax credit report with weekly notification of key changes
o Wireless alerts and custornizable alerts available
o One copy of your Equifax Credit ReporP'"
o $2,500 in identity theft insurance with $250 deduc"tible, at no addi~ional cost to yo~ t

24 by 7 live agent Customer Se:vice to assist you in understanding the content of your Equifax credit information, to provide
persondl'lzed identity tneft vldim ass'l5tance and in 'InIt'lating ar investigatIon of in<.lccur'ate information.

How to Enroll
To sign up online for online delivery go to w\Nw.nwservices.eoulfax.com/silver
1. Consumer Information: Complete the form \,..ith your contact information (name/ adcress and e·mail address) and click

"Continue" button. The information is provided in a secured environment.
2. Identity Verifrcation: Complete the form with your Social Securrty Number, date of birth, telephone #5, create a User Name and

Password, agree to the Terms of Use and click "Continue" tutton. The system viin ask yO'-I up to two security questols to
verify your identity.

3. Payment Information: During the "check out" process/ enter the promotion code, provided at the top of y'our letter, in the
":nter Promotion Coden box (include the dash with no spaces). After entering your code press the "App:y Code" button
and then the "Submit Order" button at the bottom of the page. (This code eliminates the need to orovide a credit card number

for payment.)
4. Order Conflrmat;on: Click "View rv'IY Product" to access your Equifax Credit Report.

Directions for pl(jcirlq a Fraud !'Ilert
A fraud alert is a consumer statement added to your CiecJit rep0;"t. This statement aierts creditors of possible fraudulent actiVity
witnin your report as \vell as requests that they contact you prior to establishIng any accounts in your name, Once the fraud alert 'IS

added to your credit report, all creditors should centact you prior to establishing any aCCOU1t in your name, To place a fraud alert
on your credIt file, visit: www.fr~H!dalerts.equifax.comor you may contact our duto fraud line at 1-877-478-7625, and fcllmv tfle
s'lrnple prompts. Once the frcwd alert has been placed with Equifax, a notification will be sent to the other tv,;,o cre.dit reporting
Jgencies, Experian and Trans Union, on your behalf.

; Jd~ntj~ Fraud EXPt'rlS12 Relmburser,lent Master POI;Cy underwritten by Travelers Casual~ and Surety Company of America and Its prcpertv caS:Jillty ilffjli~t€S, Hi;r~f(lrd,
CT C61S). Co.'eragc (or all claims 0, losses dep-ends 01 actual policy p;ovisions. f~,vJilillJili(y d co..'eragr. ,..an de;JC'.... d en au undcrvmtlf"1[j qualific.lt'c-ns arid st"tc
re'}J',,~.;,crs CCVUcrjE no': ilvJllab!e fe,; rVi,ccnts of flew Yo:k. TIlis p,oouct is nC: Intf?njed for -T,Ir<D,'S (under ]8 yeilrS of age),

Frequently Asked Questions

What;s a fraud alert and how does it work?
A fraud alert 15 an advisory placed on a consumer's credIt file that alerts potential creditors that the consumer thinks he/she may
hav~ been a potentia) victim of fraud and provides day and evening contact telephone numbers for the consumer to be reached at
n the event someone (Including the actual corsumer) attempt.s to open an account in tIle consumer's name. This is ~ free service.

Docs the one~yearcredit monitoring SUbscription start from the enrollment date or from my notification date?
TI",e one-year credit monitoring starts at the time you enroll.

What happens to the credit monitoring coverage if my employment status changes (or has changed)?
The one-year credit monitoring membership is not contingent on continued employment. Once you enroll, your membership IS good
for one year. However, you may want to use your personal e-mail address, not your work e-mail address when you enroll.

If I want to pay to keep the credit-monitoring services for longer than one year, what is the renewal process?
You I-vlll autonlaticCllly be sent a renewal notice 30 days prior to the f:xpiration of the services asking you to renew and provide
credit card informatIon for billing p'Jrposes. 1f no response is received, anothe;- notice will be sent 10 days Wior to the expiration
followed by a Jest charee e-mail, A reminder of the rene',val process \,,-'ill also be provided in your member center where you go to
access the services. If you do not re5po~d to the renewal requests, the services will be cancelled.

If I enter my credit card information during the Credit Watch order process, will my credit card be charged?
The credit C2rd will be authenticated for $1 to validate the card. The $1 fee wil! be held by the amount of time Dr~-determ:r,fdby
your cred:t card processor, however most processors release the funds Within 48 to 72 hours.




