
EXPRESS SCRIPTS@ 

The Ilonorable Boh IVlcD(lllllell 
Unice of tile Attornev Gencral 
00() East rvlain Slreet 
Richmond. V;\ 23219 

Dear .·\ttUlTlc'\ General \!Cj)onnell. 

Further to my letter to your office dateu November l~. 2008. ] am contacting you on 
bchalf of Express Scripts. Inc .. a pharmacy benet]t management company headquaJ1ercd in 51 
Louis. Missouri, 10 provide notice pursuant to Virginia Code ~ 18.2-186.6 of the unauthorized 
acquisition of personal information. 

As c~plained in Ill" previous letter, our company ane! a small number of our clicms 
rl'ccntly received letters threatening to discfose personal information allegedly stolen il"om Olll 
.~: steJll. Hascd on our investigation to date. we helic\"e that the additional threateniilg letters 
recei\'cd by our clicnts include the personal information of one (I) resident of Virginia, including 
name, dale of birth. and Social Security number. On Or about November 10, 2008, 'Nt sent this 
individual a lerrer by fIrst class U.S. mail providing notice of the unauthorized access. A COP) of 
thc form of notification is enclosed. 

\\'t continue to cooperate \\-ilh law l'nforcemcnt authorities and to condLlc! ,m 
illle,tigati<)!1 with Ihe help of outside expcrts in Jata securitv and computer forensics. Al this 
lime: \\'e art not ,l\vart:: of any misuse of personal illformation caused by this inciuent. \Ve have 
Imlllchecl a website, \\'\'.w.csisup]1urts.com, tn provide information to assist our members in 
protecting against possible identity thelt. In addition, we have made available to members the 
npert sen'ices of Kroll Inc .. iI leading risk consulting companv. ,,'hich ,,·ill provjde idcllIit\' 
restoration sen ices to nlembns, if any. who becorne victims of identity theft call sed [1,' tlris 

incident. 

Please contact me at ~88-778-gl)29 ifYOll havl' any questions. 

Sineerelv./ 
./ 

iJeT 

Enclosures 

Or~e Express Way. SLlou:s, MO 63121 .. 311,.996.0900 • 'A'wv!,expres::-scri;Jts,com 
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:\,)\clllbCl 1 (). ~()(JS

The Honorable Boh rvlcDollllel!
Uf1~ce of the Alturnev General
<.Jon East [vlain Street
Richmond. V i\ 23219

Dcar :\!lurnc~' (Jeneral \!c[)ollnell.

FUrlhcr tu my letter to your office dated November 12. 2008. 1 am contacting you 011

behalf of E:xpress Scripts. Inc., a pharmacy benefit management company he3dquaJ1ercd In 5t
Louis. Missouri, to provide notice pursuant to Virginia Code ~. 18.2-186.6 of the unauthorized
acquisition of personal information.

As c:\pldined in my rrevious letter, our company and a small number of our chems
recently reeei \eel letters threatening to discfose personal information allegedly stolen from our
syslcIlL Hascd on our investigation to date. we belic\"t that the additional threatening letters
received by our clients include the personal information of one (1) resident of Virginia, including
name, dale of birth. and Social Security number. On Or about November 10. 2008. 'Ae sent this
individual a Jetter by first class U.S. mail providing notice of the ullauthori7ed access. A copy of
the form of notiflc8tion is enclosed.

\\t' continue to cooperate \\ith 1,1\\ enforcement authorities and to cunduc! ,In

imes'ligali()ll \vith Ihe help of olltside experts in Jaw security and computer forensics. Al this
lime, \ve are not aware of any misuse of personal information caused by tbis incident. \Ve havc
launched ~I website, w\'.w.csisuppons.colll, to provide infon11<ltion to assist our members in
protecting against possible identity theft. In additIon, we have made avnilable to members the
expert scn'Ices of Kroll Inc .. (l kacling risk consulting company, which will provjdc identity
restoration s\Cnice~ to lllembel"S, if any. who hL:come victims of identirv theft caused h' this

incident.

Plense contact me at ~88-778-8929 ifYOll have any questions.

Sincerelv';
./

iJCF

Fnclosures
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Non:lllbcr I (L 2008 

1\ (llllC 

Address l,inc 1 
Addrl's:-, Line ::: 

Dear ['v1r.!M,. Lasli'-:al11cj. 

! :un (unt<:~''::1,ii\~ ~\(H" bC"'::,hl:'lC \\'C re·...:ently \c;:,rn(:d o(un,wtl1orizeJ ((cces.s 10 i!ll"ufmatiull Lllal incJudes ~'\'llir 
11;1111(,. social security number and done uf bit1h anu may also include: prl'.scriptioll i;lfornwtion. Altlwl!t:h 
dcwiis re~ardiJ1~l. the situation are lilllited and we (irc lIU-j\\'are at tilis time (lfan) acttlalmisu:::'l' OfYllUI 

In!()I']ll[llioll. \\c helil~\'c it is important to notify you \\'e also J1aVl' ::let up a web"ite. 
\~~~~._t;,C;_iSlJJ2.jli211'i.Cll!l1. that conl~1ins f1dclitional inr~Jrrnatjon and resources that you !l1a) find helpful. We 
co:llillllC to invcstigalL: this matt!;:'r and will further ad\'i~e you if we become aware that your infonnatiGll 

has been misused. 

rv1caJl\\hile. to help rl~duce yuur potential risk. we arl? making ~1\'ail(lblc to you the services of Kroll. Il1c .. 
a New York-b[lsed risk cO!1'illlting firm and a global lender ill data sccurilY. [fyuu have CDnCtTfl~ about 
:'Ollr persollal informatioll, )'1l1l11lay contact Kroll iJt S66-795-9350. j\:[ond,i}, through Fridny het\\een the 
!loLlI'S (1fh'OO a.m to 5:00 p.m. (Ccmrai Time). tn discuss ~\(l\lr cuncerns with 8. U,S,-based customer care 

rcpn::-;clltati\'~ speciall) trained in handling pri\'acy' bre .... ch c\'cnts. fraud and identity' theft issues. II")ollr 
situatioll appears to be tied tc' identit:" theft resulting from this incident you will be assigned a liceJlsed 
11lvestigator v,'11O will work with you to validate and address your concerns. \;'./e will provide identity 
restoratilJJ1 ~t:r\'ices from Kroll for all legitimate and appro\'ed cases of identity theft caused by l11is 
incident. In additiPll to these services. we ;·dso suggest that you take stcp:-; outlined ill page 1\1,0 ofthi~ 
letter tu further reduce allY potelltial risk to you. 

[)least' kno\\ thaI protecting the securir~ and confidentiality ufyollJ" personal information is our top 
priorit) and we are \\'orking hard to fully investigate this mat1er. \Ve apologiz<..: for an\ incollvenience this 
illcident may CJuse and \\"il! continue with ollr vigorous ilH'estigntion . 

. ~incU'ch'. 

Duvid E. frimel, Senior Director 
COI'porate Sec uri!} and Safet: 

[)EF 

!lttachlllCIlI 

One Express Way. St. Louis, MO 63121 • 314.996,0900 • www.express-scripts.com 
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l\alllC
Address 1.1 ne I
:\ddrl's~ Line ::

Dear ['v1r./Ms. Last Name]:

1,'1111 c,mt"uii"i!" y(j(', t1("~"IUSC \\'c re..:ent!:; ICd'ned of un,lulhorl/.eJ «ccess [0 i,d'ormatiull thaI includes yuur
l1ame. social seclirity number and datc uf bil1h and may also include' prl'scriptioll i;lforillation Although
,kWI!S n:~"rdint' the si1uatioll are lillliled and we iHc' IWi1\\·are at this time of any actual ll1iSlISl' of you I
inl()lll1atiul1, we believc it is ill1pol'tant to nOlify you We also have set up a website.
\~"':.!.~.t;,~ iSl.!l2.Jli2I1s.COIl!, that contalll s nd ditiolin! in formmion an d resou rccs that you may fi nd he Ipiu). \\ c
continue to investigate tIllS matter and will further advise you jf we' become aware that your informati\)n

has been misllsed.

rVlcmmhile, to help reduce your potential risk. we are making availilblc to you (he services of Kroll. Inc.,
a New York-lwsed risk consulting firm and a global leader in dala seclirity. ffyou have concerns abollt
>ollr persutlal infonrlatioT1, )01l1l1ay con1aet Kro!!;)t S66-79S-9350. l\'londa) through Frida\ bct\\ccnthc
!loLlI'S of }l'OO it.1ll 10 5:00 p.m. (Central Time). to discuss your concerns with a lJ S -based customer care
rcpresclltal Ive spec iell Iy [I'a in cd in hand! ing pri \',H':y brec.ch events. fra lid and identity the it iss Lit'S. Ir your
siluation appears to be tied to 'Identity theft resulting from th'IS incident you \-vill be assigned a licensed
investigator who wlll work with y'ou to validate and address ::iour concerns. We will provide identity
restoration scnices from Kroll for all legitimate and appro\ed cases of identity theft cClused by tllis
inc ident. 111 add ition to these services, we <,Iso suggest that you t(l ke steps out Iined ill page t ,\ 0 of tl1 is
Ierter tu further reduce any potential risk to you.

Il!case know fhal protecting the seeuri,)' and confldenriality of your persona] information is our top
priority [lnd we are \\'orking hard to fully investigate this matter. We apologiz/": for any inconvenience thiS
incident may CJuse and \vill continue with our vigorous in\'estigntion .

.~ i nl..'~:rc 1\,.

Duvid E. I'rimel, Senior Director
COl'porarc Security and Safety

i[JET

attachment
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:\ction~ you C<lll take to safeguard your personal information 

["(1 protect againsi the unauthorIzed use of your persoll:11 information. YOllll1ay want to consider placing a 
:'lLL'LlI itv'haud alert or cxtended sl'curit\',/fr~llld alert ('Ill vour credit bureau file. A security [lien marker on 
:~Hlf fi"Je \\otlld cause (lilY j...,slIer ofcrc~lit to lise additi~nal scrutin,:-.' for allY reqlll':-'! for n"ew or incn:a;.;cd 
,,-'I'l'uit ),lli~ 1_']'0\ Ide:- a ~ig!liticHnl Ie\'cl of pnJlcction: 11Cl\\CVCr. it ma y- lilllit yn[J[- (!biiity' 10 ~l't "install(' 

.:n:dit such as the offers UftCll made available at retnil stores You must contact ,-)Jle of the credit ourcaus 

ji~l('d beIc1\\, directly, to request this ale!1. 

I".quifax' Experian: TransUnion: 

J-S'n-47X-7625 
~'0y\\' .c9l!ifi"!;iS_t2m 
PO. 11m 7·j024l 
I)ivlSioll 

l-888-EXPERIAN (397-3742) 
:,-~~\'.eK~i.QD_ COl]) 

PO. 8o, 9532 
Alien, TX 75013 

I-KOO-680- 7289 
\\-\\'\\'.1 r<lfl S LllliglLc;orn 

fraud Victim Assistance 
P. O. Box 6790 
Fullerton. ell 92834-6790 Atl'Hlta. (J.;\ 30J7·1-0~41 

Some .1clditional precautions that you can take: 

• Periodically check y'our credit report to ensure lhat all your infor!ll<ltion is correct. You call 
nbUI!1 ~l fret:' Creelit n:por( \.111CC per:: eelr by \ isiting \Y\,'\\',mlllllakrcditrepl'rLclilll or by Ci-lIlillS 
X!7-J=:-~22S Chelking your cn:ciil report pelillclically can help ~O\l ~p\)( problefllci a:ld aJdrc...,<., 

thl'lll quickly. 

• 

• 

If you rind sllspicious acti\' it)' on your credit reports or have reason to be!ie\;e your information is 
being misllsed contact :your local law enforcement agency and fl!e a police repol1. Get a copy of 
the report when it becomes available to YOLI and retain it for fwiller use~ as man:v creditors want 
tht: information it contains tn absl.!\,e yfOtl of potential f1-audulcl1t debt:-;. 

YOL: ;.;all :d~;c contact the Ft'lL::r,!l Trcdc C~)mJ1~is::,iCln [;1 ~~~~-:~,\ ,cC)ns~m:e:·.Qc\:':id;heft. Clr ;:! ! -S77-
II) Theft (43S-4338), or at Identity Theft Clearinghouse, Federal Trade Commission, 600 
PeJlllsylvania A,enue ,\I\V, \Vashington. D.C. 20580. 

One Express 'vi/a)' • 51. Louis, MO 63121 • 314,9960900 • V-.I\.'Nl.express~scripts.com 
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Actio ns ~'Ol/ C:J II take to s~lfrgu ard you r personal inform ation

1(1 prOICe( agaillst the llllHutlwnzcd use of your person:ll information, )'l1U may wan! to consider placing a

~CClII ilv'fmllcl alert or C\:tcndcd security/fraud alert on your credil bureau file. A security alert marker on
)uur lilt \\ould cause any issuer of credit to use 3dditional scrutiny for any reqllesl for new or increased
ueuil This [)rovlcles a signiticanl level of pl'otcctillJ1: hCl\\CVCr. it may limit yCll11 ability III :,;ct ;'instan('
credit such as the offers often made available at rctad stores YOll Illust contact I)ne of the credit bureaus
listui bek1\\. directly, to request this alel1.

Eq uila x'

1-8'77-'1n1-7625
-'-~~w .cg 11 ifi~lSQJ1l
PO. no." 74024 I

DiVision
Atlanla. (;/\ 3037,1-0241

Experian:

]-R88-FX PERIAN (J97-3742)
w\~v.e~~ianco,.!)
PO, Box 9532
Allen, TX 750]3

TransUnion:

\-i\OO-680- 72 89
w\\'\\'.1 r:lIl Slllli9.!l~OI.ll

fraud Victim AssistaTice
p, O. Box 6790
Fullerton. CA 92834-0790

Some aciditional precautions that you can take:

• Peri ad ica II)' check your creel it report to ensure lhat a11 yom inforJl1(jt ion is correct. You can
IlbUln ~l frce Credit I'(;pOJ'I ,'nee reI' year bv \is!ting \\\\'\\'.~mIltlakrcclilI'epl'rI.Clllllor by callillS
XTi-1:22-S22S Checking yOLir creclil reron periorllcaJly CJn help you SpOl problems il,ld addrcs-

them quidly.

• Ifyoll find suspicious activit)' on your credit reports or have reason to believe YOLlr information is
being misused contact your local law enforcement agency and fjle a police repoJ1. Get a copy of
the report when it becomes available to you and retain it for further use, as many creditors want
the informJtion it contains to absolve ~,rOll of potential fi-ilUclulellt {kbrs.

• Close 3ny COlll p),(1111 ised [I (COli nlS.

If y'OU ;.:nn :-d~~c cnntact the Ft:d[~r~~1 'l'rudc C.\)Jnn~~s:~ion [;.1 ~~~~<y.·.cC)r~~ln;eiT.QC\:/idthefL nr ~:! 1-877­
II) Thef1 (43t\-433S), or at Idelltity Theft Clearing.hollse, Federal Tracie COlllmissioll. 600

Pennsylvania Avenue '\'W, Washington. D.C. 20580.

I ~l)S(,l)\ I
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