
EXPRESS SCRIPTS® 

November 12. ::COliS 

! he Honorable Dob McDonncll 
Umce orthe .\ttOTilel General 
'JO() Last 'vlain Street 
R.iehmond. VA 23 219 

])e:1r iltlOrney General McDonnell. 

7 

i am contacting you on behalf of Exprcss Serirns. Inc .. a pharmacy benefit management 
companl headquartered in St. Louis. "·lissouri. lC1 notify you of a threat that has been made 
against the company imoiving unauthorized access to personal information. 

We reccnll\' receil'ed a letter hom an unKnown person or persons trving to extort J110nel 
frull1 the cumpan:' by threatening t(l C~pOSl' lllillions of l11l'mhcr r~c(1rds al!egl'dly s1ulclJ rrOll1 

('ur S: :-,km. J'hc kiter iIlC1Ucle:-i pt:Tson<.11 in!(lrmminc of 7'5 mell1bers, includill!-.! their name.'). 
date.". oj' birth. Social SCCllrity numbers. and ir'. some 1l1stancc~_ histnrical pharmaceutical 
prescription informatioll. We notificd aJlected individuals by ictler. sent hy tirst class maii. on or 
clbout October n. 2008. 

01 er the course of the past week, we kcmne aware that a small number of elur 
cOn1]l(lny's clien1s ,dS(1 rccl_'ivcd thrc;ltcning letters from apparently' the same person(s), similar in 
form 10 the one that \\'C' received These letters contain personal information of some aJJitional 
members. including their names. dates of birth. and Social Security numbers allegedl) stolen 
frolll our systcm. We arc in the process of determining the addresses (including states of 
rcsidency) for these members in order to send then' notification letters promptly and tll cOlllply 
lIith anI' relel'ant state breach notification laws. 

We illlmediatel, reported these events to 1311 GllforCClncnt authorities and arc I'uflv 
cl10pcrating \-... itl1 their ongoing criminal j!l\'csti~.~;:ni(Jn. \Ve 21so (J.P." ('nn011C t ing :)!"'! in\·.:,c;l!~~].ti(·'n 

with the ~H:Jp of Clll1sidc experts in datn security dna C'(1mputcr forensics. At this time, we are not 
illl crre of any 1ll1SUSC of personal iniilrlllation or that intimmllion relating to any individuals otht'r 
than those ickntificd in the letters discussed above has been accessed bl tbe eriminal(s) 

We also have isslled press reicreses dated l\'ovcmher C, and II. 2UOS and launched a 
\\ct..,site. \\-\\'\\.c::-,isuppnrts.(OIll. to dotit~ our clients alld members of the existence or the threat 
and to prlllicie informatiun to assist them in protecting against possible identity theft. In 
addition. IVe have made available 10 rnell1bcrs I.he expc11 services of Kroll lne .. a leading risk 
consulting cOlllp3ny. \\'hich \\oil! provide iJeIltity restoration services in members. if any, \.\'ho 
bcc(l:ne victilns of identity thell citu:iC:cl by llri.s incicj.'J]t. 
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j am contacting you on behalf of Express Scripts. Inc., a pharmacy bendit management
company headquClrtcred in Sl. Louis. ;\'lissouri, tel l1otif) you of a threat that has been mack
against the company involving unauthorized access to personal information.

We recelltly received a letter il'ol11 an unknown perc;on or pl:rsons trying to extort mone)
from the compan) by threatening to e;..;posc' millions of m.:mhcr records allegedly sttl]cn I'roll1
cur S.\stelll. I'he kitcr includes )'cTson'l] inllmmllJnr:: of 75 members, including their name.s.
dates or blnh, Social SCcllnty numbers. and il; some 1I1stc1!1ces. historical pharmaceutical
prescri pti on j nformatiol1. \1.,1 l noti fied affected inu ividuals by leuer, sent hy tl rst class mai L 011 or
about October 20. 2008.

Over the course of the past week, we bec.:arne aware that a small number of our
compm:!y's c1iC!llS ,dso rec'-'j vcd [11 rca(cn ing 1tHers from apparen! ly the same ])el'son(s\ si m i! at' in
form to the one thal we received These letters cont,lil1 personal information of some aJditional
members, including their l1'l111es. dates of birth. and Social Security numbers allegedly stolen
from our system. We arc in the process of determining the mldresses (including states of
residency) for these members in order to send then~ notification letters promptly and tll comply
with an\' relevant state breach notification laws,

We immediately reported these events (0 l,m ;;Ilforccmcnt authorities and arc I'llily
cnnDcraliJW, \"'j(iJ rllei!' oJ1QoinQ, criminal jnvcstil~:ni()n. \Ve ,d<:o Rr':' ,'nn0l1c t iIW :n! in\··~c;t!:~:l!ic'n

~ '-' ,--' .. --
with the ~l\.:'!P nf oll1sidc experis in data security and computer forensics. At this time, we are not
,1\\ mc of any 11lISllse of personal information or (hat information relating to any individuals other
than those identified in the letters discussed above has been accessed by thc criminal(s).

\Ve also have issllcd press n.::krlses dated November (i and 11. 2008 and launched a
\\('bslte. w\\\\.esisuppUI"lS.COlll. to nolit\ our clIents and i1icmbers or the existence or the threat
and to pnwicle informatiun (0 8SSlSt them in protecting against possible identity theft. In
addition, we have made available to mernbtrs I.he eXpCJ1 services of Kroll Ine" a leading risk
consulting l'ompany, which \vi!! provide iJentity restoration services tn members. if any, who
beCO:l1e \'ictirr,s of identity theft cau:,ul by Ihj.~ inciddll.
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j am contacting you on behalf of Express Scripts. Inc., a pharmacy bendit management
company headquClrtcred in Sl. Louis. ;\'lissouri, tel l1otif) you of a threat that has been mack
against the company involving unauthorized access to personal information.

We recelltly received a letter il'ol11 an unknown perc;on or pl:rsons trying to extort mone)
from the compan) by threatening to e;..;posc' millions of m.:mhcr records allegedly sttl]cn I'roll1
cur S.\stelll. I'he kitcr includes )'cTson'l] inllmmllJnr:: of 75 members, including their name.s.
dates or blnh, Social SCcllnty numbers. and il; some 1I1stc1!1ces. historical pharmaceutical
prescri pti on j nformatiol1. \1.,1 l noti fied affected inu ividuals by leuer, sent hy tl rst class mai L 011 or
about October 20. 2008.

Over the course of the past week, we bec.:arne aware that a small number of our
compm:!y's c1iC!llS ,dso rec'-'j vcd [11 rca(cn ing 1tHers from apparen! ly the same ])el'son(s\ si m i! at' in
form to the one thal we received These letters cont,lil1 personal information of some aJditional
members, including their l1'l111es. dates of birth. and Social Security numbers allegedly stolen
from our system. We arc in the process of determining the mldresses (including states of
residency) for these members in order to send then~ notification letters promptly and tll comply
with an\' relevant state breach notification laws,

We immediately reported these events (0 l,m ;;Ilforccmcnt authorities and arc I'llily
cnnDcraliJW, \"'j(iJ rllei!' oJ1QoinQ, criminal jnvcstil~:ni()n. \Ve ,d<:o Rr':' ,'nn0l1c t iIW :n! in\··~c;t!:~:l!ic'n

~ '-' ,--' .. --
with the ~l\.:'!P nf oll1sidc experis in data security and computer forensics. At this time, we are not
,1\\ mc of any 11lISllse of personal information or (hat information relating to any individuals other
than those identified in the letters discussed above has been accessed by thc criminal(s).

\Ve also have issllcd press n.::krlses dated November (i and 11. 2008 and launched a
\\('bslte. w\\\\.esisuppUI"lS.COlll. to nolit\ our clIents and i1icmbers or the existence or the threat
and to pnwicle informatiun (0 8SSlSt them in protecting against possible identity theft. In
addition, we have made available to mernbtrs I.he eXpCJ1 services of Kroll Ine" a leading risk
consulting l'ompany, which \vi!! provide iJentity restoration services tn members. if any, who
beCO:l1e \'ictirr,s of identity theft cau:,ul by Ihj.~ inciddll.
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Please contact me at 888- 778-8929 if you have any questions. 

Sincerely;;/ 

Please contact me at 888· 77S-SCJ29 if you have any questions .

......
Sincere!~;1 .> ////1

/'~/ //i-/ /
l-- V /,.>

. .;:::??10t <r/7
'Ja11ice r: or5yth ,.... /

(Vice President & Deputy Gene-ral Counsel
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