
AON
Bobbie McGee Gregg

Vice President & Global Chief Privacy Officer

June 19, 2008

By Overnight Deliverv

Office of the Maine Attorney General
6 State House Station -
Augusta, ME 04333

Re: Notification of Data Security Breach

To Whom It May Concern:

I am writing to provide you with information about an incident involving the loss of an Aoo Consulting laptop, on which
was stored a file that contained the surname and first name plus social security number of 57,160 individuals, including III
Maine residents. The laptop was stolen from a restaurant on May 30, 2008, in New York City. A police report has been
filed. We do not have any evidence that the information has been misused.

The information of all affected individuals was collected by Aon during a pre-employment testing and application process.
Such testing took place during the period of July 6, 2005, to February 29, 2008 on behalf of Verizon. The affected
individuals reside in the District of Columbia and 47 states (excluding North Dakota, South Dakota, and Wyoming).

We have arranged with Consumerlnfo.com, Inc., an ExperianiE company, to provide the affected individuals with two years
of credit monitoring services. The affected individuals will be notified shortly through letters to be sent via first-class mail.
A copy of the notification letter is enclosed.

Sincerely,

~~l0--~t~
Vice President and Global Chief Privacy Officer
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Dear GivcnNamc:

AON
Bobbie \'1cGcc Gregg

Vke President & Global ChiefPriva(~y Officer

Junc 23. lUng

W(' are writing to inform you that on May 30. 2008, a laptop cOJltaining company dat~l l,vns stolen from one of our employees.
The laptop may contain pCf50nally identitiable infnn11atiou relating to you. specifically y(mr name and Social Security
number. This infonnution WilS (:ollected from you by Aon during the testing pro(:ess for a position \vith Verizon. The
appropriate s(;,'curhy and police personnel were contacted and a police report was tiled. You may obtain a copy of the police
re[mrt by contacting lTle ,H the addn.:~s helm\!.

The laptop was password protected, and at this point it appears that the theft was a random criminal act We have no rcason
to helieve that any of the inforrni:ltion 011 this laptop has been accessed or misused. The lJptop, however, has not been
recovered. To help protect you against the potential consequences of this incident, we have taken the foltowing steps:

We h.lve partnered with COl1surnt:r1nrO.l'orn~,:1Il Experians t:ompany, [0 provide you with two yC,lfS of\;rcdit monitoring at
no cost to you. This credit monitoring membership inciudes:1O initial 3-hurcau Credit Report. It will enable you to identify
possible fr~Hldulc:nt use of your infoT1natioll.

Your credit monitoring product, Triple Advantage"-"". will identify and notify :>'OU of key changes that may be a sign of
Identity Theft. Your complimentary membership includes:

o One 3-Burcau Report when you sign up
o Unlimited access to your Expcrian Credit Report and Credit Score
<J !\1oniwring uf all three of your national credit reports every day
() Email alerts when key changes are identified
o 525.000 Identity Thdt insurance provided by Virginia Surety Company, Inc. *
(.1 Access to Fraud ResolUlion Rcprcsl..'l1tatives

You have nim:ty (YO) days to activate this memhershlp, which willthcll continue for 24 nl011ths. We cncourage you to
activate your l:rcdit monitoring membership quickly. To redeem your Triple Advantage membership. please visit
hUn.;!.inartn£LmlllliLl1CrinfiJ.cQmhlc and enter the code provided bdow. You \l,,.ill be instructed on how to initiate your
online membership.

Your Credit Monitoring ACCl:ss Code: [insert Expcrian code]

Please call Consumcrinf(),Colll. fne: s toll free Customer (';:Ire Center at 1-866-579-7109 ifyoll have any qucstions or need
further assistance. The Customer Care Representatives arc available from 9:00 a.m. to 9:00 p.m. ET, Monday through Friday
;1l1d from 11 :00 a.m. to H:OO p.m. Saturday and Sunday.

Giv\.'11 the mcrc<Jscd risks and sensitivity sllfTmmding identity theft, we urge you to be \ igilant fl.)f any signs of identity thell.
You should (:lrd'i.dly fl..'viv\v aCt:ount statements and you llli1y wish to monitor your acJit hi::>lory by monitoring your credit

Due 10 New York state law n:slrictions. identity theft insuranc.: cannot be utTered to n:sidcnts of:'.Jcw Ynrk.

I'JII C(J!!Jiwufi,lu
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report. Always rcport suspected identity tndt 10 your local law "nforccmcnt agency <lnd contact ConsumcrinfocCol1l, Inc.
immediately for fraud Rt'Solutinn AssIstance. For more information about detecting and dealing with idcmity then. visit the
Wcb site of the Federal Trade Commission at http://WWw.consurncr.gov/idthcft/. You can also con/act the FTC by telephone
at I-X77-I I). III EFT (l-Xn-43!{-433X) and by mail addressed to Federal Trade Commission. Consumer Response Center.
6no Pcnns)'lv:miaAvcl1ue, NW. Wa5hingtol1, DC 20580:'

A(m takes the security of personal inflmnation seriously. We actively reviL'w our security procedures to ensure the pwtedion
and the safeguarding of proprietary inforrnalJon. We arc in process of lldd'll1g encryption software to all our laptup computers
to prcVt'nt.unuuulorized access to laptop c~mtents. We regret that this incident occurred and apologize for the inconvcnh:ncc
to j'lm.

You may also contact the credit reporting companies at:

Equifax: U.S. Consumer Services, Equifux luf{Jmlutioll Services, LLC, PJ). Box 740241. Atlanta, GA 30374.
Ttl report fhlUd call (888) 766-0008 or 10 order nlpy of credit report, call (800) 61\5-1111.

Expcrian: E'\perian Security Assistalll.:e. P.O. Box 72, Allen, TX 750B. To rcport fraud call (XXX) 397-3742
or to order copy of credit report call (888) 397-3742.

TransUni<lIl: P.o. Box 6790, fresno. CA 92834. To report fraud call (gOO) 680-7289 or to order a copy
of crt'dit report call (877) .322-8228.

You have the tight to place a :'t'cul'ity freeze on your credit report, which will prohibit the ere·tlit reporting companies from
releasing allY inhmnation in your credit report witllOut your express appn.wul. You must contact c<lell (ll' the three major
credit reporting companies separately, and you will be charged $5.00 by each company to 1>lace anJior remove the
unless you are Inc victim of identity fraud.

P!l.'asc note that the Security Freeze may delay, intcrfL'rc with or prohibit the timely approval ofany subsequent request or
application you make that involves access ttl your credit rcp0l1. This may include, but is no/limited to, new loans, credit:,
mortgages, insurance, rental housing, employment, investmctlls, licenses, cellular phone service, lllility service, digital
signature service, In!e01cl credit card transactkms and extension of credit <II point of sale_ If you \vish to apply for a new
credit account or other credit relationship, and the prospective lender or company needs tQ acces!! y,mf credit rcpnrt, you will
need to either remove or temporarily lill the Security Freeze.

You can access information from each of the three national credit reporting companies explaining their processes for
requesting a security frecf.:c on the internet as l'i,)!Iowj1:

Expcrian

Equifh,X

TransUnion

Sincerely,

~ h1tJ:h !ktt
Bobbie 'McGee Gregg
Aon Corporation
Chief Privacy Oll1cer

" Residents of the State of Maryland may also visit the website of the omce of the Maryland Allurney General at
hrtp::iwwwJ){lg.slate.md.II"iidlhcf)iindcxhtm. and can contact the Office of the Maryland Attome)' General by telephone at
(S88) 743-()(\23 lOll·free or by mail addressed to Offke oflhe Atromey Gcncr;Jl, 200 Sf. Paul Plm:c. Bultimorc, MD 21202.


