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To: Maine Office of the Attorney
General

From: Dept. of Privacy & Security

Phone: (207) 6264800 Phone: (206~ 392-5254

Fax phone: (207) 287-3145 fax phone: (206) 392-5468

REMARKS: o Urgent ~ For your review 0 Reply ASAP

=:::: Please see attached ==

o Please comment

THE INFORMATION CONTAINED IN THIS FACSIMlLE COMM:UN!CATION IS PRIVILEGED AND/OR
CONFIDENTIAL INFORMAnON INTENDED O}.T}.Y FOR THE USE OF EACH Ih1)!VlDUAL OR ENTITY NAMED
ABOVE. IF THE READER OF THIS COVER PAGB IS NOT AN INTENDED RECIPIENT, YOU ARE HEREBY
NOtIFIED lliAT ANY DISSEMINATION, DISTRIBUTION OR COPYING OF TIllS COMMUNICATION OR THE
INFOIU.1ATrON CONTAINED IN THIS COMMUNICAnON IS STRIeTLY PROHIBITED. IF YOU IiAVE RECENED
THIS COMMUNICATION IN ERROR, PLEASE IMMEDIATELY NOTIFY US BY TELEPHONE AND RETURN THIS
FACSI:MILE TO US AT THE ABOVE ADDRESS VIA. THE U. S. POSTAL SERVICE. THANK You.

CONSUMER PROTECTION DIVISION

RECEIVED

AUG 06 2008
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August 5, 2008

State ofMaine Attorney General
6 House Station

. Augllsta, Maine 04333

To \V110m It May Concem:

In accordance with Me. Rev. Stat. tit. 10 § 1348. we are providing you with written notification
regarding the nature and circumstances of a recent data security incident.

We recently became aware of a crime that resulted in the compromise ofpayment card
infonnation of some Alaska Airlines and Horizon Air customers. An employee working in OUI

Phoel1ix> Arizona reservation center who was responsible for processing customers' requests for
changes to their reservatiolls misused the payment card information provided by some cttstomers
to pay for reservation changes. Rather thal1 processing the payment on behalf ofAlaska Airlines
or Horizoll Air, this employee processed the change requests but diverted payn1ents to personal
accounts. The employee has since been terminated and we afE working with law enforcemen.t to
prosecute this individual. \Ve are 110t aware ofany Maille residents who ma.y have been affected
by this crime.

Attached for your infonnatiol1 is a sample oftb.e notice we have sent to affected individuals for
whom we have all address. Because we do not have an address for some potentially affected
individualst we are supplementing this written notice with substitute notification in accordance
with Me. Rev, Stat. tit. 10 § 1347(4)(c). rfYOll have any questions, please do not hesitate to
contact me at (206)392-5254.

Very truly yours,

Gregg Saretsky
Executive Vice President,

Flight & Marketing

Enclosures
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We recently became aware of a crime involving payment card infonnation ofsome
Alaska Airlines atld Horizon Air customers. An employee working Ul our call
reservation center who was responsible for processing customers' requests for changes to
their reservations misused tlle payment card infonnation provided by some customers to
pay for reservation changes. Rather than processing the payment 011 behalfofAlaska
Airlines or Horizon Air, this employee processed the change requests but diverted
payments to personal accounts. TIle employee has since been terminated and we are
working with law enforcement to prosecute this individual

We regret that this has happened. We take our obligation to safeguard your personal
infonnatiol1 very seriously and. therefore, we are alerting you so you can take steps to
protect yourself from possible flaud in connection with the pajment card you used to pay
for an Alaska Airlines or Horizon Air reservation change. We encourage you to remain
vigilant and take measures to regularly review and monitor your relevant fllla.llciaI
account to determine ifthere are any unauthorized transacnol1s, The attached Reference
Guide provides details 011 other steps you should consider.

You are entitled under U.S. law to One free credit report annually from each of the three
national credit bureaus. To order your free credit report, visit
www.ann.ualcreditreport.com or call tolI~free (877) 322-8228.

We hope this information is useful to you. If you would like to speak liVith us, please call
us toll-free at 800-401-5403, Monday through Friday, between 8 a.m. and 5:45 p.m.
(Pacific time).

Again, we regret any inconvenience this m.ay cause you.

Sincerely,

~
Gregg Saretsky
Executive Vice President
Flight & Marketing
Alaska Airlil1es
P.O. Box 68900
Seattle, WA 98168
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We encourage individuals receiving Alaska Airlines' letter of August 5, 2008, to take the
following steps:

Contact Your Payment Can! Issuer or Bank. We reco1T1~end you immediately contact the
credit card company or bank that issued the payment card you used to pay for a reservation
change on Alaska Airlines or Horizon Air. Tell them your account may have been compromised.
Jfyou want to close the affected account and open a new account, ask the payment card company
or bank to give you a PIN or password. This will help control access to the account.

Order Your Free Credit Report. To order your free credit report, VlSlt
www.aanualcreditreport.com. call toll-free at 877-322-8228, or complete the Annual Credit
Report Request Form On the U.S. Federal Trade Commission's website at www.ftc.gov and mail
it to Annual Credit Repmt Request Service, P.O. Box 105281, Atlanta, GA 30348-5281. Do not
contact the three credit bureaus individually. They provide free annual credit reports only
through the website or toll-free number.

When you receive your credit report, review it carefully. Look for accounts you don't recognize.
Look in the "inquiries" section for names of creditors from whom you 'havell't requested credit.
Some companies bill under names other than their store names. The credit bureau will be able to
tell you when that is the case. Look in the "personal infolIllation" section for information (such
as your home address and Social Security number) for any inaccuracies. Errors in this
information may be a warning sign of possible identity theft. You should noli/}' the credit
bureaus of any inaccuracies in your report, whether due to error Or fraud, as soon as possible so
the information can be investigated and, if found to be in error, colTected. If there lIl·e accounts or
charges you did not authorize, immediately notify the appropriate credit bureau by telephone and
in writing.

Jfyou find items you don't understand on your report, call the credit bureaus at the number given
on the report. Credit bureau staff will review your report with you. If the infolIllatioll can't be
explained, then you will need to call the creditors involved. Infonnation that can't be explained
also should be reported to your local police or sheriff's office because it may signal criminal
activity.

Place a Fraud Alert on Your Credit File. To protect yourself from possible identity theft,
consider placing a fraud alert on your credit file. A fraud alert helps protect you against the
possibility of an identity thief opening new credit accounts in your name. When a merchant
checks the credit history of someone applying for credit, the merchant gets a notice that the
applicant may be a victim of identity theft. The alert notifies the mercbant to take steps to verify
the identity of the applicant You can report potential identity theft to all three oftlIe major credit
bureaus by calling anyone of the toll-free fraud numbers below. You will reach an automated
telephone system U,at allows you to flag your file with a fraud alert at all three bureaus.

Equifax po. Box 740241
Atlanta, Georgia 30374-0241

877-478"7625 www.equifax.com
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Place a Securi Freeze 0 Your Credit File. You may also wish to place a "security freez;e"
. on your consumer credit fil 9 by contacting the three nationwide consumer reporting agencies. A

security freeze generally w'l1 prevent creditors fTOm accessing your credit files at the consumer
reporting agencies without your consent. You can request a security freeze by contacting the
consumer reporting agencie using the following contact information.

Experian

TransUnion

P,O.B x 9532
Allen. exas 75013

ictim Assistance Division
6790
Califomia 92834-6790

888-397-3742

&00-680-7289

Utlww.experian.com

v.'WW.1ransuniol1.com

..

Equifax P.O.Bo 105788 877-478-7625 www.equifax.com
Atlanta, Georgia 30348

Experian P.O.Bo 9554 888-397-3742 www.e>..'Perian.com
Allen. xas 75013

TransUnion Fraud V ctim Assistance Division 8gS-909-8872 www.transunion.com
P.O.Bo 6790
Fullerto , California 92834-6790

Consumer reporting agenci s may charge a reasonable fee to place a freeze on your account" and
may require that you provid proper identification prior to honoring your request

Other Considemtions. If you detect any unautbori~d transactions in your relevant financial
account, promptly notifY yo r credit card company or bank. Ifyou detect any incident of identity
theft or fraud; promptly rep rt the incident to your local law enforcement a.uthorities, your state
Attomey General or the Feral Trade COIJ;lmission. You can. learn more about how to protect
yourself fron1 becoming Ii vi .m of identity theft by contacting the Federal Tra,de Commission:

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avellue,
Washington, DC 20580
1-877-IDTIIEFT (438..4338
www.ftc.govfbcp/edulmic osites/idtheftl


