
Fraud Prevention Steps You Can Take 

1. Place Fraud Alerts. You can place an initial 90-day fraud alert at one of the three major 
credit bureaus by phone or at the website(s). A fraud alert tells creditors to follow certain 
procedures, including contacting you, before they open any new accounts or change your 
existing accounts. Placing a fraud alert can protect you, but also may delay you when you seek 
to obtain credit. The contact information for all three bureaus are: 

Credit Bureaus 

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting 
(800) 525-6285	 (888) 397-3742 (800) 680-7289 
P.O. Box 740241 P.O. Box 9532 Fraud Victim Assistance Division 
Atlanta, GA 30374-0241 Allen, TX 75013 P.O. Box 6790 
www.fraudalert.equifax.com www.expenan.com Fullerton, CA 92834-6790 

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As 
soon as one of the three bureaus confirms your fraud alert, the others are notified to place alerts 
on their records as well. You will receive confirmation letters in the mail and will then be able to 
order a credit report from each of the three credit bureaus, free of charge, for your review. 

2. Security Freeze. An alternative to the Fraud Alert is the Security Freeze (also called a 
"Credit Freeze"). You may want to consider placing a Security Freeze with the three national 
credit bureaus. There may be costs associated with this process. Kroll can provide you with 
information related to placing a security freeze on your credit report. You can also find more 
information about security freezes at: 

o	 Equifax Freeze: 
www.equifax.com/cs7/Satellite?c==EFX Page C&childpagename==CP%2FEFX P 
age C%2FGetcreditCP&cid=1182376319357&p=11823763203l9&packedargs==1 
ocale%3Den cp&pagename=EFX%2FWrapper 

o	 Transunion Freeze: 
http://www.transunion.com/corporate/personallfraudldentityTheftJpreventinglsecu 
rityFreeze.page 

o	 Experian Freeze: http://www.experian.com/consumer/security freeze.html 

3. Review Your Credit Reports. Periodically check your credit report to ensure that all 
your information is correct. Checking your credit report periodically can help you spot problems 
and address them quickly. Under federal law, you also are entitled every 12 months to one free 
copy of your credit report from each of the three major credit reporting companies. To obtain a 
free annual credit report yourself, go to www.annualcreditreport.com or call 877-322-8228. You 
may wish to stagger your requests so that you receive a free report from one of the three credit 
bureaus every four months. In addition, placing a fraud alert entitles you to a free credit report. 

4. Review Your Account Statements. You should carefully review for suspicious activity 
the statements that you receive from credit card companies, banks, utilities and other service 
providers. Close any compromised accounts. 



5. Contact Law Enforcement. If you find suspicious activity on your credit reports or 
have reason to believe your information is being misused contact your local law enforcement 
agency and file a police report. Get a copy of the report when it becomes available to you and 
retain it for further use, as many creditors want the information it contains to absolve you of 
potential fraudulent debts. Please note that in order to file a crime report or incident report with 
law enforcement for identity theft, you will likely need to provide some kind of proof that you 
have been a victim. A police report is often required to dispute fraudulent items. 

6. Contact Kroll, Inc. You can contact Kroll at 866-795-9350, Monday through Friday, 
8AM to 5PM (CT) to gain additional information about this event and to talk with 
representatives from Kroll about appropriate steps to place fraud alerts or security freezes. 

7. Contact Kroll if you see suspicious activity. If you discover any suspicious items in 
your credit reports or account statements, notify Kroll immediately after notifying law 
enforcement by calling 866-795-9350. 

8. Additional Information. You can obtain additional information about steps you can 
take to avoid identity theft from the following: 

Identity Theft: Clearinghouse
 
Federal Trade Commission
 
600 Pennsylvania Avenue, NW
 
Washington, DC 20580
 
http://www.ftc.govlbcp/edulmicrosites/idtheftl
 
(877) IDTHEFT (438-4338)
 
TDD: (202) 326-2502
 

California Office of Information Security and Privacy
 
Protection
 
http://www.oispp.ca.gov/consumer privacylidentitytheft.asp
 


