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January 25, 2007

New York State Consumer Protection Board
5 Empire State Plaza
Albany, NY 12223

To Whom It May Concern:

This letter is to inform you that our credit union had debit and credit cards that were
compromised in the TJX Companies, Inc. data breach. We have been notifying members
as we receive notification from our card processor. After reviewing the depth of the
information compromised and discussions with our insurance company we have
determined we will be blocking and reissuing all the cards involved.

There were 2,071 active VISA debit and credit cards we have been notified were

affected.

If you need any other information regarding this issue please do not hesitate to call me.

Sincerely yours,

Q\Q%M’CW c Cffvwwmfwdﬂ\

)Susan E. Commanda, CEO
Hudson River Community Credit Union

Enc
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THE ’I'JX COMPANIFS INC.

Januwry 24, 2007

To Our Dear Valued Customer:

Since our customers have always been and will continue to be our highest priority, I regret to report to
you that thero has been an npauthorizad jntrusion inta our computer systems that process and store
information related to customer transactions for our T.J. Maxx, Marshalls, HomeGoods and A.J, Wright
stores in tho U.S. We have specifically {dentified a relatively simall number of customer names and
nddresses with related drlver’s license numbers that were stolen from our computer systems, and we are
writing to notify you that your information wag among the data stolen, We deeply regret any dlifficultics
this incident may causo you.

We arc working closcly with law enforeement In the iivestigation of this crime. We urge you fo protect
yourself by closcly monitoring your account statements and taking sieps ogainst possiblc identity fraud.
In particular, we recommend that you take tho following precsutions:

Contact Your Local Department of Motor Vebieles. Because your driver's Hccnse number has been

g o

nceessed, we recomnmend that you immediately contact your looal department of motor vehicles. Ask
then to put a fraud alert on your license. lhxs alert should notify the departmont of any attempts to
tamper with your dviver’s license.

Plage.a Onc-Call, 90-Day Fraud Alert on Your, Credit Reporl. Contact one of these credit bureaus to
place a fraud alert on your credit file:

Equifax 800-525-6285  www.equifmx.com P.O. Box 740241
Atlanta, GA 30374-0241
Experian 888-397-3742 WWw.experian.com P.O.Box 9532
Allen, TX 75013
TransUnion 800.680-7289 www. tcansunion.com  Fraud Victim Assistance

Division, P.O. Box 6790
Fullerton, CA 92834-6790

You only nced 1o call one of the three credit bureaus; the one you contact is required by law 1o contact the
other two, “This onc-call fruud alert will remain in your credit [ile for at least 90 days. The fraud alert
requires creditors (o contact you before opening any new accounts or itcreasing credit limits on your
existing accounts, When you place & fraud alen on your credit report, all three credit bureaus are required
to send you a credit report free of charge.

Placing a fraud alerl on your credit file helps protect you against the possibilily of an identity thic
opening new credit accounts in your name. When a merchant cheeks the credit history of someone
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applying for ered)t, (he murchant gets a notlec that there may be fraud on the account. This alerts the
murchant to (ake stepe to verify the idontity of the applicant,

Order Y ouy Tree Credit Report and T.ook for Unauthorlzed Aclivity. You are entiled under U.S, law (o
one free eredit repurt annually firom each of the three nationnl evedit bureaus listed above. To order your
free credit roport, visit www.annualcreditieport,com, onll (oll-free at 877-322-8228, or complete the
Annual Credit Report Request Form on the U.S. Federal Trade Commission’s websile (www . fle.gov) and
mail it to Annual Credil Report Reyuust Seiviee, 1.0, Box 105281, Atlaita, GA 30348-5281. To oblain
free apnual credit reports, you must request them throuph this website, toll-free nuntber or address. You
should not contact tie credit burcaus direatly to got your five credit repord.

When you receive yolir eredit report, please seview it earcfully, Look for accounts you don’t reeaghize,
Look in the “inquirivs” section for names of creditors from whoin you haven't requested eredh. Although
some cotapanics bill under names other than their store names, the eredit bureau will be able to tell you
wlcn that is the case. And look in the “personal information” scetion for information (suel as your home
address ar Social Sccurity nurmber) that is insccurate. Such errors may be ¢ warning sign of possible
identity thell. You should notify the credit bureaus of any inaccuracies in your reporl, whether duc to
crror or fraud, as soon as passiblc so thal the joformation can be investigated and, 3f found (o be in error,
corrected, 1f there are accounts or eharges you did hot suthorizo, immediate)y notify the appropriate
credit bureau by Lelephone and in wriling.

If you have any trouble understanding your eredil report, you should call the credit bureaus at the
numbers given on their reports, Their staff will review your report with you. I the information eapnot be
axplaincd, then you will need to sall the cruditors involved. You should also report information that
cannot be explained to your local police or sheri{ls office, because [ may signal eriminal aclivity.

Tf you believe your ilentily has been stolen, we rccommend that you take tho following steps:

Follow the Federal Trade Commissian's (uidelines. These guldclincs (available at www.llc.gov) are:

(1) Close the accounts that you have confirmed or belicve bave beep tampered with or opencd
fraudulontly, Usoc the FTC's T Thelt Affidavit (available at www,consumer.gov/idihell) wha
you dispuie new unauthorized aceounls, ‘

(2) Filea Iocal Police Report. Oblain a copy of the police reporl and submit it 1o your creditors
and any others that may require proof of ic identity theft ¢rime,

(3) File your Congern with the FI'C. The FTC mainipins a dutabase of identity thef oases used
by law enforcenment agencies for (heir investigations. By filing a concern, you can help the I¥1'C
Jearn more about idetity thefl and the problems viclims are having, The FTC's Identity Thefl
Hotline tolb-free number is 877-JDTHENT (877-438-4338) or you can visit thejr website nt

www . fie.gov.
Congidsr Placing anJixtended Fraud Alsrt on Your Credit Hile. 1'afler reviewing your eredit report you

believe thave is uncxplained activily indionting pussible identity thefi, you may want to place an cxicnded
fraud alerl on your credit report. In order w do this, you noed 10 file a police report with your lecal police
deparlinent, keop a eopy for yoursell, and provide a copy to onc of the thrce major eredit bureaus, Thiy
will entitle you 1o an extended froud alert on your eredit file for @ 7-yeor peviod.
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For your additional protection, please note that we will not call or ernail you requesting any credit card,
PIN, or other pursonal information. If you do receive an email (hat appears to be from TIX or one of our
stores, please use caution and do not provide persatal infonmation in response (0 any such calls or emails.

J hope this information is useful to ypu. For more detais, pleasc visit our website at www.jx.conl, We
have set up a special toll-frav number for customers whose nanies, addresses and drivers' Vicense numbers

have been stolen. 11 you would like to speak with us, please call us at this special number: (588) 444-
6299,

Again, I deeply regvet any dillicultics Lhat this unanthorized intrusion may ¢cavse you and any hopefitl that
the information we are providing will be helplul,

Sincerely,

@W%//ﬁﬁfﬁ/j

Ben Cammarata
Chnitman



01-31-07 05:05pm  From=RUNTON & WILLIAMS 2123081108 T-g41 P .003/006 F-T13

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:
Fax this form to the Consumer Protection Board (CPB):

CPB:
Security Breach Notification-
Fax: 518-474-2474

and also Fax & Mail this form to:

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.

Floor P2 '

Albany, NY 12207

Fax: 518-474-9090

Attorney General:

Asst. Attorney General in Charge
Bureau of Consumer Frauds

120 Broadway - 3° Floor

New York, NY 10271

Yax: 212-416-6003

Fax: 212-416-6042



