
Glens Falls Office
160 Broad Street
Glens Falls, NY 12801
Phone: 518-743-0561
F~x: 518-745-0870

Cohoes Office
98 Niver Street
Cohoes, NY 12047
Phone: 518-237-1121
Fax: 518-237-1122

Main Office
312 Palmer Avenue
Corinth, NY 12822
Phone: 518-654-9028
Toll-Free: 1-800-824-0700
Fax: 518-654-7234

Loan Express: 1-800-211-8056 • Web Site: www.HRcreditunion.orgMaking Life Better

January 25, 2007

New York State Consumer Protection Board
5 Empire State Plaza
Albany, NY 12223

To Whom It May Concern:

This letter is to inform you that our credit union had debit and credit cards that were
compromised in the TJX Companies, Inc. data breach. We have been notifying members
as we receive notification from our card processor. After reviewing the depth of the
information compromised and discussions with our insurance company we have
determined we will be blocking and reissuing all the cards involved.

There were 2,071 active VISA debit and credit cards we have been notified were
affected.

If you need any other information regarding this issue please do not hesitate to call me.

Sincerely yours,

,~a/Vl z: ~~/V1d-----..
/

Susan E. Commanda, CEO
Hudson River Community Credit Union

Enc
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Janmuy 21t, 2007

To OUf De.1r Valued CUstomer:

Since our customers hl\ve always been and will continue to be our highest priority, I regret to report to
you that thC[\} bas been IlJl 11flauthori~Qiotn.lsion into our computer systems that process and store
information related to C\lstomer transactions for OUr TJ. MllXX, Marshalls, HomeOoods lind A.J, Wright
stores ill tho U.S. We have specifically Identified a relntlvely small number of customer names ~lld

nddl'csses with rebted driver's license numbers that were stolen from our computer systems, and we are
writin£ to notify you that your information wss among the dRtll stolen, We deeply r~gTet nny clIfficuII ios
lhis incident may causa yOll.

We llrc working closely wilh law enforcement In the i~westi8ati0l1 ofthis crime, We urge you ro PTot~t

yourself by closely monitoring yOUT !\C¢Ount stntements and takillC sleps against possible identity fraud.
III p3rticlIliU', we recommend that you ml<e tho following precl1utions:

Contact Your Loo,~I Department ofMotor Vc:))icl~. Because your driver's license number hilS been
ncccssed1 we reoolTl..'1'lcnd that you irru"odlatoJy OOnti\ct your looal dcpai1.nient ofmotor vehicl(;s~ l\sk
them to rut a fmud 1115rt Oil your license. 'rllis alert should notify the dep:uimont of any attempts to
tamper wllh your driver's license.

&.I<.ll, One.CaU. 90-Day.,Fl1lucJ Alert QnYo.m:...<;:redit Repor!. Contact one of1hese credit bUl'eaus to
pl~cc a fraud alert on your credit file: .

Equifnx

Tral'lsUnion

800-52S-628S

888-397-3742

800·680-7239 www.tran~lfnion.~S.!!!

P.O. Box 740241
Atlaofll, GA 3D374-0241
P.O. Box 9532
Allen, TX 75013
fmud Victim Assisttlnce
Division, P.O. Box 6790
Fullerton, CA 92834-6790

You only nccd to cnll one of the three credit bllrCflus; lhe one you contact is required by I~wto COl1£act the
other Lwo, 'fhis one-call fmud alert will rcmllin ill your credit me for at least 90 d~ys. The fraud alert
requires creditors lCi contact you hefore opening nny new accounts or il1c~sing credit limits On your
existing accounts, When you plnce a fra.ud alol1 on your credit report, all three credit bureaus are rcquirt;(1
10 !;cnd yOIl :I CI'cclit reporl free of Chl\fSC.

Pla.cing a fnlUd alcrt on your credit file helps protect you against the possibilily of an identity thief
openins ncw credit accounts in your name, Whoo tI merchant du~cks the credit history of someOlle

770 r:001l1VI1'/1';/W,11l PI1AMI.Vr./f.1,1f. M,ISS"(;1/l181~rrS 1i1701
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applying fur credit, lhe Jl1crc/lillll Bct..'1 a notice tbllt thcre m:ny he fJ1lud on the nCC01J11!. This ''It:rl& the
merchant 10 tllke I>tCPIl 10 v~rify the idoll111y Q! Ihe l1ppliCliOI.

Order YO\lj' Free CrC~ill~cp.{)I:!JlI)[ll.ook for UIjQjJJ.!)OI'I.,.~(ll\clivity. You al'e elltitlCd under U.S, law 10
one free crcoir rupUI'l m111tlclly from cilch of t11e thruc nAliolln! cI'Cdil buJ'cau~ lisll:u above. To or<lcr yuur
free credit I"\..'port, visit www.annulI!credHloeporLcom, onJllolJ-lJ'ee At 877·322-8228, or complele the
Annual Credit Report Rcqui,;sl Form on t.he U.S. Peclei'al Trade Cornmi»sion's wcbsilc (www.fl.c.sov) 1\11(1
InRii it to Anl\U<'11 Crcdil Report RC~IUIJ&I St:I'Vice, r,o, Dox 105281, Atlal\ta, 0/\ ,j0348-S281. To obL.'\il1
fl'eC aDoU31 crodit reports, you mUst request tll<mlthrQugh thi~ WCbl;iIC. toJ/·free l1ulubcr 01' nddrcsil. You
SJ,0111d not CC\lIllict Ult~ credit biJrc~us directly to gel ,your fn.:e credit rcport

Wl1en you receive your crcdil rcp()J·t, plctlsc rcvi~w it carefully. Look for accounts you dOll't rccogllizc.
LO(lk in the "i1\<'j\liri\)£" sectio!l for ntlll:lC'S pf creditors from whom Y'l1.l hnvc.ll'( requested ercd!\. Although
some colYlp3nie~ bill under names other tllon their store 11ilI))OS, the credit bureau will be able to tell )'0l.1
wI!(.:n tl1<1t is the CMC. And look in lhe "per~on<lllnforlJlation" scclion for InformlHiol1 (such ail your homtJ
address (lr Social Security number) th~l is inaccul1\tc. Stich en'Ors may be lJ wnmil1~ sign of pO!;sible
idclltlly thcll.. Yml shOUld notify the> credit bLlrenus of lin)' iUAccuracies in your ft.-port. whClther clue to
error or fraud, as soon liS possible so that lhe illfortrlIlliol1 elln be illvestiglHcd and, iffound 10 be in lIP-or,

corrected. lfthere are accounts 01' chnrgc~ you did lwt authorize, immedjately l\ol.lfy tho appropriate:
crelllt bureau by telephone and in writing.

If you have ;lily trouble l1ndersilltlding YOUI' cl'.;dh rcpol1, you should call \.be credil bUI·eau.~ 31 the
lltllnhet9 given on their repor\ s. 111e.ir starrwill review your teport with you. lf lllC iofol1rwtipl\ oannot be
explained, then YOLl will need to ~an tl\Q Crl.'ttitol~ hwolved. You should also report information that
C<lllnot be explained to your local police or &h«itrs office, because II may lilgn!\1 c:.rlmlni'll tteuvity,

fryou believe your hlentilY has been slt:olen, we ;ccoil'"u'110nd thnt you lliki; iho Iollowiiig Sleps:

Follow tll_e federal Trage Comm!ssign!s ~idelil\cs, These guidelines (<lvililable al www.fic,gov) are:

(I) .Q.ose the accounls that you have ¢(mtll'1lJed or bclicvu hnve beel1 ullnpcred with Of ojJel)~)

f~udIlIOllt1y. U~O Rho FTC's ID 11ll.;11 Affiehwil (,wililable 1'.1 www.congUl11er.gov/idtllofi)when
you dl$plItc new wla.U!hori~c,1 accotl11ts.

(2).Eil.!tlUrOCR1l'QJiet;! Rep.m"!- Obtum a copy ofth15 polioe report !lIlt! fiubmit it 10 your crr.xlitol's
~md any others Ihat may require proof of the identity theft crime,

(3) Ene YQur ConR!:r!\ Wjlh th~ rotc;,. The FTC Inlli"ll1ills a ulIl!lbase ofjdcntily Ihen oases used
hy lllw enforcemenl <lgcncieR foJ' Ihcir invc.<;ligations. By filing 1\ c:<mccm, you call help Ihe l·'1'C
Jearn mOre abo\.'lt i~t:lItily th~n nne! the problem~ viclims are having. The FTC's Idcnlity Theft
HOlli.n~ toll.fl'CC number is R77·J1)THw.-r (877-43B-4338) or you CJll1 visit their website nt
www.flq~ov.

9onait:le1' P.JnciY1b: l)n.n~lcrH1cd FrruJ.Ct.-1)crl on YouI:...Gl'cl!i\ t'lJ!<. trRiler reViewing your credit report yOll
believe thoro i~ uncxpl"incd IIctivily indionHI18l'lJssi\11e idCl1lil>< thefl, you mny want to plnce all cxte.lldcd
{j'llu\1 "loL'1 ()II yO\lf credit rOj)uit. In ordor to do tbis, you n<,;<.:d to flI~ a pulice repQ11 wlth Y(lUT I0Ci11 police
<1cparlmcnl, keep a Copy for yot1l'self. ilild provide Aeopy to olle or Ihe tlu'ce major cfedit bureaus, TlIi~

will entitle yOll 10 all cxtcncJcd fmue! al~ on )'o\\r crcclit file for a 7-yC'lf pc!'iod.
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for your additional protection, plcas(; note lhnt we wl11 not call or t3JTIuil you requefllltlg any credit card,
PlN, or olher pursonal infot'lnatlon. If you do rtx:c.:iv¢ an email (hal appears 10 be from TJX or one of OUi'

$lorC<'i, please use ca:utiOl\ ruld rut nOI rrc.wlc1c.n~r~QW\liofQl1nt\tian in r~&'P011Se (0 any sucb calls or cmails.

1hope this infonnation is useful to yDU. For more details, pl~sc visit our websitl3 at www.tix.com. We
hl'\Ve set up 0 SPCcilllloJ1~frou number for ¢\)(;IOmell whose 11Dmell, addrcsses lind drivc:rs' Hcel,"e numbers
have been stolC1l. lfyou would like to speak with u..~. pleAse CQlIl.l5 at lhis sj.'ll.lcialnurnb\.'T: (SSS) 444­
62~!).

Again, I deeply regret any difficulties lhal this U1\aUulorized inlnision nltly cause you llnn am hopefltl Ih'll
the information we are providing will be helpful,

Sincerely,

~~'(MI'(ffl~
Ben Carnmaf'8.tfl
Chnimmn
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PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:

Fax this form to the Consumer Protection Board (CPB):

CPB:
Security Breach Notification­
fax: 518-474-2474

and also Fax & Mail this fonn to:

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax: 518-474-9090

Attorney General:
AS$t. Attorney General in Charge
Bureau of Consumer Frauds
120 Broadway - 3cd Floor
New York, NY 10271
Fax: 212-416-6003
Fax: 2J 2-416-6042


