
CS STARS Robert G. Pebie lll
Chief Exeortive ffioer
CS STARS ttc
500 West Monroe Street
Chicaso, lL 60661-3650
(3121627{/.21
rpatrie@css(ars.com

iuno 30: 2006

SECURITY BREA CH-NOT IFI C ATION

Now York Stete Office of Clbcr Sccruity ard Gitical
Infrastuctue Coordinarion (vie faceimilc (5 I 847+90 9 0))

New York State Cossumer Pmtection Board (via fss5imits (SlB47+2474))

Assktart Aromey Genenl in Garge (via facsimile (21241ffi003) and rcgular rllail)
Buresu of Consuncr Frauds
Office of the New York StaE Aflorrcy Gersral
120 Broadway- 3d Floor
New York, Now York 10271

To Whom It May C.onccra

A personal computer ownod by otr clicot, tle New York Special Fuuds CoEseri/srion Conilbc (tho "Cfieat'), aDd
which was delivered to CS STARS on eur reilu€st in conncctim with tte conycrsioa of dsta to th€ CS STAR.S'
8y60arn' cauot grosentlybe loceted. Thc pcrsoal coryutcr hcld special ai+r,bility fud ard reopeacd ca.ee fimd
clriruFnbq' da0a for approxiunbly 722,A00 sleim?, which also itrcludes &tr for medicol pcovidrr* aad related
veodon. CS STARS firtt diecovcrcd &at tte personal comput{r EAy bave been miosiag oa aprproximatolylvlay g,
2006. To our howledge, thete is no wideocs tbat thc Cliear's personal co!ryutff ot i6 coateob baw beeu
inappropriaaly accossed aad we undcrmrnrt rhat thp daa was peasword proo-ctad No aspect of CS STARS'
oechnolory was coryromisod-

CS STARS }go beea ravcstigat"rg itris tituation exbaustively, Uwe are unable to locste thc Oicot's pErsoral
coryutq' we will begin to iuplemrnt on appropriatc rmediatioa plaq includiug notification on m about July ?,
2006, or aqy othtr datg that you 6rrgg€6q b tho afi€cted iDdividusb puruuant to ths Info16t1i6,s Secruity Breach and
Notification Act oo 2006. If notification is clamde4 we will upclate you innediately aod provide you with & copy
of fle notification letF.

Wo have aotified tbe Clieat of rhis Eatrer a'd are workiag closoly with thxrtrt We arp e.lro providing tfiie
notifcatiou on tbeir behdf. Plerse comact tqe if you bave any qucstions.

Very tnrly yours,'-7z,1ld-
Rpbert G. Petrie III

cc: Steven M. Lichf Esq.
ChiefExesutive Officcr
Spccial Funds Cou*nation Comnittoe
205 East 428 Strecr
New Yorh NewYork 10017
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CS STARS Roberl G, Petrie lll
Chief Execulive Officer
CS STARS LLC

500 West Monroe Streel
Chlcago, lL 6066'l-36s0
(3121627'6/21

rpetrie@casbrs. com
r,vwtr.caslars. @m

July 10,2006

SECURITY BREACI.I NQTTFICATION UPDATE

New York State Office of Cyber Security and Crihcal
In frastruoture Coordinati on (via fac simi I e (5 I 8'474 -90 I 0)

New York State Consumer hotection Boud (via facsimile (518474-2474))

Assistant Attomey General in Charge (vra facsimile (2 124 I 6-6003) and regula( mail)
Bureau of Consumer Frauds
Office of the New York Statc Attorncy Gcnaal
120 Broadway - 3s Floor
NewYork, NewYork 10271

To Whom lt May Concern:

As advised in my June 30, 2006 letter to you, a personal computer owned by our cliant, the New York
Special Funds Conserrarion Committee (the "Client"), and whioh wss deUvaed to CS STARS on otu
request in connection with the conversion of data to the CS STARS' systen\ cannot presently be located.
(For your convenience, a copy of my June 30 lener is enclosed.) Despite an exhaustive, ongoing intemal
investigation, as we.ll as an ongoing investigalron by thc FBI, conducted to best determine the soope of thc
breach and the possibility of restoring the reasonable integrity of the data, we rcmain unable to locate the
personal cornputer,

We havc dctermined that notification ond remediation is wananted under t-he [nformation Secunty Breach
and Notification Act of 2006. A sample lctter to potentially affected individuals in the US is attached,
which sets forth our remediation plan. Our plan includes notification and an offer of twelve months of
credit monitoring, identity theft inzurance and resolurion in the event of identity theft- We intend to
commence the notification proccss this weelq unless you direct otherw:se.

We continue to work closcly with the Client on this matter. We csntinue to prrovide this notification on
their behalf and are also providing this nohfioahon to the three nationrride consumer reponing agencies.
I also enclose the Repofl:ng Form under the Information Security Breach and Norilicanon Act of 2006.
Please contact me if you have any questions,

Robert G. Pet-ie

Enclosurcs
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July 10, 2006
Fr6o 2

cc: Steven M, Licht, Esq.
Chie f E:-ee uhve Officer
Special Funds Consc.rvation Comrnittee
205 East 424 Sreet
New York, New York 10017

Equifax
Consumsr Fraud Di vision
P.O. Box 140256
Atlanta, Georgla 30374

Experian
Consumer Fraud Assistance
P O. Box 9556
Allen, Texas 75013

TransUnion
Consumer Relahorrs & Fraud Victim Assistance
1561 East Orangethorpe Avenue
Fullerton, California 9283 1
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CS STARS Roben G- Petrie lll
Chief Executive Offcer
CS STARS LtC
500 Wost Monroe Sfe6t
Chioago, lL 60861J650
(3121627€/'21
rperie@cs$b€,som

.  Y ' n . 2 n  t n n (

SECgRITY BREACF NO.IFI CATION

New York Satc OfEce of Cybcr Security ad Criticsl
hFasu-ucorc Coordination (via facsinilc ( 5 I 8-474-9090))

New York SUtc Cousuucf, Protection Bosrd (via frcsirnile 151841+2474))

ArsisEli ABora€y Geneel ia Cbuge (vis fscsinilc (212416-6003) old regular mrit;
Bureau of Consruer Frau(s
Office ofthe Nclv York Shtr Attomsyceneral
I20 Bmadwey - 3d Ftoor
Ncw York New York 10271

To Whomlt May Cvocera:

A pcrsoual couputer ownerl by ou clicul the New York Special Fuuds ConservEtion Camrdttee (the "Oicnt''), and
wbicb was delivered to CS STARS oilour requEst in cor$dion withttc convenioa of &a lo th! CS STARS'
s)atem, cinnot p(csrildy bc locare4 Tte personal coaputar held spccial dissbi[ty fiud aad reopcncd case ffud
61tr'mrnrs' dala for approximely 722,000 stnim\ which also hcludcs dats for medical providcrs ard relared
vaadn$. CS STARS fint discoveted that thc parsonal coryurcr may brvo bcea -issiqg oD spproximately !'Iay 9,
2006. To orrr knowladgc, thtrc i3 no widence tbat tlre Clicnt's pcrsonal conpubr or iB coutors have be€o
inappropriately accesscd aad we nadersEld tbst th! data ua.c pxsword porcacd No aspect of CS STARS'
tr cbaolory was coryroois cd-

CS STARS bss becn iil/estigililg llir rinradoq exharutively. lf wc arc 'oi'hle to locue (he O.icot's peaonal
coqulff, wc will bcqia to implemuot ao appropriatc rcmrdiatiou pl"q iaclu.ling notificatioo oo or about July 7,
2006, or a[y other dat€ that you sugges! m tho affected b'l;viduls prueuanr to tbe Inform.rtion Sccrnity B:each a.ud
Nodfication Aet on 2006, If qoti6satio!, is warraurcd, we will update you immedirtcly rnd providc you wirh r copy
of rho notiflcatioa leter,

We have aotifed thc Clicar of this oattcr ald are working closcly with theo- We arc also pmvidiug this
notficatiou on tbcir belalf. Please m!fuct m6 if you have aly guestioos.

Very tnrly yours,

@ 0 0 3 / 0 0 5

12't)ry
Roben G. Pctio IIJ

cc: Steves M. Li{tt, Esq.
Cbief Exeeutivc Offcer
Spcctal Fuodr Couserrafion Cornnince
205 EaJt 42d Stract
NewYorkNec/York 10017



0 7 / L l / 2 0 0 6  u O N  1 ? r 4 5  F A x

Dear [affected individual] :

I am w-riring to inform you about a possiblc security breach that may affect you iavolving your personal
data, CS STARS providcs the claims maragement system for the New York Special Funds Conservation
Committee. A personal computEr containing claimants data from thc Fund for Reopened Cases (25A)
and the Special DisabiliryFund (15,8), managedby theNew York Special Funds Conservation
Committcc, that was in our possession cannot presently be located. We had the pcrsonal computer to
aSsist in the iransiiion of ihe i.icw York Special F,inds! da'c lc our claims rnanagennent systms. We
dceply regret this incident.

We do not have any evidence that your informafion has been misused and we believe that the likelihood
of such misuse is low. I{owevef , because your information may have bcen exposed, we havc arranged for
a credit monitoring product at no cost to you, which includes monitoring of all three national credit
bureaus - Experian, Equifax and TransUnion,

We have partrered with Consumsrlnfo.com, an Experian@ company, to provide you with a full year of
credit monitoring. This credit monitoring membaship, Triple A.lert(SM), notifies you of kcy changes to
all tlree of your narional credit repofls that could be sigrrs of idetrtity t}reft, It will enable you to identiff
any possible fraudulerrt usc of yoru information,

Your cornplimentary membership irrcludes:

o Monitoring of ALL THREE of your nadonal Credit Reports EVERY DAY for one year upon
membsrshjp acti vati on.

o Email or SMS text alerts whcn key changes are identrfied.
o $25,000 Idenhfy Theft insurance provided by Virginia Surety Company, Inc.
o Fraud Resolution Representativcs available for victims of idcnlfy thcff who will research and

investigate potcrrtral damage to your identity. This includes assistance in gathenng documcnts,
completing aflidavits, composing lettas, contacfing affected companics and informing law
enforcemsnt.

You have ninety (90) days to aclivate this membership, which will then continue for l2 fu]] months from
the datc of activation. We vncourage you to actjvate your credit mon itoring membcrship quickly, To
redeem your Triple Alert membership, please visit htfp;//parbrcr.consurnerinfo,com/css and errta the code
provtded bclow. You will be iusfucted on how to initiate yoru online membership,

Your Credit Monitoring Access Code: [insert individual code]

If you do not have accEss to a computer and have quesnons about, or would like to effoll in, this service,
please call xxx-xru(-xx)L\, A representative will Lake your address and send you enrollmeat material
through the mail. Please note that enrollment by means othEr than by computer triggers monitoring of
only yo\u Experian Cledit Report every day for one year upon membership acfivation,

Since tlus rncidmt, we have taken steps to ensurc that rhis issue will not occur agarrr by, among other
things, reinforcing our exisfing secunly procedures to our stsff and reducing *re number of staff urth
access to dab files. We are committed to fully protcffing all of the information thal is entrusted to us.
Please accept our sinccrest apologrcs.

Sincerely,

@ 0 0 e / 0 0 5
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Reporting Form
For Business, lndividual or NY State Entity reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

- and Notificaticn Act (General Business Law g889-aa;
State Technology Law 5208)

Name of Business, Individualor State Entity
Date of Discovery of Breach:
Estimated Number of Affected Individuals:
Date of Notification to Aftucted lndividuals:
Manner of Notification: I x I written notice

cs s!A-l.s FoR THE NEt{ yoRK spEc!4r. FUNDS
MAY 9, 2006 CONSERVATION

COI,IMITTEE722,000
COMT1BNCING ItrEEK OF JUtrY 10, 2006

I lelectronic notice (email)
[  ] telephone notice

Are you requesting subsiitute notice? [ JYes Ix] No (tf yes, ailach justification)

Content of Notification to Affected Individuals: Describe what happencd in gencral rcrms
and what kind of informarion was involved. Please atrach copy.of Notice.
.A personal  cooputer  couta in lng porkers courpeneat ion -  r "1.aed c la ius
r lntLJ:nnnot  he locaced,  -  -_-_.

Nsme of Business or Individual Conuct Person:
Title;
Telephone number:
Email :

Dated:

lpe_r5iescsstars.  cotr

Robert  G.  Perr le

CEO.  CS Stars
312-627-6421

Submirted by: Robert G. petrie
Title:
Address:
Email:
Telephone:

cEo, cs sTARs
500 l {est  Monroe Ssreec,  Chlca

tr le(cssgar l r  .  coo,
3t?-627-6421
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a a a a

a
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a
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a

a

a

a

a
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PERSONAL EMAIL: Cordaro@twcny. rr.com

To:

Fax number:

From:
Fax number:

Business phone:
Home phone:

Date & Time:
Pages:
Re:

NYS CONSUMER PROTECTION BOARD

1 518  4863936

7 t23t2006 '10 45 13 AM

CLAIM

MY HUSBAND & I HAVE BOTH RECEIVED A LETTER ADVISING THAT OUR PERSONAL DATA
HAS BEEN ILLEGALLY OBTAINED. ' 'A PERSONAT COMPUTER CONTAINING CLAIMAINTS
DATA.. MANAGED BY THE NEW YORK SPECIAL FUNDS CONSERVATION
COMMITTEE,...CANNOT PRESENTLY BE LOCATED." THE COMPANYS, CS STARS AND TRIPLE
ALERT, HAVE APOLOGIZED FOR THE 'BREACH" AND ' 'DEEPLY REGRET THE INCIDENT".

PLEASE REFER TO THE LETTER I HAVE FAXED OVER ATONG WITH THIS FORM AND ADVISE
IF THIS TYPE OF DECEPTION IS LEGAL AND ALLOWED IN NYS. I AM NOT AN OPENER OF
JUNK MAIL, NOR DO I WASTE TIME FILING COMPLAINTS HOWEVER, I DO FEEL THAT THIS
LETTER IS EXTREMELY VIOLATING AND MISLEADING TO CONSUMERS. CERTAINLY IN THIS
DAY IN AGE WHEN IDENTIry THEFT AND CONSUMER FRAUD IS SO PREVALENT I WOULD
EXPECT THAT COMPANY'S SUCH AS THIS WOULD BE REPREMANDED AND HELD
ACCOUNTABLE FOR SOLICITING BUSINESS IN SUCH A UNSCRUPULOUS MANNER.

IWOULD APPRECIATE ANY INFORMATION YOU CAN PROVIDE IN THIS MATTER. SHOULD
rHIS I/ATTER BE FORWARDED ON TO ANOTHER AREA, PTEASE ADVISE CONTACT
INFORMATION, NYS IS KNOWN FOR PROTECTING ITS CONSUMERS, WHICH IS ONE BENEFIT
& WHY WE CHOOSE TO LIVE IN ONE OF THE HIGHEST TAXED STATED IN THE COUNTRY I
SINCERELY HOPE THAT THIS MATTER WILL BE RESPONDED TO AND NOT IGNORED.
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CS STARS

July !E.2006

CODE: BSC479AJ

, , f  f  r l l , , , , f , , l , , , l lLrLl,, l , l , l , , , , t l , , f , tr, , , l l f  , , , f  f

I am wnting to inform you about a possible security breach that may affect you involving your personal data. CS STARS provides tbe claims
management system for the New York Special Fufds Coniifiilion Cornmittee. A personal computcr containilipclaimants data fiom thc Fund for

Reopcned Cases (25A) and the Spc-cial Disability Fund (15.8), managed by tlre Ncw York Special Funds Conservation Committe€, thal was in our
possession cmnol prcsenlly bc laaad. We wert provided thc pcrsona[ compulcr by our client in ordcl to assist in the ransition of thc New York

Spccial Funds' data to our claims managcment systems. We deeply rc&el lhis incidcnt,

CS STARS ukes privacy and scurity mcasures vcry scrious)y. Wc rctained a leading iovestigativc firm, which conducted an cxlcnsive invesligarion

of tfiis msucr, and wc rcportcd this matter to law cnforcement uuthorities, which is also conducting an invcstigation. Dcspite these investigarions, the
cornputer still cannot bc found. We do not haye any evidence drat your information has bcen misuscd. However, because your pcrsonal information
may havc bccn cxposed, we have takcn *rc prccaution of aranging for g credit monrtoring product at no cost to you, which includes monitoring of all
threc aarional credit bureaus -Expcrian, Equifax and TransUnion.

We are working wi$ Consumcrlnfo.com, an Expe.rianO company, to p'rovide you with a full ycar of credit monitoring. This crcdit monitoring

membcnhip,Tr ip lcAlerr(SM),not i f ic ,syouofkcychasgestoal l  threcofyournat ionalcredi t reponsthatcouldbcsignsof  ident i ty t l refu I twi l lhc lp

enable you ro identify possiblc fraudulcot usc of your information.

Yow complimenrary membership includes:

o Monitoring of rll *uee of your national credit repons cvcry day for one year upon membcrship aclivatioh.

o Email or SMS text alerts when kcy changes are identified.
o $25,000 ldentity Thcfi insurance provided by Virginir Surety Company, lnc.

o Fraud Rcsolution Representativcs svailable for victims of identity tfieft who will rcs€arch and invesdgale potential damage to your idenuty.

This includes assistaocc in gadrering documents, complcting affidavits, composing letten, conucting affected companics and informiog law

enforcemcnl.

You have 90 days to activare rhis rncmbcnhip, which will tlren oontinu. i* I2 fuU monrhiTrom the date of activation. We encourage yo-u ro ictivate
your crcdit monitoring mcmbership quickly by visiting http://partncr,consumerinfo,corn/cs and enrering thc code provided in the upper right-hand
comer of tbis letter. You tvill bc insructed on how to initiate your onlinc mcmbcrship.

lf you do not have acccss to a cornputer ard bave qucstions about, or would like to enroll in, this service, please call 866-36 t- | 840 (English) or 866-

213-515E(Espanol) .  Arcprescntai lvcv* i l l ta leyowaddressardscndyouenrol lmen(mater ia l  t i roughthcmai l .  Pleas€notethalenrol lmentby

mcans other than by computer triggers monitoring of only your Erperian Crcdit Rcpon cvery day for one year upon membership aclivalion. All

other benefits of mcmbenhip (insurance and Fraud Resolution Rcpresentative5) rernain $e same.

Since riis incident, wc havc taken steps to help cnsurc tlat this issue will not occur again by, among other things, reinforcing and rnodifying our

security policies and proccdurcs. Wc arE commirred ro protectjng all of rie information that .is cntrusted ro us, Please accept our sincerest apologies.

Sincerely,
/-\

.---t-T'--/ \ -
|  / ' t  F t . -
1 1  I  ' , "

Robcrt G. Pctrie lll
Chicf Erecutivc Officer



Jon
Sorensen/EXEC/NYSCPB

071241200611:54 AM

To Lisa HaTTisiCOUNSEUNYSCPB@NYSCPB, Cyndee
Berlin/CAU/NYSC PB@NYSCP B

bcc

Subject Newsday article on Friday

Software firm loses computea loaded With personal
details of about 500K in NY

Shockwave Flash
Object

By JOHN RILEY
Newsday Staff Writer

July  21,2006,8:52 PM EDT

More than a half-mill ion New Yorkers who have made claims to a special workers'compensation fund have been
notif ied that a Chicago-based claims-management software firm has lost track of a personal computer containing their
private data, including Social Security numbers.

The company, CS Stars, a subsidiary of insurance giant Marsh Inc., lost track of the computer while install ing
claims-management software for the Special Funds Conservation Committee, a private insurer-and-employer group
that handles two particular types of workers' comp claims under New York State law.

The company has called in the FBI to investigate the May 9 disappearance of the computer, and in a letter dated July
18 promised New Yorkers whose data were lost that it would provide free credit monitoring for the next year to nip any
possible identity theft in the bud, and $25,000 in identity-theft insurance.

"We're working to recover the data and protect all the people whose data is missing," said Al Modugno, a company
spokesman. He said there was no indication, to date, that anyone had misused data from the missing computer.

The Special Funds Conservation Committee handles workers' compensation coverage in New York for about 56,500
disabled workers who suffer a second injury, and about 36,000 old claims that are reopened. In existence since 1938, it
maintains records on about 540,000 old and current claimants, said chief executive Steven Licht.

"Obviously, we're not thri l led with this situation," Licht said.

"You always see stories about identity theft," said one Long lslander who got a letter from CS Stars, but asked that his
name not be disclosed. "People can play with your name and get loans under your name, so obviously we're worried
about that."

All the names in the database, Licht said, had address, date of birth and Social Security number attached, and some
also would have employer and accident information, but none had confidential medical records included, Licht also
said there were copies of all the data, and claims payments had not been interrupted.

Modugno said an employee at CS Stars' headquarters first realized that the computer containing New Yorkers' private
data was missing on May g. The employee, he said, did not notify management unti l June 19.

Management was "appalled" by the delay, Modugno said, and init iated an investigation by another Marsh subsidiary,
the security f irm Kroll Inc., on June 23. lt let Licht's group know their data had been lost on June 29, and notif ied the
FBI on June 30.



The company still has no idea what happened to the computer. "The facility is protected by key-card access, on-site
personnel, and has cameras," Modugno said.

Copyright 2006 Newsday Inc.

Jon Sorensen
Director of Marketing & Public Relations
New York State Consumer Protection Board
5 Empire State Plaza -- Suite 2101
Albany, N.Y. 12223
www.nysconsumer,gov
(51 8) 473-9472 fax 47 4-2896
Cell (518) 527-4496
Toll-free in NYS : 1 -800-697 -1 220 (ext. 3-947 2\

CONFIDENTIALITY NOTICE: This e-mail communication and any attachments may contain confidential and
privileged information for the use of the designated recipients named above If you are not the intended recipient,
you are hereby notified that you have received this communication in error and any review, disclosure,
dissemination, dishibution or copying of it or its contents is prohibited If you have received this communication in
error, please notify me immediately by replying to this message and deletrng it from your computer Thank you


