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TO:
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CPB
Security Breacb Notifi ciation

# OF PAGES: Six (6)

F'ax #:

FROM:

(5r8) 474-2474

Vlolet Johnson for Laurr O'Hara

THE INFORMATION CONTAINED IN THIS FACSIMILE MESSAGE IS LEGALLY PRIVILEGED
AND CONFIDENTIAL INFORMATION INTENDED ONLY FON THE IJSE OF THE INDIWDUAL
OR ENTITY NAMED ABOVE, IF THE READEN OF THTS MESSAGE IS NQT THE INTENDED
RECIPIENT, YOA ARE HEREBY NOTIFIED THAT ANY DISSEMTNATION, DISTIU,BUTION OR
COPY OF THIS TELECOPY $ STNCTLY PROTTIBITED. IF YOA HAVE RECEIVED THIS
TELECOPYIN ERRQR, PLEASE IMMEDIATELV NOTIFY T]S BY TELEPHONE AND RETARN
THE ONGINAL MESSAGE TO US AT THE ADDRESS ABOVE VIA THE UNITED STATES
POSTAL SERVICE. THANK YO(],
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CHASEL'r
Chese Home Flnance LLC
Legal Deparlment
104 Wood Avenr;c So.- ---
lsel in, NJ 08830

Leura O'Hara
Senior Vice President &

nerEiC0rJhs€i
Phone: (732) 452-8355
Fax: (732) 452-8035

VtA PACSIMILE TRANSMISSION
AND RSOULAR MAIL

Novsrnfil 21,2006

Aest. Attorney Generalin Charge
Bureau of Conaumer Frauds
120 Broadway - 3d Floor
New fs1[q NY 10271

Dear Sir or Madam:

Enclosed please find a copy of a form and its attachmcnts that was faxod to you
earlier today. The fonn advises of an incident in which a computer back-up tape of
JPMorgan chase Bank, NA was misplaced at a secure offsite faciiity,

Should you have queotions or conunents, please do not hesitate to contact me.
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Dated: 1I/21/06
Submitted by: Laura O'Hara
Title: Senior Vice Presldent and General Counsel
Address: Chsse Home Flnance, LLC,

I27 lV qsU ye tr-q e_ S o u th
Iselin, NJ 08501

I a! r a. o h a r a(tt).c h a w, c o ntEnrail :
Te lephone:  732-452-8355
Fax: 73 2-l 52-E03 5

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as followsr

Falthis form to:

CPB:
Secu rity Breach Notification
Fnx: 518-474-2474

NYS Oflice of Cyber Security rnd Criticnl InfrRstructure Coordinstion (CSCIC):
30 South Pearl St.
Floor P2
Albany, NY 12207
Fax: 518-474-9090

and also Fax & Moil this form to:

Attorney General:
Asst. Attorney General in Charge
Bureau of Consumer Frauds
120 Broadwfly - 3'o f, ' loor
New York,  NY 10271
Fax:212-416-6003
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November, 2000

Sample  A.  Sample
1234 Main Street
Anytown, 

'tX 12345

Dear  Sample  A,  Sample :

Chase takes very seriously its responsrbility to handle customer information with conftdentialrty and
discret ion at al l  t imes Unfor lunately,  w6 recent ly discovered that a computer tape containrng some of
your personal information couldn't bE located at a 66cure offsile storage facili ly. The tape conlained
personal infsr6sl lsn for some of our homg loan cuslomers, including ydur name, eddress and Social
Securt ly number, As part  of  our standard data-beckup procedures, wB 6ent a tapg shiprnent to the
socure e torage faqtity, but the tepe has not been located during several searcheg,

Please accept our sincere apologies, and know that we wl) l  work closely wi lh you to minimize any impact.
First ,  we have reviewed your loan gccount,  and found no unusual act iv i ty,  but are not i fy ing you Eo you
can take st€p6 to safeguard your informatton,

In addit ion, we aro offer ing yotr  an opportunity to enrol l  rn Chase Credit  Alert  for one year at no co6t to
you, The service provrdes en exlrs l€velof security to you by offering:

.  Dai ly not i f icat ion from TransUnion (one of three nat ional credit  bureaus) of new accounls
opened in your narie,  or certain negat ive informatlon about you reported to TransUnion.

. Quarterly notificatione when rro changes to your credlt bureau information have laken place,

.  $10,000 in ldent i ty theft  insurancen,

We are offertng you this free credlt  monitor ing for one year because meny incidenls of misuse of
custorner rnformatton occur in the f i rst  12 months. This credit  monitor ing wi l f  not be autornat ical ly
renewed at your expense after that.

To enrol l ,  please complete and relurn the enalosgd Enrol lment Form by January 15, 2007.

Some addrt lonal st6ps you cAn teke lo help protect yourself  are:

.  Monitor lour s966u6t statemertt  and credrt  reports careful ly dur ing the next 12 to 24 months to
make certain there have been no unauthorized trangactions mads or new accounts opgned ln
your neme. Cort tact your other f inencial  inst i tut ion(s) immediately i f  there is unauthorized act iv i ty
on your accounl or i f  any urnauthorized eccount(s) has been opened in your name.

(Over ,  p lease)
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. Contact one of the three credrl bureau agenciea to requee t that a free 90.day fraud slort be
addad to your personal f i le,  By request ing a g0-day fraud alert ,  anyone seeking credit  in your
name will need to have their identity verified. The credit bureau you contact wlll forward lhe fraud
elert to the rEmaining two credii bureaus automalicelly. The contact information for the three
bureaus rs as follows:

Equlfax Experian TransUnion
_(s00) 525'6265-- - - - (B8S) 397-37+2- (800i680:7299

P O, Box 740241 P,O. Box 9532 Fraud Vict im Assistance Divis ion
P.O, Box 6790Ai lanra, GA 30374-0241 Ai len, TX 75013

http://www.equifax,com http;//www,experian.com Fullerton, CA S2834-6790
h ttp ://www lraneunion,com

. Visrt the Federal Ttade Commission (FTC) website al htto://www consumer,qov/idtheft to review
the informalion avarlable in the "Take Chargel Frghiing Back Against ldentity Theft" brochure,
You also msy cal l  1-877-438-4338 to request a free copy of the brochure. l f  you are a vict im of
ldent i ty Theft ,  report  i t  to the FTC,

Additionally, coneumers are entitled under federal law to get one free comprehensive disclosure of all the
information in their credit fi les from each of lhe above three national credit buresus once every 12
months. You may request your free annual credrt report by vislting htto://www AnnualCreditReport.cor! or
by calling 1-877-FACTACT. You should perlodicatly obtain your credit report from the credit bureaus and
have informatron relating to fraudulBnt transactions deleted.

Again, we apologizs that thre happened and wanl to a86ure you that we are here to help you, Please do
not hesi tate to contact us i f  you have any quesl ions regerding this matler.  We can be reached tol l - f ree at
1-866-800-7735 Monday to Fridsy, from 8:00 a,m. to g:00 p.m. EST, and Salurday from 8:00 a m. to 5:00
p.m.  EST,

Stncerely,

Patr ic ia O, Baker
Senior Vrce Presrdent

LCIMANl  lOT

Enclogure
JPMorgan Chase Bank, N.A.

'This coverage is not avai lable for residenta of New York
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Reportlng Form
For Business, Individual or NY State Entlty reporting a

"Breach of the Security of the System"
Pursuant to the Information Security Breach

and Notif lcation Act (General Business Law $889-aa;
Siet€ Techtl6i6E$ Law 5208)

Name of tsusiness, Individual or State Entlty:

JPMorgan CDase Bank, NA

Date of Discovery of Breach: 7/27/06

Eetimatod Number of Affected Individu als: 34,266 N), res/dents

Dato of Notlfication to Affected Indivlduale:

Manner of Notif ication: t X ] wrltten notice
[  ]e lectronic not ice (emai l )

I J tefephone notice

Are you requesting substitute notico? [ ] Yes I X ] No (lf yes, attach
justif icatlon)

Content of Notif ication to Affected Iudividuals: Describe what happened in general
term8 aud what kind of informatlon was Involved. Please attacb copy of Notice.

JPMorgan Chase Bank, NA, has a morlgage division that origlnates residential

nortgage loans. Starting lomorrow, Chase will begln to mail lls notices to consumers

advislng thal a computcr tape containing some personal inlotmation of boruowers

cannot be located dt fl secure oJlsite storuge facility. The personal information

contained on the lape included name, address, and Social Security number. ,4s part of

out standard dala-backup procedures, h,e sent a tape shipment to the secure storaga

facility, but the tape has nol been located during several searches, A sample notice is

allached,

Name of Business or Individual Contact Person: Lqara O,Hara
Tit le:

Telephone number:
Email:

Senior Vice President and General
Counsel, Chase Home Finance, LLC
732-4s2-63s5
la u r a, o h a r q@f h a s e, c o nr
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