
Open Security Foundation
Data Loss Database - February, 2010 report
http://datalossdb.org
Version: 3.12 - Created: 2010-02-01 - Updated: 2010-03-13

This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
February 2010.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 26
Total Records Affected: 1,143,177


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

2525 2010-02-01 53 West Virginia 
University

Technical error 
exposes 53 
students Social 
Security numbers, 
tax forms posted 
on a website 

SSN, NAA

2526 2010-02-03 3700 Highmark, Inc.
Boscov's 
Department Store, 
LLC

Mailed envelope 
arrives damaged 
missing pages, 
3700 names, policy 
numbers and 
Social Security 
numbers exposed

SSN, NAA, MISC

2527 2010-02-02 243 Ozarks Area 
Community Action 
Corporation

Mailing error 
exposes 243 
landlord tax forms 
and Social Security 
numbers 

SSN, NAA

2535 2010-02-01 27000 Ceridian 
Corporation

Hacked payroll 
system exposes 
27,000 employee 
names, dates of 
birth and Social 
Security numbers

SSN, DOB, FIN

2536 2010-02-05 9000 Wyoming 
Department of 
Health

Names, birthdays, 
Social Security 
numbers, 
addresses and 
phone numbers of 
about 9,000 
children accessible 
on web

SSN, NAA, DOB

2537 2010-02-04 15000 University of Texas 
at El Paso

Mailing error 
exposes15,000 
students Social 
Security numbers 
in envelope window

SSN, NAA

2538 2010-02-08 208000 AvMed Health 
Plans

Stolen laptops 
expose 208,000 
names, addresses, 
Social Security 
numbers and 
health details

SSN, NAA, MED

2539 2010-02-09 50000 California 
Department of 
Health Care 
Services

Social Security 
numbers printed on 
address labels of 
about 50,000

SSN, NAA

2540 2010-02-09 145 Kansas City Art 
Institute

Social Security 
numbers and dates 
of birth of 145 on 
stolen computer

SSN, NAA, DOB
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2541 2010-02-11 ? Automatic Data 
Processing (ADP)
Equifax Inc.

Mailing error 
exposes unknown 
number of 
employees Social 
Security numbers 
through the 
envelope window

SSN, NAA

2542 2010-02-11 1200 University of Texas 
Medical Branch
MedAssets

Personal 
information of 
1,200 available to 
former employee

MISC

2554 2010-02-15 ? West Memphis 
Arkansas Police 
Department

Compromised 
system exposes 
unknown number 
of police 
department 
employees names 
and Social Security 
numbers

SSN, NAA

2555 2010-02-13 ? Eclipse Property 
Solutions

Employee steals 
unknown number 
of customers credit 
card details

SSN, NAA

2558 2010-02-04 969 Social Security 
Administration

Employee "lost" a 
CD containing, 
medical evidence, 
agency documents 
and names and 
Social Security 
numbers

SSN, NAA, MED, ACC, DOB, FIN

2559 2010-02-17 8000 Cardiology 
Consultants Inc

Stolen laptop 
contained 8,000 
patients names, 
dates of birth, and 
medical record 
numbers

NAA, MED, DOB

2560 2010-02-17 900 Southern Illinois 
University at 
Carbondale

Malware found on 
faculty members 
workstation may 
have exposed 900 
students Social 
Security numbers

SSN, NAA

2561 2010-02-16 ? Dairy Queen 
Corporation

Point of sale 
terminal hacked, 
unknown number 
of customers card 
numbers stolen

CCN

http://datalossdb.org/incidents/2541
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2562 2010-02-19 3900 TennCare Mailing error 
exposes 3900 
Social Security 
numbers to be sent 
to incorrect 
addresses

SSN, NAA

2564 2010-02-18 170000 Valdosta State 
University

Social Security 
numbers of up to 
170,000 students 
and faculty 
exposed on 
breached server

SSN

2566 2010-02-23 50 Medix School 
London Campus

Documents of 50 
students discarded 
in trash contained 
names, addresses, 
medical records, 
health numbers 
and transcripts

NAA, MISC, MED

2567 2010-02-24 600000 Citigroup Mailing error 
exposes 600,000 
customers Social 
Security numbers 
on outside of 
envelope

SSN, NAA

2568 2010-02-25 257 Coastal 
Community Credit 
Union

Dozens of 
customers debit 
and credit card 
numbers, with 
expiry dates 
improperly 
discarded

CCN, NAA

2569 2010-02-26 ? Wyndham Hotels Hackers steal 
guest names, 
credit card 
numbers, 
expiration dates 
and other data 
from cards' 
magnetic stripe

CCN, NAA

2570 2010-02-26 260 Open Door Clinic Spreadsheet 
containing patient 
information, 
including Social 
Security numbers, 
addresses, 
telephone numbers 
exposed on file 
sharing network

SSN, NAA, MED

http://datalossdb.org/incidents/2562
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2601 2010-02-22 35000 Arkansas Army 
National Guard

Missing external 
drive exposes 
35000 guard 
members names, 
Social Security 
numbers 

SSN, NAA, MISC

2604 2010-02-18 9500 ISS A/S Storage media 
containing 9,500 
employees Social 
Security numbers 
lost in mail

SSN, NAA, ACC, FIN

http://datalossdb.org/incidents/2601
http://datalossdb.org/incidents/2604

