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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
September 2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 25
Total Records Affected: 370,055

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-09-01

100

Bluegrass
Community and
Technical College

A file containing
students names and
Social Security
numbers reported
missing

SSN, NAA

2009-09-02

Naval Hospital
Pensacola

Missing laptop
contains names,
Social Security
numbers and dates
of birth of 38,000

SSN, NAA, DOB

2009-09-05

Mitsubishi
Corporation

52000 customers
credit card details
lost from hacked
server

CCN, NAA

2009-09-06

School for the
Physical City High
School

Unknown number of
students confidential
medical records and
Social Security
numbers dumped on
street

SSN, NAA, MED, DOB

2009-09-14

University of Florida
Florida Department
of Transportation

Exposed file
contained names and
Social Security
numbers of 25
educational trainers

2009-09-14

Jones General Store

Unknown number of
customers credit card
receipts stolen from
store

CCN, NAA

2009-09-18

Akron Children's
Hospital

Mis-directed spyware
exposes patients
names and
confidential medical
and financial
information

NAA, MED, FIN

2009-09-22

AlixPartners LLP

Stolen laptop
contains names,
Social Security
numbers and some
account information
of 2,200 Madoff
investors

SSN, NAA, ACC

2009-09-22

Cincinnati
Metropolitan Housing
Authority

Breach of personal
information affects
over 900

2009-09-23

Kern Medical Center

Break-in possibly
compromises
personal information
of 31,000
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http://datalossdb.org/incidents/2316
http://datalossdb.org/incidents/2317
http://datalossdb.org/incidents/2322
http://datalossdb.org/incidents/2326
http://datalossdb.org/incidents/2328
http://datalossdb.org/incidents/2330
http://datalossdb.org/incidents/2340
http://datalossdb.org/incidents/2351
http://datalossdb.org/incidents/2352
http://datalossdb.org/incidents/2353
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2009-09-23

5045

Eastern Kentucky
University

Names and Social
Security numbers of
about 5,000
accidentally posted
to web

SSN, NAA

2009-09-23

Socorro County
Housing Authority

Sensitive files
containing names,
financial details and
Social Security
numbers found in
dumpster

SSN, NAA, FIN

2009-09-21

Rocky Mountain Bank

Email attachment
sent to wrong
address contained
names, addresses,
Social Security
numbers and
account details

SSN, NAA, MISC, ACC

2009-09-25

236000

University of North
Carolina

Personal data of
236,000 on hacked
server

SSN, MED

2009-09-25

Penrose Hospital

Binder containg 175
patients names,
addresses, phone
numbers, and Social
Security numbers
stolen

SSN, NAA, MISC

2009-09-29

Memorial University
of Newfoundland

Recycling project
causes breach when
social insurance
numbers are
redistributed in
notebooks

SSN, NAA, MISC

2009-09-28

Tennessee
Department of
Human Services

Wrong fax number
leads to Tennesee
doctors faxing patient
records to Indiana
business

SSN, NAA, MISC, MED, DOB

2009-09-14

Downeast Energy

Banking information
of 800 customers
accessed by hackers

2009-09-08

MassMutual
Financial Group

Employee steals
customers
names,address,
Social Security
number, finiancial
numbers

SSN, NAA, FIN
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http://datalossdb.org/incidents/2354
http://datalossdb.org/incidents/2355
http://datalossdb.org/incidents/2356
http://datalossdb.org/incidents/2357
http://datalossdb.org/incidents/2358
http://datalossdb.org/incidents/2359
http://datalossdb.org/incidents/2360
http://datalossdb.org/incidents/2378
http://datalossdb.org/incidents/2437
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2009-09-03

?

T-Mobile

Individuals arrested
for unauthorized
acquisition of
customer data,
including Social
Security numbers

SSN, NAA

2009-09-04

KSM Business
Services Inc.
Fortune Industries Inc

Service providers
laptop stolen
contained employee
names, addresses
and Social Security
numbers

2009-09-28

Verso Paper Corp
United Steel Workers

Stolen laptop
contained employees
names and Social
Security numbers

2009-09-15

T. Rowe Price
Retirement Plan
Services

An error in
processing, an
unknown number
customer checks
were sent to the
wrong institutions

NAA, ACC, FIN

2009-09-03

Hilton Hotels

Unauthorized access
to credit files
exposes customer
details including
dates of birth and
Social Security
numbers

SSN, NAA, DOB, FIN

2009-09-18

Kraft Foods

Stolen laptop
exposes employees
names and Social
Security numbers
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http://datalossdb.org/incidents/2438
http://datalossdb.org/incidents/2453
http://datalossdb.org/incidents/2454
http://datalossdb.org/incidents/2459
http://datalossdb.org/incidents/2464
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