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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
August 2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 29
Total Records Affected: 497,810

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-08-04

1000

New Hampshire
Department of
Corrections

Inmate found with list
of all NHDOC workers
including names and
Social Security
numbers of 1000

SSN, NAA

2009-08-04

131000

United States Army
National Guard

Stolen laptop with
names and Social
Security numbers
could affect over
130,000

SSN, NAA, FIN

2009-08-06

Colorado Department
of Corrections

Email containing
names and Social
Security numbers of
1,084 accidentally
sent to co-workers

2009-08-06

197000

Mitsubishi UFJ Nicos

197,000 customers
privacy records on
microfiche are missing

NAA, ACC, MISC, ACC, FIN

2009-08-08

lowa Secretary of
State

Social Security
numbers of over
2,000 found on public
web site

SSN, NAA

2009-08-09

148680

Amuse, Inc.

Credit card data and
other personal
information of
148,680 possibly
accessed by hackers

CCN, MISC

2009-08-11

University of
California Berkeley

Hacked web server
contained a database
with 493 applicants
names, dates of birth
and Social Security
numbers

SSN, NAA, DOB

2009-08-13

Louisiana State
University

Unknown number of
students names,
Social Security
numbers posted on
university web site

2009-08-14

Calhoun Area Career
Center

Names, Social
Security numbers,
addresses, and birth
dates of 455 exposed
online

SSN, NAA, DOB

2009-08-15

Northern Kentucky
University

Stolen laptop contains
Social Security
numbers of at least
200
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http://datalossdb.org/incidents/2243
http://datalossdb.org/incidents/2251
http://datalossdb.org/incidents/2260
http://datalossdb.org/incidents/2261
http://datalossdb.org/incidents/2262
http://datalossdb.org/incidents/2267
http://datalossdb.org/incidents/2279
http://datalossdb.org/incidents/2282
http://datalossdb.org/incidents/2286
http://datalossdb.org/incidents/2287
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2009-08-19

?

Radisson Hotels &
Resorts

Credit card numbers,
expiration dates, and
guest names on
computer systems
accessed without
authorization

CCN, NAA

2009-08-18

Sun Valley Mortgage

Lost laptop exposes
600 clients names,
Social Security
numbers and account
numbers

SSN, NAA, ACC

2009-08-18

California State
University Los
Angeles

Stolen computers
expose more than
600 faculty and
students names,
addresses and Social
Security numbers

2009-08-20

Boston University
Army Reserve
Officersa€™ Training
Corps

Social Security
numbers and some
birth dates of 6,675
exposed through file
transfer program

2009-08-13

Chase Bank

Tape lost at offsite
storage location

SSN, NAA

2009-08-20

Prompt Med

Dumped medical files
exposes 623 patients
names, Social
Security numbers,
dates of birth and
medical details

SSN, NAA, MED, DOB

2009-08-21

University of
Massachusetts at
Ambherst (UMASS)

Hacked server
exposes 20 years
worth of students
Social Security
numbers

2009-08-25

Worthing Borough
Council

Unknown number of
confidential files
dumped on street
contained names and
bank details

2009-08-26

Guardsmark

Employee files found
in trash contained
personal details
including names and
Social Security
numbers

SSN, NAA, MISC

2009-08-28

Iron Mountain
Cuyahoga County,
Ohio

Cuyahoga County
officials are searching
for a box that fell off a
truck and contained
personal information
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http://datalossdb.org/incidents/2290
http://datalossdb.org/incidents/2291
http://datalossdb.org/incidents/2292
http://datalossdb.org/incidents/2293
http://datalossdb.org/incidents/2294
http://datalossdb.org/incidents/2298
http://datalossdb.org/incidents/2299
http://datalossdb.org/incidents/2301
http://datalossdb.org/incidents/2307
http://datalossdb.org/incidents/2308
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2009-08-29

7000

Birmingham NHS
Trulife

Stolen laptops contain
private and medical
details of more than
7,000

NAA, MED, DOB

2009-08-28

Fasco Machine
Company

Unknown number of
employee records
containing names,
addresses, Social
Security numbers and
dates of birth thrown
in trash

SSN, NAA, DOB

2009-08-10

New York Life
Insurance Co

Stolen laptop
contained personal
information including
names, dates of birth,
Social Security
numbers and policy
numbers

SSN, NAA, DOB

2009-08-11

Wolters Kluwer
CCH.com

Stolen laptop exposes
names, addresses
and credit card details

CCN, NAA

2009-08-13

Titanium Metals
Corporation

Hacked website
exposes an unknown
number of employee
names and Social
Security numbers

SSN, NAA

2009-08-25

American Barcode
and RFID

Hacked website
exposes customers
details including credti
card details,

CCN, NAA, EMA, ACC

2009-08-20

Normandeau
Associates Inc

Stolen laptop
contained employee
names, Social
Security numbers and
bank account details

SSN, NAA, ACC

2009-08-28

UnitedHealthcare

Claims associate
stole unknown
number of names,
addresses and
medical details from
flexible spending
accounts

NAA, MED, ACC, DOB

2009-08-09

St. Lucie County
School District
Skyward Inc

Contractor transferred
employee data
containing names,
Social Security
numbers and
addresses during a
software update
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http://datalossdb.org/incidents/2309
http://datalossdb.org/incidents/2318
http://datalossdb.org/incidents/2346
http://datalossdb.org/incidents/2447
http://datalossdb.org/incidents/2451
http://datalossdb.org/incidents/2457
http://datalossdb.org/incidents/2461
http://datalossdb.org/incidents/2486
http://datalossdb.org/incidents/2546

