Data Loss Database - July, 2009 report
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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of July
2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the Open
Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 29
Total Records Affected: 1,417,281

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-07-02

400

Redford Union School
District

Mailing error exposes
400 employee Social

Security numbers on

address labels

SSN, NAA

2009-07-07

Jubilee Managing
Agency Limited

Unencrypted disk
containing personal
details of 2100
policyholders is lost

2009-07-02

American Express
(Technologies)

DBA steals thousands
of cardmember data and
creates his own plastics

CCN, NAA

2009-07-08

Alberta Health Services
Edmonton

Personal health
information of 11,582
stolen by virus

NAA, MED

2009-07-13

Florida Department of
Education

Missing files bear Social
Security numbers,
names and addresses,
and birth dates of 475

SSN, NAA, DOB

2009-07-08

Canyons School District

Lost thumb drive with
addresses, phone
numbers, dates of birth
and Social Security
numbers of 6,000
current and recent
employees

SSN, NAA, DOB

2009-07-08

Temporary employee
allegedly stole 2,100 co-
workers' Social Security
numbers and dates of
birth

SSN, NAA, DOB

2009-07-14

LexisNexis

13,329 notified about
access of their personal
information by possible
connection to an
organized crime family

SSN, NAA, DOB

2009-07-16

University of California
San Diego Moores
Cancer Center

30,000 notified about
names, birth dates and
diagnosis and treatment
dates on hacked server

NAA, MED, DOB

2009-07-16

Home Solution Pros

Unknown number of
customers Social
Security numbers, bank
accounts and credit
details thrown in
dumpster

SSN, NAA, FIN

2009-07-17

Francis Howell School
District

Stolen laptop could
contain names and
Social Security numbers
for 1,700
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http://datalossdb.org/incidents/2168
http://datalossdb.org/incidents/2172
http://datalossdb.org/incidents/2173
http://datalossdb.org/incidents/2174
http://datalossdb.org/incidents/2177
http://datalossdb.org/incidents/2178
http://datalossdb.org/incidents/2179
http://datalossdb.org/incidents/2186
http://datalossdb.org/incidents/2187
http://datalossdb.org/incidents/2197
http://datalossdb.org/incidents/2198
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2009-07-16

8600

Johnson County Kansas

File containing 8600
employee Social
Security numbers
accidentially attached to
email

SSN

2009-07-21

United Kingdom Ministry
of Defence

MOD admits losing an
entire server containing
personal information of
700

SSN, NAA, MISC

2009-07-22

The Highland Council

Stolen laptops expose
1400 patient medical
records

2009-07-22

180000

HSBC Holdings plc
HSBC Life

HSBC Life lost a CD
containing the details of
180,000 policyholders

NAA, MISC, DOB

2009-07-22

HSBC Holdings plc
HSBC Actuaries

HSBC Actuaries lost a
floppy disk containing
the personal information
of 1,917 pension
scheme members

SSN, NAA

2009-07-23

130000

American International
Group (AIG)
American Life
Insurance Co Japan

Policyholders credit card
details of 1000 exposed
by unknown leak

2009-07-24

Hampton
Redevelopment and
Housing Authority

Social Security numbers
of 900 accidentally sent
via postal malil

2009-07-25

573928

Network Solutions

Breach exposes over
500,000 credit card
accounts

2009-07-28

University of Colorado
CO Springs

Stolen laptop may have
contained personal
information of 766

SSN, NAA

2009-07-31

Williams Companies,
Inc.

Stolen laptop contains
names, Social Security
numbers, and dates of
birth for 4,400

SSN, NAA, DOB

2009-07-06

Nashbar Direct

Website hack provides
unauthorised access to
credit card information

CCN, NAA, EMA

2009-07-10

U.S. Department of State

Internal investigation
uncovers numerous
employees accessing
passport records for
celebrities

NAA, MISC, DOB, DOB

2009-07-17

Wells Fargo

Bank account numbers
and personal
identification information
obtained; suspect
indicted
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http://datalossdb.org/incidents/2199
http://datalossdb.org/incidents/2202
http://datalossdb.org/incidents/2204
http://datalossdb.org/incidents/2205
http://datalossdb.org/incidents/2206
http://datalossdb.org/incidents/2209
http://datalossdb.org/incidents/2215
http://datalossdb.org/incidents/2216
http://datalossdb.org/incidents/2222
http://datalossdb.org/incidents/2224
http://datalossdb.org/incidents/2225
http://datalossdb.org/incidents/2277
http://datalossdb.org/incidents/2278
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2009-07-27

?

DLP Lamp Source

Compromised web site
exposes unknown
number of customers
names, addresses and
credit card details

CCN, NAA, EMA

2009-07-27

435990

Astomos Energy
CTC (ITOCHU Techno-
Solutions Corporation)

435990 customers
names, credit card
details and financial
details are lost

CCN, NAA, ACC, FIN

2009-07-01

Boeing Co.

Unauthorised access to
boeingstore.com
website revealed
personal information.

2009-07-16

Henry Schein, Inc.

Stolen laptop contained
personal information,
including names, credit
card numbers

CCN, NAA

2009-07-27

City of Baytown Texas

Clerk accidentially
emails a spreadsheet
containing names, bank
account numbers, bank
routing numbers and
check numbers to a
townsperson as part of
a FOIA request
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http://datalossdb.org/incidents/2319
http://datalossdb.org/incidents/2320
http://datalossdb.org/incidents/2414
http://datalossdb.org/incidents/2458
http://datalossdb.org/incidents/2547

