
Open Security Foundation
Data Loss Database - June, 2009 report
http://datalossdb.org
Version: 14.52 - Created: 2009-06-01 - Updated: 2010-03-06

This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
June 2009.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 34
Total Records Affected: 1,004,033


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

2069 2009-06-01 137 NHS Lothian Medical 
histories for 
137 patients on 
lost memory 
stick

MED

2078 2009-06-02 531400 Virginia 
Department of 
Health 
Professions

Social Security 
numbers of 
about 530,000 
possibly 
accessed by 
hackers

SSN

2088 2009-06-05 17214 Virginia 
Commonwealth
 University

Names and 
Social Security 
numbers of 
17,214 on 
stolen computer

SSN, NAA

2089 2009-06-03 597 State of Maine 
Office of 
Information 
Technology

Social Security 
numbers and 
financial 
information of 
597 sent to 
incorrect 
recipients

SSN, FIN

2092 2009-06-07 350 Ohio State 
University

E-mail leaks 
350 student 
employee 
Social Security 
numbers

SSN

2093 2009-06-01 36000 Northern 
Ireland 
Department 
Human 
Resources

Stolen laptops 
contained 
names, 
addresses, 
insurance 
numbers, 
dates of birth 
and bank 
account details

NAA, ACC, DOB, FIN

2100 2009-06-04 3500 Salford Royal 
NHS 
Foundation 
Trust

Stolen laptop 
contained 
medical details 
of 3500 patients

MED

2101 2009-06-02 ? CS Stars
Constitution 
State Services 
LLC
Travelers 
Indemnity 
Company

Stolen portable 
hard drive 
exposes 
unknown of 
number clients 
names, 
addresses and 
Social Security 
numbers

SSN, NAA

http://datalossdb.org/incidents/2069
http://datalossdb.org/incidents/2078
http://datalossdb.org/incidents/2088
http://datalossdb.org/incidents/2089
http://datalossdb.org/incidents/2092
http://datalossdb.org/incidents/2093
http://datalossdb.org/incidents/2100
http://datalossdb.org/incidents/2101
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2113 2009-06-12 1000 Oregon Health 
& Science 
University

Patient names, 
treatment 
dates, 
treatment 
summaries and 
medical record 
numbers of 
1,000 on stolen 
laptop

NAA, MED

2114 2009-06-12 1600 Kirkwood 
Community 
College

1,600 notified 
about stolen 
mobile data 
storage device 
with names 
and Social 
Security 
numbers

SSN, NAA

2125 2009-06-01 ? LPL Financial Stolen 
computer 
contains 
personal 
information, 
including 
name, address 
and SSN

SSN, NAA, ACC

2134 2009-06-04 170 City of Duncan 
Oklahoma

City utility 
system breach 
exposes utility 
customers' 
bank account 
details

NAA, ACC

2136 2009-06-14 50 Custom House 
Coffee

Hackers 
access stores 
wireless 
network and 
steal 
customers 
credit and debit 
card data

CCN

2137 2009-06-12 ? Charles 
Schwab & Co

Stolen hard 
drive contained 
client names, 
Social Security 
numbers and 
account 
numbers

SSN, NAA, FIN

http://datalossdb.org/incidents/2113
http://datalossdb.org/incidents/2114
http://datalossdb.org/incidents/2125
http://datalossdb.org/incidents/2134
http://datalossdb.org/incidents/2136
http://datalossdb.org/incidents/2137
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2138 2009-06-12 ? JFY Networks Hacked 
website 
exposes 
unknown 
number of 
names, 
addresses, 
Social Security 
numbers 

SSN, NAA, MISC

2139 2009-06-17 100000 Bord GÃ¡is Stolen 
unencrypted 
laptop 
contained 
75000 
customers 
account details 

NAA, ACC

2140 2009-06-08 100 Low Cost 
Pharmacy

Patients 
records of 
more than a 
100 thrown in 
dumpster

MED

2152 2009-06-15 ? Beam Global 
Spirits & Wine 
Inc

Unauthorized 
access by a 
former 
employee 
exposes 
names, 
addresses and 
Social Security 
numbers of 
past and 
present 
employees

SSN, NAA

2154 2009-06-23 45277 Cornell 
University

Stolen 
computer 
containing 
45,277 names 
and Social 
Security 
numbers of 
current and 
former 
students, 
faculty and 
staff 

SSN, NAA

2156 2009-06-24 2828 Florida 
Department of 
Revenue

Names, 
addresses and 
Social Security 
numbers of 
2,828 on stolen 
flash drive

SSN, NAA

http://datalossdb.org/incidents/2138
http://datalossdb.org/incidents/2139
http://datalossdb.org/incidents/2140
http://datalossdb.org/incidents/2152
http://datalossdb.org/incidents/2154
http://datalossdb.org/incidents/2156
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2157 2009-06-24 250000 University of 
Alberta Hospital

Stolen laptops 
contained 
250,000 
names and 
health numbers

NAA, MED

2158 2009-06-03 ? American 
Association of 
Retired 
Persons 
(AARP)

Current and 
former 
employee data, 
including 
names, 
addresses, 
social security 
numbers on 
stolen laptop.

SSN, NAA, DOB

2160 2009-06-24 ? Norfolk 
Redevelopment
 and Housing 
Authority

Hundreds of 
papers 
containing 
names, 
addresses, 
Social Security 
numbers and 
salary details 
improperly 
disposed

SSN, NAA, FIN

2162 2009-06-24 ? Oklahoma 
Commission 
for Teachers 
Preparation

Stolen server 
(later 
recovered) 
contains Social 
Security 
numbers

SSN, NAA, EMA, MISC, MED, ACC, DOB

2163 2009-06-26 810 Massachusetts 
Technology 
Collaborative

Application 
Information 
posted to 
external 
website

SSN, NAA, EMA, MISC

2164 2009-06-30 6000 Sutter Health Laptop at 
computer 
repair shop 
contains 
names and 
Social Security 
numbers of 
6,000

SSN, NAA

2169 2009-06-26 7000 University of 
Central 
Missouri

Documents 
containing 
7000 students 
names, dates 
of birth and 
Social Security 
numbers stolen

SSN, NAA, DOB

http://datalossdb.org/incidents/2157
http://datalossdb.org/incidents/2158
http://datalossdb.org/incidents/2160
http://datalossdb.org/incidents/2162
http://datalossdb.org/incidents/2163
http://datalossdb.org/incidents/2164
http://datalossdb.org/incidents/2169
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2207 2009-06-22 ? Broadridge 
Financial 
Solutions
Dynegy Inc.

Names and 
Social Security 
numbers of 
shareholders 
accidentally 
disclosed to 
the wrong client

SSN, NAA, ACC

2214 2009-06-23 ? Tyco Flow 
Control

HR manager's 
laptop was 
stolen and 
theives may 
have had 
access to other 
personal 
information

FIN

2284 2009-06-19 ? IBM
The Proctor 
and Gamble 
Company

Stolen laptop 
contained 
personal 
information of 
eomployees

SSN, NAA

2370 2009-06-11 ? VAserve Hacker wipes 
out 100,000 
hosting 
customers 
websites, 
accesses 
credit cards

CCN, NAA

2374 2009-06-22 ? Northrop 
Grumman

Lost backup 
drive contained 
personal 
information

NAA

2413 2009-06-03 ? Hitachi Data 
Systems (HDS)

Stolen laptop 
contained 
personal 
information.

SSN, NAA

2462 2009-06-23 ? State Farm 
Insurance

Agent stole 
personal 
details 
including 
Social Security 
numbers and 
opened credit 
accounts

SSN, NAA

http://datalossdb.org/incidents/2207
http://datalossdb.org/incidents/2214
http://datalossdb.org/incidents/2284
http://datalossdb.org/incidents/2370
http://datalossdb.org/incidents/2374
http://datalossdb.org/incidents/2413
http://datalossdb.org/incidents/2462

