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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
May 2009.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 37
Total Records Affected: 679,636


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

1944 2009-05-01 32000 LexisNexis
Investigative 
Professional

32,000 notified about 
possibly compromised 
names, birth dates 
and Social Security 
numbers 

SSN, NAA, DOB

1951 2009-05-04 15487 Kapiolani Community 
College

Malware affects 
computer with access 
to 15,487 names, 
addresses, phone 
numbers, dates of 
birth and Social 
Security numbers

SSN, NAA, DOB

1952 2009-05-05 1000 East Burke Christian 
Ministries

Stolen laptop contains 
over 1,000 Social 
Security numbers

SSN

1953 2009-05-04 100000 Fulton County Board 
of Registration and 
Elections

Discarded voter 
registration 
documents expose 
100000 names and 
Social Security 
numbers

SSN, NAA

1956 2009-05-08 160000 University of 
California Berkeley

Social Security 
numbers, health 
insurance information 
and medical records 
of 160,000 on hacked 
servers

SSN, MED

1957 2009-05-11 2400 Washington D.C. 
Office of the State 
Superintendent of 
Education 

Student names, e-
mail and home 
addresses, phone and 
Social Security 
numbers and dates of 
birth accidentally 
emailed to wrong 
recipients

SSN, NAA, EMA, DOB

1962 2009-05-13 47000 United Food and 
Commercial Workers 
Union

Stolen laptop may 
contain personal 
information of union 
members, including 
birth dates and Social 
Security numbers

SSN, NAA, DOB

1981 2009-05-18 28000 New Jersey 
Department of Labor 
and Workforce 
Development

Social Security 
numbers of 28,000 
erroneously mailed to 
employers whom they 
did not work for

SSN, NAA
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1990 2009-05-18 ? Anderson Kia of 
Boulder

Defunt dealership 
exposes an unknown 
number of customers 
names, addresses, 
driver's licenses, 
financial details and 
Social Security 
numbers

SSN, NAA, ACC, FIN

2002 2009-05-19 100000 National Archives and 
Records 
Administration

Unknown number of 
sensitive records 
including names, 
addresses and Social 
Security numbers on 
missing hard drive

SSN, NAA

2003 2009-05-23 4500 Indiana Department of 
Workforce 
Development
Pitney Bowes

Accidental disclosure 
of 4,500 Social 
Security numbers to 
incorrect employer

SSN, NAA

2004 2009-05-24 ? Moran Health Care 
Group

Medical and 
employment records 
of health care 
company found on 
street

NAA, MED, ACC

2018 2009-05-27 140 Warren County Virtual 
Community School

Social Security 
numbers, names, and 
dates of birth of over 
140 found in dumpster

SSN, NAA, DOB

2020 2009-05-27 65000 Aetna Inc. Web site exposes 
65000 former and 
current employees 
names and Social 
Security numbers 

SSN, NAA

2021 2009-05-28 109000 Pensions Trust
NorthgateArinso

Stolen laptop 
containing the 
personal data of 
109,000 members

SSN, NAA, ACC, DOB, FIN

2031 2009-05-12 120 CompuCredit Web site exposes 120 
customers names, 
dates of birth and 
Social Security 
numbers

CCN, SSN, NAA

2068 2009-05-28 550 Aviva USA Social Security 
Numbers and names 
and/or addresses of 
approximately 550 
customers on 
malware infected 
computer may have 
been compromised

SSN, NAA
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2072 2009-05-28 ? Sony Corporation of 
America

Unauthorized copies 
of customers credit 
cards were emailed to 
an outside account

CCN, NAA

2077 2009-05-18 ? Batteries.com Hackers stole names, 
addresses and credit 
card information from 
the Batteries.com 
server

CCN, NAA

2095 2009-05-31 ? Chicago Public 
Schools

Three boxes of 
special education 
students names, 
addresses, Social 
Security numbers, 
and medical details 
found in trash bin

SSN, NAA, MED

2141 2009-05-15 120 Colonial Penn Life 
Insurance Co

Employee steals 
customers names, 
addresses, SSN, 
DOB and bank 
accounts 

SSN, NAA, DOB

2142 2009-05-12 150 Claire's Stores Employee steals 
customers credit card 
numbers to commit 
fraud

CCN

2143 2009-05-06 20 Saint Anthony Hospital Employee steals 
patients medical 
records for 
counterfeiter

MED

2144 2009-05-04 560 First Republic Bank Mailroom employee 
opens customers 
confidential mail and 
making copies to sell

NAA, ACC, FIN

2159 2009-05-29 222 Breakout Apparel Co. Stolen safe contained 
checks from 
customers

NAA, ACC

2170 2009-05-06 ? Newton 
Manufacturing 
Company

Unauthorised access 
provides external 
parties access to 
names, address and 
SSN information.

SSN, NAA

2171 2009-05-07 ? Pfizer Employee discarded 
hard drive through 
normal trash 
collection.

SSN, NAA

2193 2009-05-06 ? Amway Global Unauthorised access 
to user account logins 
on quixtax.com 
expose customers 
bank account 
information

SSN, NAA, EMA, ACC

http://datalossdb.org/incidents/2072
http://datalossdb.org/incidents/2077
http://datalossdb.org/incidents/2095
http://datalossdb.org/incidents/2141
http://datalossdb.org/incidents/2142
http://datalossdb.org/incidents/2143
http://datalossdb.org/incidents/2144
http://datalossdb.org/incidents/2159
http://datalossdb.org/incidents/2170
http://datalossdb.org/incidents/2171
http://datalossdb.org/incidents/2193


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

2203 2009-05-08 ? Frenkel Lambert 
Weiss Weisman & 
Gordon

Case files found in 
dumpster contained 
unknown number of 
clients names, 
addresses, and Social 
Security numbers

SSN, NAA

2245 2009-05-28 10000 Members Plus Credit 
Union

Account data and 
other personal 
information lost during 
a relocation

SSN, NAA, ACC

2310 2009-05-19 1367 Davis Vision, Inc.
Harris Group

Files were sent to 
incorrect third party 
health administrator

SSN, NAA, MED

2321 2009-05-12 ? Health Dialog 
Services Corporation

Virus on network may 
have exposed 
personal information 
from users internet 
explorer cache

CCN, SSN, NAA

2449 2009-05-31 ? Vocus Box containing HR 
inforamtion was 
incorrectly delivered 

SSN, NAA

1954 2009-05-07 2000 West Herts Hospitals 
Trust

St Albans patients' 
personal data on 
stolen laptops

NAA, MED

2490 2009-05-05 ? Spencer House 
Apartment Complex

Documents found in 
dumpster contained 
names, addresses, 
SSN, rental 
applications, 
immigration numbers 
and bank statements

SSN, NAA, MISC, ACC, FIN

2491 2009-05-15 ? Blue Cross Blue 
Shield of Georgia

Package containing 
hundreds of 
customers patients 
names, account 
numbers, and tax id 
numbers mailed to 
wrong person

NAA, MED, ACC, FIN

2492 2009-05-20 ? Four Peaks Financial 
Services

Customers names 
and credit card details 
posted on website

CCN, NAA
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