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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
April 2009.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 45
Total Records Affected: 2,951,417


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

1855 2009-04-01 8000 State of Maryland
SHPS Human Resource 
Solutions, Inc

Names, social security 
numbers and other 
personal information of 
about 8,000 state 
employees lost in mail

SSN, NAA

1857 2009-04-02 33000 Wigan Borough Council Names, dates of birth 
and special needs 
information of 33,000 
children on stolen laptop

NAA, MISC, DOB

1858 2009-04-01 200 Massey University Students details 
including names, 
addresses, IRD 
numbers exposed on 
intranet

SSN, NAA, DOB

1859 2009-04-03 7845 Town of Culpeper Personal details of 
7,845 taxpayers, 
including names, 
addresses, Social 
Security numbers 
posted on internet

SSN, NAA

1860 2009-04-03 1600 Policy Studies, Inc
Tennessee Department 
of Human Services

Contracted employee 
steals 1600 names, 
Social Security numbers 
and bank account 
numbers

SSN, NAA, ACC, DOB

1861 2009-04-01 6000 University of Washington About 6,000 University 
of Washington 
employees were notified 
this week that their 
names and Social 
Security numbers were 
on a computer system 
that was hacked.

SSN, NAA

1870 2009-04-02 3410 Fujitsu Consulting Inc. Package containing a 
storage device with 
personal information lost 
in transit

SSN, NAA

1874 2009-04-08 1892 Hawaii Department of 
Transportation

Stolen laptop holds 
names, addresses, 
Social Security numbers 
and other personal 
information of 1,892

SSN, NAA, MISC

1875 2009-04-08 18000 Metropolitan Nashville 
Public Schools
Public Consulting Group

Names, Social Security 
numbers, addresses 
and dates of birth of 
over 18,000 students 
available on web

SSN, NAA, DOB
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1878 2009-04-07 ? Richmond Dermatology 
Specialists, PC

Unknown number of 
patients documents 
containing names, 
insurance details and 
Social Security numbers 
found scattered along 
street

SSN, NAA, MED

1879 2009-04-10 ? Borrego Springs Bank
Vavrinek, Trine, Day 
and Co.

Names and financial 
information including 
account numbers and 
balances on stolen 
laptops

NAA, ACC, FIN

1881 2009-04-10 10868 Penn State Erie, The 
Behrend College

10,868 Social Security 
numbers open for 
potential breach

SSN

1884 2009-04-12 ? CBIZ Medical 
Management 
Professionals
Southwest Mississippi 
Regional Medical Center

Unknown number of 
patient records exposed 
on stolen computer

MED

1885 2009-04-09 13 North Carolina 
Department of Motor 
Vehicles

Breach exposes 13 
residents names, 
addresses, Social 
Security numbers, and 
dates of birth

SSN, NAA, MISC, DOB

1887 2009-04-11 100000 Peninsula Orthopaedic 
Associates

Stolen data tapes 
expose patients 
personal details 
including Social Security 
numbers and insurance 
numbers

SSN, NAA, MISC, MED

1888 2009-04-13 14380 Moses Cone Hospital
VHA Inc.

14,380 notified about 
personal information on 
stolen laptop

SSN, MISC

1895 2009-04-09 ? Fox Entertainment Group
MySpace.com

Unauthorized access by 
an employee exposes 
details of other 
employees names, 
addresses and Social 
Security numbers

SSN, NAA, FIN

1896 2009-04-08 ? Northeast Rehabilitation 
Hospital

Stolen laptop and 
documents exposes 
names, addresses, 
dates of birth and Social 
Security numbers

SSN, NAA, DOB

1907 2009-04-09 9561 Inet Interactive 318 credit cards with 
CCV compromised, 
additional cards 
potentially compromised

CCN, NAA
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1917 2009-04-21 4400 FairPoint 
Communications

Missing portable data-
storage device may 
have contained names, 
addresses, and Social 
Security numbers of 
4,400

SSN, NAA, DOB, FIN

1922 2009-04-22 3200 Marian Medical Center Patient names, Social 
Security numbers, dates 
of birth and medical 
histories of about 3200 
on stolen Blackberry

SSN, NAA, MED, DOB

1923 2009-04-23 1392 Aberdeen Royal 
Infirmary

Stolen laptop contains 
names and addresses, 
dates of birth, and 
coded clinical 
information of 1392

NAA, MED, DOB

1925 2009-04-23 1000000 Oklahoma Department 
of Human Services

Stolen laptop contains 
names, Social Security 
numbers and dates of 
birth for over 1,000,000

SSN, NAA, DOB

1936 2009-04-30 225000 Oklahoma Housing 
Finance Agency

Names, Social Security 
numbers, tax 
identification numbers, 
birth dates and 
addresses of 225,000 
on stolen laptop

SSN, NAA, DOB

1937 2009-04-29 5650 Bradford Teaching 
Hospital NHS 
Foundation Trust

Lost data stick 
contained 5650 patients' 
names, addresses, and 
hospital numbers 

NAA, MED, DOB

1939 2009-04-29 741 Addenbrooks Hospital Lost memory stick 
contains medical details 
of 741 patients.

NAA, MED

1945 2009-04-28 1400 Centaurus Financial Failure to protect 
confidential customer 
information on Internet-
accessible fax server

SSN, NAA, ACC, DOB

1946 2009-04-10 5534 Oklahoma Employment 
Security Commission

Social Security numbers 
and payroll information 
of more than 5,500 on 
lost flash drive

SSN, NAA, FIN

1948 2009-04-29 ? West Virginia State Bar Hacked website 
exposes an unknown 
number of members 
names, addresses, 
lawyer id numbers and 
Social Security numbers

SSN, NAA, EMA, MISC

1949 2009-04-29 170 Illinois Department on 
Aging

Employee names and 
Social Security numbers 
released through file 
sharing software

SSN, NAA
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1950 2009-04-24 ? Warrior Express
Celadon Trucking

Unknown number of 
files found in dumpster 
contained names, 
medical records, tax 
forms, checks and 
copies of credit cards

CCN, NAA, MED, ACC

1959 2009-04-10 ? Immigrant Legal 
Resource Centre

Unauthorised intrusion 
into database

CCN, NAA

2032 2009-04-08 1486651 Mitsubishi UFJ Securities Entire customer 
information are stolen 
and sold by privileged 
senior manager

NAA, MISC, DOB, FIN

2145 2009-04-16 ? Ysleta School District
Eastwood Knolls 
Elementary

Hundreds of student and 
teachers details 
including registration 
forms, immunization 
records and copies of 
birth certificates

NAA, MED, DOB

2146 2009-04-14 100  McAlister's Deli Hundreds of job 
applications thrown in 
dumpster used by theft 
to commit fraud

NAA, DOB

2200 2009-04-30 ? JPMorgan Chase
WaMu Investments Inc.

Lost documents may 
contain personal and 
financial information.

NAA, ACC, FIN

2268 2009-04-06 180 Godwin Pumps of 
America Inc.

Stolen laptop contained 
personal information of 
employees.

SSN, NAA, DOB

2272 2009-04-07 ? TD Bank, N.A. Two employees 
accessed personal 
information wthout 
authorisation and 
provided it to a third 
party

SSN, NAA, ACC, DOB

2339 2009-04-30 1230 H.D. Buttercup Unauthorized access 
exposes customers 
names, addresses and 
credit card data

CCN, NAA, MISC

1947 2009-04-30 1000 Brooke Auto Insurance 
Company

Unknown number of 
documents found in 
dumpster contained 
names, credit card 
numbers and checks

CCN, NAA, ACC

2401 2009-04-24 ? LPL Financial
Sandru Financial Group, 
LLC

Two stolen computers 
contained personal 
information

SSN, NAA, FIN

2420 2009-04-23 ? Milgard Windows and 
Doors

Stolen laptop contains 
personal information

SSN, NAA
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2488 2009-04-20 ? MySpace Employee steals the 
names, Social Security 
numbers and other 
personal information on 
a number of his co-
workers

SSN, NAA

2489 2009-04-30 ? GSI Commerce Call 
Center 

Employee steals 
customers credit cards 
details to commit fraud

CCN, NAA

1905 2009-04-10 ? Gexa Energy Undisclosed number of 
customers data 
breached by hacker.  
Data includes names, 
address and SSN

SSN, NAA
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