Data Loss Database - March, 2009 report
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
March 2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 51
Total Records Affected: 519,688

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Summary
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2009-03-01

4500

City of Muskogee

Zip disk containing
personal
information of
citizens returned
after being in public
circulation for years

SSN, NAA, MISC

2009-03-04

Elk Grove Unified
School District

Lost document
contained names,
social security
numbers of over
500 district
employees.

2009-03-04

New York City
Police Department

Stolen tapes
contain Social
Security numbers
and pension
information of
80,000

2009-03-04

St. Rita's Medical
Center

Stolen bag
contains names,
addresses, medical
information, and
some Social
Security numbers
of 242

SSN, NAA, MED, DOB

2009-03-06

Bottle Domains

Domain name
registrar hacked,
compromising
credit card
numbers and other
information of
customers

CCN, NAA, MISC

2009-03-06

Federal
Emergency
Management
Agency

Stolen laptop
contains names,
Social Security
numbers, dates of
birth, addresses
and phone
numbers of about
50

SSN, NAA, DOB

2009-03-06

UPS
Idaho National
Laboratory

Social Security
numbers and dates
of birth of 59,000
lost or stolen in mail

2009-03-05

Landlord's Source
Centre

Database
containing tenant
details including
names, addresses,
and social
insurance details
exposed on web

SSN, NAA, MED
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2009-03-06

3470

New York City
Office of Payroll
Administration
The Organization
of Staff Analysts

Employee data
shipped via mail
lost, exposing
names, addresses
and Social Security
numbers exposed

SSN, NAA

2009-03-02

Wiltshire County
Council

West Wiltshire
District Council

Lost council data
stick contained
bank details of over
1,000 residents

2009-03-11

Gwent Police

Crime victims' data
lost in post

NAA, MISC

2009-03-09

Sonoma County
Sheriff

Laptops stolen
from vehicles at a
service yard
contain names,
addresses, and
possibly Social
Security numbers

SSN, NAA

2009-03-08

New Forest District
Council

Council publishes
at least 2000
residents data on-
line

2009-03-09

Pentel of America
Ltd

Hacked website
exposes 2076
customers names,
addresses and
credit card
numbers,
expiration dates
and CV2 codes

2009-03-06

City of Chicago
DeZonia Group,
Inc.

Unknown number
of names,
addresses and
Social Security
numbers lost due
to stolen laptop

2009-03-12

Wiltshire County
Council

146 children had
their personal
details published
on a website

NAA, MED, DOB

2009-03-16

University of Toledo

Stolen computer
contains personal
information of
24,000 students
and 450 faculty

SSN, NAA, MISC, DOB
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2009-03-17

5900

Shell Oil

Hacked website
exposes 5900
customers names,
addresses, email
addresses and
bank account
details

NAA, EMA, FIN

2009-03-17

Penn State
University

Computer
containing over
1,000 Social
Security numbers
infected by virus

SSN, NAA

2009-03-18

Central Ohio
Transit Authority

Employee names
and Social Security
numbers of more
than 900 sent to
companies
proposing to bid

2009-03-18

University of West
Georgia

Stolen laptop
exposes 1300
student and faculty
names, addresses
and Social Security
numbers

SSN, NAA, MISC

2009-03-18

Kentucky
Retirement
Systems
Walgreens

File containing
28000 retirees
names, dates of
birth and Social
Security numbers
emailed without
encryption

SSN, NAA, DOB

2009-03-11

Coleman for Senate

Database of donor
information
publically exposed

CCN, NAA, EMA, DOB, DOB

2009-03-18

New York City
Housing Authority

Unknown number
of public housing
residents' names,
addresses, Social
Security numbers,
dates of birth
dumped in street

SSN, NAA, DOB

2009-03-19

Metropolitan
Nashville Public
Schools

Students
paperwork found
on street, exposes
names, Social
Security numbers
and disabilities

SSN, NAA, MISC

2009-03-24

Massachusetts
General Hospital

Patient billing

records left on train.

NAA, MED, DOB
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2009-03-05

318

Rental Research
Services, Inc.

Over 315 records
legitimately
accessed for
illegitimate means

SSN, NAA, EMA, ACC, DOB, FIN

2009-03-04

200000

Jackson Memorial
Hospital

Personal
information of
visitors was on a
hard drive that has
been stolen

NAA, MISC, DOB

2009-03-31

Palo Alto Medical
Foundation

Stolen laptop
contains personal
and medical
information of
about 1,000

2009-03-21

Solano Community
College

A computer print-
out containing the
names, addresses
and Social Security
numbers of
students
inadvertently mixed
up with scrap paper

2009-03-20

Suffolk Coastal
District Council

Suffolk Council
loses unencrypted
laptop

NAA, EMA

2009-03-30

Sprint Nextel

Unauthorised user
obtains personal
information and
passes onto third

party

NAA, MISC

2009-03-18

Huron University
College

Breached server
exposes students
names, dates of
birth, and Social
Insurance numbers

SSN, NAA, DOB

2009-03-20

Catalent Pharma
Solutions

Stolen laptop
contains names,
addresses, and
Social Security
numbers of 2656

SSN, NAA, FIN

2009-03-25

Starwood Hotels
and Resorts
Worldwide Inc.
Westin Grand
Hotel, Washington
DC

Email to Starwood
Customers
contains
attachment with
other customers
credit card details.

2009-03-23

Penton Media

Laptop and hard
copies containing
credit card
information lost
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2009-03-31

?

Massachusetts
Financial Services
Company

Error in online tax
system allowed
customer to view
other customers
informaiton

NAA, FIN

2009-03-12

International Cake
Exploration Societe

Personal
information
processed by credit
card payment
processor available
to web crawlers

2009-03-25

Xcel Energy

Email containing
personal
information sent to
personnel who
didn't require SSN
details.

2009-03-19

TravelCLICK Inc,

Web application for
hoteliers was
accidentally
published over the
internet.

CCN, NAA, EMA

2009-03-04

Neo/SCI
Corporation

Personal
information
including names,
addresses, credit
card details
exposed on
website hack

CCN, SSN, NAA

2009-03-11

Hewitt Associates
Navy Federal
Credit Union

Employee
accidentially emails
customer details to
another, names,
addresses, SSN
and dates of birth
exposed

SSN, NAA, DOB

2009-03-31

Owensboro
Community and
Technical College

Missing usb device
contained names,
Social Security
numbers, and
employee and
student i-d numbers

SSN, NAA

2009-03-24

Symantec
Corporation
ede Inc.

Credit card details
sold through third

party support call

center
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2009-03-29

?

Westaff Inc

Unknown number
of personal records
containing names
driver's licenses,
Social Security
numbers, w-2's
thrown in dumpster

SSN, NAA, ACC, FIN

2009-03-06

Ultimate Ears
Logitech

Stolen laptops
containing
customer
information

CCN, NAA, EMA

2009-03-19

Lifewatch Corp.

Website provided
access to user files
containing names,
health details,
Social Security
numbers, dates of
birth

SSN, NAA, MED, DOB

2009-03-24

Fresenius Medical
Care Holdings Inc.
(FMCNA)

Stolen laptop
contained personal
and medical
information

SSN, NAA, MED, DOB

2009-03-10

Motorola Air
Defense Solutions

Stolen computer
contains personal
information
including names,
addresses and
payment details

CCN, NAA, EMA

2009-03-09

The National
Center for Children
& Families

Files containing
names, addresses,
and Social Security
numbers of 10
made available on
internet

2009-03-07

Oklahoma
Department of
Human Services

Welfare workers
confidential papers
contained names,
addresses and
SSN ended up ata
local tv station
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