Data Loss Database - February, 2009 report

http://datalossdb.org
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
February 2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 61
Total Records Affected: 1,150,173

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-01

150

Centura Health

Medical information,
Social Security
numbers found in
auctioned storage
unit, employee fraud
suspected cause

SSN, NAA, MED, DOB

2009-02-01

Airtricity

Customer details
including bank
information posted
on website

NAA, ACC, FIN

2009-02-02

Southern Satellite

Unknown number
files containing
customer names,
addresses, SSN and
credit card numbers
found in dumpster

CCN, SSN, NAA

2009-02-02

Metropolitan
Government of
Nashville and
Davidson County

Auditor loses flash
drive bank details of
500 juvenille crime
victims

2009-02-03

BBC Worldwide
Limited

Names, dates of
birth, first lines of
address and National
Insurance numbers
of at least 1,512 sent
to wrong address

SSN, NAA, DOB

2009-02-03

Baystate Medical
Center (Pediatrics
Division)

Several stolen
laptops expose an
unknown number of
patient details

2009-02-03

United Way

Hacker compromised
system containing
credit card data

2009-02-02

Irving Independent
School District

Woman arrested with
personal information

of school district staff
and volunteers.

SSN, NAA, DOB

2009-02-03

Mooresville's Dry
Cleaning Station

Owner closes shop
and skips town taking
clients' credit card
data

2009-02-03

Georgia State Board
of Pardons and
Paroles

Computer stolen
from unspecified
contractor containing
parolee names,
DOB's, and Social
Security numbers

SSN, NAA, DOB

2009-02-02

Best Buy

Employee steals
customers credit card
numbers using a
card skimming device
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http://datalossdb.org/incidents/1591
http://datalossdb.org/incidents/1592
http://datalossdb.org/incidents/1608
http://datalossdb.org/incidents/1609
http://datalossdb.org/incidents/1610
http://datalossdb.org/incidents/1627
http://datalossdb.org/incidents/1632
http://datalossdb.org/incidents/1633
http://datalossdb.org/incidents/1634
http://datalossdb.org/incidents/1635
http://datalossdb.org/incidents/1637
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Records
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2009-02-04

?

Womancare Inc

Unknown number of
patients medical
records found in
dumpster

MED

2009-02-04

U.S. Department of
Veterans Affairs

Mail sent to disabled
veteran contained
names, SSN and
medical claim details
of other veterans

SSN, NAA, MED

2009-02-04

Trent University

Hacked server
contains names and
credit card numbers
of 21

CCN, NAA, MISC

2009-02-05

Brent Teaching
Primary Care Trust

Stolen laptops
contained patients
sensitive details
including health
information

2009-02-05

Royal Liverpool
University Hospital

Patients documents
containing, names,
addresses, and dates
of birth stolen from
car

NAA, MED, DOB

2009-02-06

Catskill Regional
Medical Center

Employee fired for
viewing records,
including Social
Security numbers
and financial
information of 431,
without authorization

SSN, NAA, DOB, FIN

2009-02-06

Kaiser Permanente

Records of 29,500
Kaiser employees
taken

2009-02-06

East Moon Asian
Bistro

Waiters steal
hundreds of credit
cards from customers

2009-02-03

Purdue University

Tax forms mailed to
wrong addresses,
compromising social
security numbers and
other details

SSN, NAA, FIN

2009-02-09

Nationwide
Childrena€™s
Hospital

Medical records
stolen from car

2009-02-09

Woolworths

Customers bank
accounts, expiry
dates, and signatures
thrown to trash
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http://datalossdb.org/incidents/1638
http://datalossdb.org/incidents/1639
http://datalossdb.org/incidents/1651
http://datalossdb.org/incidents/1652
http://datalossdb.org/incidents/1653
http://datalossdb.org/incidents/1658
http://datalossdb.org/incidents/1659
http://datalossdb.org/incidents/1682
http://datalossdb.org/incidents/1683
http://datalossdb.org/incidents/1700
http://datalossdb.org/incidents/1701
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2009-02-09

9300

Parkland Health &
Hospital System

Stolen laptop
exposes names,
birthdates, and SSN
of 9300 employees

SSN, NAA, DOB

2009-02-09

United States
Federal Aviation
Administration (FAA)

Names and Social
Security numbers of
45,000 employees
and retirees
accessed by
"hackers"

2009-02-10

Royal Bolton Hospital

1300 patients details
lost near hospital
grounds

2009-02-09

Anti-Gym

Member personal
information including
credit card numbers
found in dumpster of
defunct gym

CCN, NAA, MISC, MED

2009-02-10

SemGroup LP

Bankruptcy court
documents with
employee financial
details made public

NAA, ACC, FIN

2009-02-09

United States Postal
Service

Postal employee
steals credit, debit
cards, tax documents
and SSN documents
through the mail

SSN, NAA, FIN

2009-02-11

City of Regina,
Saskatchewan

Social Insurance
numbers, names,
and other information
released accidentally
to researchers

SSN, NAA, MISC

2009-02-13

Clayton County
Sheriff's Department

Department
employee suspected
of stealing personal
data of deputies

SSN, NAA, MISC, MED, DOB

2009-02-14

University of Alabama

Hacker breaches
systems containing
Social Security
numbers of
thousands

SSN, NAA, DOB

2009-02-17

Broome Community
College

Social Security
numbers printed on
back cover of college
alumni mailer

2009-02-18

Johns Hopkins
Hospital

Hospital employee
steals patients' credit
to obtain credit cards,
goods, and loans

SSN, NAA, DOB
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http://datalossdb.org/incidents/1703
http://datalossdb.org/incidents/1704
http://datalossdb.org/incidents/1705
http://datalossdb.org/incidents/1706
http://datalossdb.org/incidents/1717
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http://datalossdb.org/incidents/1743
http://datalossdb.org/incidents/1751
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-02-18

1000

Northeast
Orthopaedics, LLP
MRecord

Patients medical
records posted
online, names, birth
dates and Social
Security numbers

SSN, NAA, MED

2009-02-18

Rio Grande Food
Project

Stolen laptop
contains Social
Security numbers,
addresses, and dates
of birth of 36,000

SSN, NAA, DOB

2009-02-19

University of Florida

Hacker accesses
system containing
names and Social
Security numbers of
over 97,200

2009-02-06

Motorola

Motorola Enterprise
Mobility Solutions
(aka Symbol)
experienced a
vulnerability on their
web site that
compromised
personal information.

CCN, NAA

2009-02-20

Del Mar College

Class roster stolen,
students names and
Social Security
numbers exposed

2009-02-20

807000

Arkansas
Department of
Information Systems
Information Vaulting
Services

Missing tape
containted details on
criminal background
checks data including
names, addresses,
dates of birth and
SSN

SSN, NAA, MISC, DOB

2009-02-19

Scottsdale Healthcare
Chandler Regional
Medical Center

Employee steals
patient details
including names and
credit card details

CCN, NAA

2009-02-19

California Pizza
Kitchen

Employee uses
skimming device to
steal customer credit
card details

2009-02-22

Fiat Financial
Services

Documents mailed to
a customer included
details of other
customers, names,
addresses, account
numbers exposed

NAA, ACC, FIN
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http://datalossdb.org/incidents/1780
http://datalossdb.org/incidents/1781
http://datalossdb.org/incidents/1782
http://datalossdb.org/incidents/1783
http://datalossdb.org/incidents/1784
http://datalossdb.org/incidents/1785
http://datalossdb.org/incidents/1786
http://datalossdb.org/incidents/1787
http://datalossdb.org/incidents/1788
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2009-02-18

?

People's Bank

Man finds hundreds
of documents in bank
dumpsters, including
bank account details
and Social Security
numbers

SSN, ACC

2009-02-23

Ryerson University

Software error
exposes hames,
gender, dates of
birth, student
numbers, mailing
address, email
address and, in many
cases, Social
Insurance Number of
588

SSN, NAA, EMA, DOB

2009-02-23

Seaview Financial

Mortgage broker
dumps files
containing clients
names, address, tax
forms and SSN in
trash

SSN, NAA, ACC, FIN

2009-02-24

North Wales NHS
Trust

Data disks containing
patient information
inadvertently
disposed in trash

2009-02-23

Vantage Point
Retirement Living Inc

Assisted living nurse
steals patients
personal information

2009-02-25

Steamboat Springs
School District

Stolen laptop
exposes 1300
employees Social
Security numbers

2009-02-27

North Star Realty

Personal information
of hundreds found in
dumpster, including
Social Security
numbers and other
data on mortgage
applications.

SSN, NAA, ACC

2009-02-27

Developers
Diversified Realty
Corporation (DDR)
National City Bank

1099-DIV forms,
containing names,
addresses, Social
Security numbers,
mailed to wrong
individuals.

SSN, NAA, FIN
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http://datalossdb.org/incidents/1789
http://datalossdb.org/incidents/1790
http://datalossdb.org/incidents/1791
http://datalossdb.org/incidents/1794
http://datalossdb.org/incidents/1795
http://datalossdb.org/incidents/1796
http://datalossdb.org/incidents/1798
http://datalossdb.org/incidents/1799
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2009-02-23

1500

Western Oklahoma
State College

Malicious software
discovered on a
server containing
names, addresses,
and social security
numbers of library
users.

SSN, NAA

2009-02-26

Lothian and Borders
Police

Police headquarters
lose USB stick with
750 vehicles
registration info

2009-02-03

Los Alamos National
Laboratory

69 computers
containing names
and addresses
missing from nuclear
weapons lab

NAA, MISC

2009-02-02

Student Loan Xpress
American Education
Services (AES)

Personal information
accidently sent to the
wrong company

SSN, NAA, ACC, DOB

2009-02-12

Children's Hospital
Boston

Stolen laptop
contains personal
information

SSN, NAA, MISC

2009-02-20

Experian
Newburyport Capital
LLC

Credit reporting
agency discovered
unauthorised access
from one of their
clients.

SSN, NAA, ACC, DOB

2009-02-10

JetDirect Aviation
Holdings LLC.

Stolen laptop
contains personal
information of
employees,
shareholders and
aircraft owners

SSN, NAA, ACC, FIN

2009-02-13

Revenue Assurance
Professional, LLC
(RAP)

Unauthorized
employee accessed
personal data and is
under investigation
with the police.

CCN, NAA, DOB

2009-02-12

Metropolitan Life
Insurance Company
(MetLife)

Electronic Fax server
sent faxes to wrong
numbers after
software patch

2009-02-05

Fuddruckers

Keystroke logger on
POS equipent was
used to obtain credit
card information.

CCN, NAA

2009-02-02

LPL Financial

Third party provider
provides
unauthorised access
to personal
information
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http://datalossdb.org/incidents/1802
http://datalossdb.org/incidents/1817
http://datalossdb.org/incidents/1831
http://datalossdb.org/incidents/1869
http://datalossdb.org/incidents/1963
http://datalossdb.org/incidents/1973
http://datalossdb.org/incidents/2007
http://datalossdb.org/incidents/2098
http://datalossdb.org/incidents/2127
http://datalossdb.org/incidents/2133
http://datalossdb.org/incidents/2192

