Data Loss Database - December, 2009 report

http://datalossdb.org
Version: 8.32 - Created: 2009-12-02 - Updated: 2010-03-06

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
December 2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 26
Total Records Affected: 327,208

The following graphs show data loss incidents by data type and by business type over the period of this report.
Incidents By Sector Incidents By Data Type
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-12-01

943

The Children's
Hospital of
Philadelphia

Stolen laptop
exposes 943
Social Security
numbers

SSN, NAA

2009-12-04

Wake County
Public School
System

About 5,000
postcards sent
with Social
Security numbers
printed on front

2009-12-04

Eastern lllinois
University

Server containing
personal
information of
about 9,000
compromised by
virus

2009-12-04

University of
Nebraska Lincoln
Hinsdale High
School District 86

Hacked computer
contains names,
addresses, and
Social Security
numbers of 4,000

2009-12-04

Passport Canada
Post Office
Canada

Passport
applications stolen
by mail carrier

CCN, SSN, NAA, MISC, bOB

2009-12-01

Textron

Missing usb
device contained
employee names,
addresses, Social
Security numbers
and financial
details

SSN, NAA, FIN

2009-12-04

MedSolutions
North Carolina
Division of
Medical
Assistance

Website exposes
physicians names,
addresses, email,
tax id's and some
Social Security
numbers

SSN, NAA, EMA

2009-12-10

Bushland
Independent
School District

Subsidized meal
applications found
in dumpster
contained
students names,
addresses, Social
Security numbers

SSN, NAA, FIN

2009-12-10

University Medical
Center Las Vegas

Unknown leak of
141 accident
patients data
including Social
Security numbers
released to
attorneys
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http://datalossdb.org/incidents/2433
http://datalossdb.org/incidents/2434
http://datalossdb.org/incidents/2435
http://datalossdb.org/incidents/2436
http://datalossdb.org/incidents/2452
http://datalossdb.org/incidents/2456
http://datalossdb.org/incidents/2466
http://datalossdb.org/incidents/2468
http://datalossdb.org/incidents/2469
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2009-12-11

500

State of Minnesota
Lookout Services
Inc

State employee
data accessible
on website
exposing names,
addresses, DOB
and Social
Security numbers

SSN, NAA, DOB

2009-12-11

The Beijing
Center for
Chinese Studies

Stolen laptop
exposes students
names and Social
Security numbers
of study abroad
students

SSN, NAA

2009-12-15

Detroit
Department of
Health and
Wellness
Promotion

Flash drive stolen
from vehicle
contained birth
certificate data of
city residents

SSN, MISC, DOB

2009-12-15

Detroit
Department of
Health and
Wellness
Promotion

Computer stolen
from office
contains flu
vaccination details
of city residents

SSN, MISC, MED

2009-12-01

Nation Wide
Credit Counseling

Dumpster full
contained
documents of
clients names,
addresses, Social
Security numbers

SSN, NAA, FIN

2009-12-17

United States
Army

Stolen laptop
contains names,
Social Security
number, home
address, date of
birth, encrypted
credit card
information,
personal e-mail
address, personal
telephone
numbers, and
family member
information of
over 42,000

CCN, SSN, NAA, EMA, MISC, DOB

2009-12-17

University of
Pennsylvania
Health System

Personal
information of 19
allegedly stolen
from computers
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http://datalossdb.org/incidents/2470
http://datalossdb.org/incidents/2473
http://datalossdb.org/incidents/2474
http://datalossdb.org/incidents/2475
http://datalossdb.org/incidents/2477
http://datalossdb.org/incidents/2478
http://datalossdb.org/incidents/2479
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2009-12-17

51000

North Carolina
Community
College System

Hackers break
into library system
of some 25
community
college libraries,
compromising
names, social
security numbers,
and drivers
licenses of over
50,000

SSN, NAA, MISC

2009-12-18

Penn State
University

Infected computer
potentially
exposes hundreds
of Social Security
numbers.

2009-12-18

Shropshire
County Council

Unencrypted
memory stick lost
in mail contained
the personal
medical
information of
residents and staff

NAA, MISC, MED

2009-12-21

Durham Region
Health Department

Personal health
information for
83,524 people on
lost USB drive

NAA, MED, DOB

2009-12-31

130000

Eastern
Washington
University

Unknown security
breach exposes

130,000 students
names and Social
Security numbers

SSN, NAA, DOB

2009-12-30

Collective2 LLC

Hacked server
exposes unknown
number of
customers names,
email addresses
and credit card
details

CCN, NAA, MISC

2009-12-29

Little Italy

Infected POS
terminals steal
customers credit
card details

CCN, NAA

2009-12-14

Dollar Tree

Store's computer
hacked, unknown
number of
customers details
potentially
exposed

CCN, NAA
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http://datalossdb.org/incidents/2480
http://datalossdb.org/incidents/2482
http://datalossdb.org/incidents/2483
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2009-12-07

500

Anglo Irish Bank

The Belfast office
of Anglo Irish

Bank is at the
centre of an
investigation after
it accidentally
released
information on

500 UK customers.

FIN

2009-12-31

United States
Department of
Commerce

Accidential email
exposes unknown
number of names
and Social
Security numbers



http://datalossdb.org/incidents/2512
http://datalossdb.org/incidents/2514

