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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
November 2009. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 29
Total Records Affected: 2,322,556

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2009-11-06

4500

Chaminade University

Personally identifiable
data for 4,500 students
accessible via web

SSN

2009-11-10

Obsidian Financial
Group

Customers' Social
Security numbers and
bank reference numbers
taken by former
employee

SSN, ACC

2009-11-11

Mercy Medical Center

Undisclosed number of
patient records possibly
accessed by former
employee

2009-11-11

Bloomsburg University

Stolen laptop may
contain Social Security
numbers of 574

2009-11-13

Cal Poly Pomona

Social Security numbers
and home addresses of
at least 300 disclosed
online

2009-11-13

United States Army
Corps of Engineers

Lost hard drive may
contain personal data of
60,000

SSN, NAA

2009-11-17

Nebraska Workers'
Compensation Court

Personal information of
"probably a few
thousand" on hacked
server

SSN, NAA, DOB

2009-11-17

E.On

E.On reveals customer
bank details

NAA, MISC, ACC, FIN

2009-11-18

Universal American
Insurance

Post cards sent to
80,000 included names,
addresses and Social
Security numbers

SSN, NAA

2009-11-15

Guam Memorial Hospital

Names and medical
information of about
2,000 on stolen laptop

NAA, MED

2009-11-19

1500000

Health Net

Missing hard drive
exposes 1.5M
customers names,
Social Security
numbers, and medical
details

SSN, NAA, MED, FIN

2009-11-20

University of Notre Dame

Names, Social Security
numbers and birth dates
of unknown number of
employees placed on
public website

SSN, NAA, DOB

2009-11-25

Aurora St. Luke's
Medical Center
Cogent Healthcare

Stolen laptop contains
names, Social Security
numbers, and other
information of about
6,400 patients

SSN, NAA, MED
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2009-11-27

110000

NorthgateArinso
Verity Trustees

Stolen laptop contains
names, addresses,
salaries, national
insurance numbers and
dates of birth of 110,000

SSN, NAA, DOB, FIN

2009-11-26

Penn State University

303 students' Social
Security numbers on
compromised laptop

SSN, MISC

2009-11-29

Oregon Housing and
Community Services
Oregon Parks and
Recreation Department

Names, Social Security
numbers, ages and
addresses exposed in
an open recycling bin

SSN, NAA

2009-11-16

Eisai Inc

Stolen laptop exposes
employees names,
addresses and Social
Security numbers

2009-11-12

Lockheed Martin Corp

Unknown incident
exposes an unknown
number of names and
Social Security numbers

2009-11-25

Flagstar Bank

Vendor laptop stolen
with files containing
unknown number of
customer social security
numbers

2009-11-16

521761

Blue Cross Blue Shield
of Tennessee

57 Hard Drives
Containing Personal
Information Stolen from
Blue Cross Blue Shield
of Tennessee Facility

SSN, NAA, MISC, MED

2009-11-09

Cobra Electronics Corp

Hacked website
exposes 9000
customers names and
credit card details

2009-11-20

HSBC Holdings plc
Beneficial New
Hampshire Inc
Household Finance
Corp I

Filed bankruptcy
documents improperly
redacted, expose
names, addresses, and
credit card details

CCN, NAA

2009-11-24

Farmers Insurance

Hacker hired by
departing employee,
gains access to at least
a thousand insurance
customer's names,
social security numbers.
policies

SSN, NAA, MISC, DOB

2009-11-20

Alpha Software, Inc.

Hacked web server
leads to the loss of
customer credit card
data
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2009-11-05

341

Sea Ray Boats Inc

Email exposes 341
employees names,
address and Social
Security numbers

SSN, NAA

2009-11-06

MassMutual Financial
Group

Unnamed third party
compromise leads to
potential loss of
personal information of
employees and
employee families

2009-11-25

Wentworth-Douglass
Hospital

Transferred employee
access and manipulates
patient records,
including screenshots
containing Social
Security numbers

SSN, NAA, MED

2009-11-25

Penn State University

Break-in results in stolen
laptops exposing names
and Social Security
numbers

2009-11-16

T.A.D Gear

Hacked database
exposes unknown
number of customers
names and credit card
details

CCN, NAA
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