
Open Security Foundation
Data Loss Database - October, 2009 report
http://datalossdb.org
Version: 8.38 - Created: 2009-10-03 - Updated: 2010-03-13

This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
October 2009.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 23
Total Records Affected: 77,831,770


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2010, Open Security Foundation

ID Reported Records Orgs Summary Data Types

2361 2009-10-03 850000 WellPoint
Blue Cross Blue Shield 
Association

Stolen laptop contains 
Social Security numbers 
of hundreds of 
thousands of physicians

SSN

2362 2009-10-04 300 Suffolk County 
Community College

Names and Social 
Security numbers of 300 
accidentally listed in 
email

SSN, NAA

2384 2009-10-07 ? CLP Skilled Trade 
Solutions

Dumpster full of 
documents contained 
names, address, Social 
Security numbers, tax 
records and drivers 
licenses

SSN, NAA, MISC

2385 2009-10-13 1700 Pitt County Memorial 
Hospital

Missing USB device 
contains 1700 patients 
Social Security numbers 
and medical details

SSN, NAA, MED

2386 2009-10-09 52 M&T Bank Records of 52 
customers discarded in 
dumpter contained 
names, addresses, 
Social Security numbers

SSN, NAA, ACC, FIN

2387 2009-10-14 103000 Virginia Department of 
Education

Names, Social Security 
numbers, and 
demographic 
information of over 
103,000 on lost flash 
drive

SSN, NAA

2388 2009-10-14 85 California State 
University Los Angeles

Names of 82 students 
and 3 faculty members 
Social Security numbers 
accidentially posted on 
website

SSN, NAA

2389 2009-10-16 33000 Halifax Health Personal information of 
33,000 on stolen laptop

NAA, MED

2390 2009-10-19 ? Cheers Liquor Mart Thousands of customers 
data breached in liquor 
store retailers network

CCN, MISC, ACC

2391 2009-10-21 676 Bullitt County Public 
Schools

Email accidentally sent 
containing 676 
employee names and 
Social Security numbers

SSN, NAA

2392 2009-10-21 15977 Roane State Community 
College

Personal information for 
almost 16,000 on stolen 
data storage device

SSN, NAA
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2393 2009-10-20 13750 ChoicePoint
Reed Elsevier

Disabled security 
systems delay discovery 
of breach involving 
Social Security numbers 
and other sensitive 
information of over 
13,000

SSN, NAA

2394 2009-10-22 641000 Zurich Insurance Policy details of 641,000 
on lost backup tape

ACC

2395 2009-10-26 68000 CalOptima Names, home 
addresses, dates of 
birth, and medical 
information of 68,000 on 
lost discs

SSN, NAA, MED, DOB

2396 2009-10-26 2920 University of Wisconsin-
Madison

Hacked computers 
expose 2920 student 
and faculty names and 
Social Security numbers 

SSN, NAA

2397 2009-10-26 350 Baptist Hospital East Email leaks 350 hospital 
employees names and 
Social Security numbers 

SSN, NAA

2398 2009-10-28 100 Llywelynâ€™s Pub Unknown hack exposes 
more than 100 
customers credit card 
details 

CCN

2399 2009-10-29 100000 IBM
Rural Payments Agency

Missing computer tapes 
expose 100,000 farmers 
personal details 
including bank account 
inforamtion

NAA, EMA, ACC, FIN

2439 2009-10-12 ? The Vernon Company Website hack exposes 
customers names, 
address, and credit card 
details

CCN, NAA

2441 2009-10-19 ? Easybakeware.com Hacked website 
exposes customers 
credit card details 

CCN, NAA

2444 2009-10-30 750 Williams College Stolen laptop exposes 
750 names and Social 
security numbers 

SSN, NAA

2382 2009-10-05 76000000 National Archives and 
Records Administration

Veterans records on 
improperly disposed 
hard drive puts millions 
at risk

SSN, NAA, MISC, DOB

2471 2009-10-17 110 Hancock Fabric Hundreds of stolen debit 
cards linked to retail 
fabric chain

CCN
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