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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
January 2009.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 53
Total Records Affected: 130,216,942


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

1398 2009-01-07 1000 Indiana Department 
of Workforce 
Development

Unspecified breach 
from 2008 
compromises 
unemployment 
payment cards

CCN

1436 2009-01-09 6360 HMP Preston
NHS Central 
Lancashire Primary 
Care Trust

Memory stick 
containing 6,360 
prisoners details lost 
by health worker

NAA, MISC, MED

1446 2009-01-05 10 United States Library 
of Congress

Human resources 
employee steals from 
Library of Congress 
on at least 10 
employees

SSN

1448 2009-01-11 450 University of 
Rochester

Personal information 
including Social 
Security numbers of 
about 450 in hacked 
database

SSN

1458 2009-01-10 16 Letterkenny General 
Hospital

Medical records 
containing names, 
dates of birth and 
hospital numbers 
dumped

NAA, ACC, DOB

1459 2009-01-10 110000 Kanagawa 
Prefectural Zama 
Senior High School

Students names, 
addresses, bank 
account numbers of 
110,000 exposed 
through file-sharing 
software

NAA, ACC, FIN

1480 2009-01-12 800 Columbus City 
Schools

Social Security 
Numbers of approx 
100 employees 
intercepted in mail

SSN, NAA

1481 2009-01-13 2000 University of Oregon 
Youth Transition 
Program

Stolen laptop 
contains names and 
Social Security 
numbers of plan 
participants

SSN, NAA

1483 2009-01-07 ? Seventh-Day 
Adventist Church

Laptop stolen and 
recovered containing 
Social Security 
numbers and names

SSN, NAA

1484 2009-01-05 141 Innodata Isogen, Inc. Laptop stolen from 
employee's car 
containing names, 
addresses, social 
security numbers of 
current and former 
employees

SSN, NAA, DOB
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1485 2009-01-12 230 Continental Airlines Laptop stolen from 
office containing 
finger prints, names, 
Social Security 
numbers, addresses, 
dates of birth and 
other information

SSN, NAA, MISC, DOB

1486 2009-01-06 5673 Occidental Petroleum 
Corporation

Former employee 
emails himself 
spreadsheet of 
employee names, 
addresses, 
birthdates, social 
security numbers

SSN, NAA, MISC, DOB

1495 2009-01-15 ? Express EMS 
Services

Medical records of 
defunct ambulance 
company's patients 
found in parking lot 
and dumpster

SSN, NAA, MED, DOB

1504 2009-01-16 200 Southwestern 
Oregon Community 
College

Stolen laptop 
contains personal 
information of about 
200 current and 
former students

MISC

1505 2009-01-16 300 Smokers Choice Business owner 
install skimmer, 
steals and 
fraudulently uses 
customer credit cards.

CCN

1519 2009-01-20 11000 Kanawha-Charleston 
Health Department 

Names, Social 
Security numbers, 
addresses and other 
personal information 
found on list obtained 
during arrest

SSN, NAA

1520 2009-01-21 565 Missouri State 
University

Email leaks personal 
information of 565 
students including 
their SSN

SSN

1521 2009-01-22 14 Lloyds TSB Customers bank 
account details 
mailed to 
unauthorized person

ACC, FIN

1534 2009-01-23 10 Hays Pharma Patients' personal 
information stolen 
from car, names, 
DOB, and medical 
details

NAA, MED, DOB

1537 2009-01-24 5000 Abertawe Bro 
Morgannwg 
University NHS Trust

Stolen laptop 
contains patient 
details of 5,000

MED
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1539 2009-01-25 2000 British Council Disk lost during 
shipment exposes 
2000 staff names, 
salary, bank account 
and insurance details

NAA, ACC, FIN

1546 2009-01-26 300 City of Madison, 
Wisconsin

Stolen laptop 
contains Social 
Security numbers of 
300 to 500 city 
employees

SSN, NAA

1547 2009-01-26 ? U.S. Department of 
Defense

60 sensitive files 
found on 2nd hand 
MP3 player

NAA

1548 2009-01-27 8000 Garden Street 
Surgery

Computer tape 
containing medical 
records of more than 
8000 lost by courier

MED

1549 2009-01-27 ? United States State 
Department

Hundreds of files 
containing names, 
bank account 
numbers, social 
security numbers of 
Marines and 
employees left inside 
auctioned filing 
cabinet.

SSN, NAA

1550 2009-01-27 500 City of Beaumont, TX Personal information 
of 500 city workers 
placed online, 
including social 
security numbers, 
DOB.

SSN, DOB

1565 2009-01-28 60 Springfield 
Performing Arts 
Development Corp.

CityStage gift card 
customers' credit 
card numbers 
exposed on Internet

CCN

1566 2009-01-27 ? Citi Habitats Documents 
containing bank 
statements, 401k 
statements, credit 
reports, tax returns 
and more driver's 
licenses found on city 
streets.

SSN, NAA, MISC, ACC, FIN

1567 2009-01-30 458 Great Ormond Street 
Hospital

Stolen laptop 
contains information 
on 458 patients, 
including names and 
dates of birth

NAA, MED, DOB
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1568 2009-01-30 45 Kansas State 
University

Names, Social 
Security numbers 
and grades of 
students exposed on 
website

SSN, NAA, MISC

1569 2009-01-10 ? Circuit City Closed store stashes 
customers' 
documents 
containing credit card 
details behind store

CCN

1570 2009-01-30 45 Oregon Department 
of Human Services

Malware may have 
obtained Social 
Security numbers of 
45

SSN

1588 2009-01-30 8775 Indiana Department 
of Administration

Social Security 
numbers of 8775 
current and former 
state employees 
posted on web

SSN

1589 2009-01-31 ? HoneyBaked Ham Server stolen from 
store contained 
unknown number of 
customers credit card 
details

CCN

1603 2009-01-20 6617 SRA International, 
Inc.

Virus potentially 
exposes sensitive 
current and former 
employee, client data

SSN, NAA, MED, DOB

1605 2009-01-29 ? Educational Testing 
Service (ETS)

Missing Laptop 
contains names, 
social security 
numbers

SSN, NAA

1606 2009-01-26 ? MassMutual 
Financial Group

Inadvertant 
disclosure of client 
information to 
another client

SSN, NAA

1636 2009-01-31 19 Ball State University Email attachment 
accidentally discloses 
the Social Security 
numbers of 19 
special-events 
employees

SSN

1664 2009-01-28 ? The Stanley Works Laptop containing 
employee names,  
SSN and salary 
details stolen

SSN, NAA

1707 2009-01-31 17000 Emily Morgan Hotel Thieves steal 17,000 
credit cards

CCN
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1715 2009-01-07 ? Modern Builders 
Supply, Inc.

Unauthorised person 
has accessed 
financial documents 
containing personal 
information of 
employees 

MISC

1746 2009-01-09 ? California 
Department of 
Consumer Affairs

Document containing 
name and social 
security numbers of 
employees sent 
outside the 
department

SSN, NAA

1800 2009-01-20 101 University of Florida LDAP Directory 
misconfiguration 
leads to potential 
breach of 101 social 
security numbers

SSN, NAA

1822 2009-01-09 192 California 
Department of 
General Services 
(DGS)
California Division of 
the State Architect

Name and driver 
license number of 
employees sent to an 
unauthorised 
employee through 
email by mistake

NAA, MISC

1826 2009-01-16 ? Hong Kong Food and 
Environmental 
Hygiene Department 
(FEHD)

Employee lost USB 
drive with confidential 
data

NAA

1852 2009-01-27 ? Parsons Individuals personal 
information was 
compromised

SSN, NAA

1982 2009-01-28 958 Lear Siegler Services 
Inc.

Stolen laptop 
contained 
employment related 
information including 
Social Security 
numbers

SSN, NAA

2028 2009-01-15 12808 Lowell Hotel Unauthorised access 
exposes credit card 
and customers 
contact details

CCN, NAA

2221 2009-01-26 130 Lifespan of Greater 
Rochester, Inc.

Stolen laptop 
contains personal 
information of about 
130 clients

SSN, NAA, MED

2246 2009-01-27 132 Merrill Lynch
Finance Authority of 
Maine

Forms contained 
mismatched 
information of other 
persons Social 
Security numbers

SSN, NAA

http://datalossdb.org/incidents/1715
http://datalossdb.org/incidents/1746
http://datalossdb.org/incidents/1800
http://datalossdb.org/incidents/1822
http://datalossdb.org/incidents/1826
http://datalossdb.org/incidents/1852
http://datalossdb.org/incidents/1982
http://datalossdb.org/incidents/2028
http://datalossdb.org/incidents/2221
http://datalossdb.org/incidents/2246


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1487 2009-01-13 15033 Blue Ridge 
Community Action

Missing hard drive 
contains social 
security numbers of 
15033 in several NC 
counties

SSN

1518 2009-01-20 130000000 Heartland Payment 
Systems

Malicious 
Software/Hack 
compromises 
unknown number of 
credit cards at fifth 
largest credit card 
processor

CCN

2472 2009-01-15 ? DOC Electric, Inc. Employee personal 
information in 
auctioned computers 
and filling cabinets

SSN, NAA, MISC, FIN
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