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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
September 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and 
the Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 60
Total Records Affected: 15,349,323


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2010, Open Security Foundation

ID Reported Records Orgs Summary Data Types

1144 2008-09-02 245 Clarkson University Names, Social 
Security numbers, 
and dates of birth for 
245 available on file 
server

SSN, NAA, DOB

1145 2008-09-05 163 East Burke 
(Morganton, NC) 
High School

Social Security 
numbers, names, 
addresses, and other 
information of 163 
found on web

SSN, NAA, EMA

1146 2008-09-06 11000000 GS Caltex Names, Social 
Security numbers, 
and addresses of 
11,000,000 found on 
lost discs

SSN, NAA, EMA

1147 2008-09-06 5000 Electronic Data 
Systems (EDS)
National Offender 
Management Service

Names, dates of 
birth, National 
Insurance numbers 
of 5,000 prison 
officers on missing 
hard drive

SSN, NAA, DOB

1149 2008-09-09 ? University of 
Pittsburgh

Stolen laptop 
contains names and 
Social Security 
numbers of 
unspecified number 
of graduates

SSN, NAA

1152 2008-09-08 90 Government of 
Newfoundland and 
Labrador

Unauthorized access 
exposes personal 
information of 90

SSN, DOB

1153 2008-09-10 15396 St. Paul's Surgery
Hampshire Primary 
Care Trust

Unencrypted data of 
over 15,000 patients 
stolen from 
Winchester GP

NAA, MISC, DOB

1154 2008-09-12 9000 Tennessee State 
University

Missing flash drive 
contains financial 
information and 
Social Security 
numbers of over 
9,000

SSN, NAA, FIN

1156 2008-09-13 ? State Farm Insurance Social Security 
numbers, driver's 
license numbers and 
addresses possibly 
accessed

SSN, NAA

1157 2008-09-11 500 University of Iowa Social Security 
numbers and names 
of about 500 on 
compromised 
computer

SSN, NAA
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1158 2008-09-11 198 Marshall University Names and Social 
Security numbers of 
198 available on web

SSN, NAA

1159 2008-09-12 98930 Forever 21 98,930 credit and 
debit card numbers 
stolen from database

CCN

1160 2008-09-19 31 Texas A&M University Names and Social 
Security numbers of 
31 on hacked server

SSN, NAA

1161 2008-09-15 17990 The Whittington 
Hospital NHS Trust
Camden and 
Islington NHS 
Foundation Trust

Hospital loses staff 
data CDs with 
information of 17990

SSN, NAA, DOB, FIN

1162 2008-09-11 89000 Texas Lottery 
Commission

Ex-employee 
arrested for 
downloading Social 
Security numbers 
and names of lottery 
winners

SSN, NAA, ACC

1164 2008-09-26 3348 Fort Wayne 
Community Schools
The Terrell Co.
North American 
Benefits Co.

Names, Social 
Security numbers, 
and dates of birth of 
3,348 found in stolen 
document

SSN, NAA, DOB, FIN

1165 2008-09-18 600 Sonoma State 
University

Names and Social 
Security numbers of 
about 600 exposed 
on website

SSN, NAA

1166 2008-09-26 50000 Royal Air Force Data on RAF staff 
missing from base

NAA, MISC, DOB

1167 2008-09-30 1700 Blue Cross Blue 
Shield Louisiana

Email exposes 
names, address and 
Social Security 
numbers of 1,700 
brokers

SSN, NAA

1168 2008-09-30 11000 University of 
Indianapolis

Social Security 
numbers and other 
personal information 
for 11,000 possibly 
accessed in hack

SSN, NAA

1175 2008-09-16 3950000 Norwegian Tax 
Authorities

Uncensored CDs 
sent to at least 8 
Norwegian news 
agencies

SSN, NAA, FIN

1208 2008-09-19 12119 ChoicePoint
City of Coral Springs, 
FL

Compromised 
username and 
password opens 
access to names, 
SSN's, DoB's, and 
driver's licenses.

SSN, NAA, DOB
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1209 2008-09-25 3448 AmeriCredit Financial 
Services, Inc.

Former employee 
fraudulently utilizes 
credit of customers. 

FIN

1210 2008-09-25 1600 Orbitz Worldwide Laptop stolen from 
car containing 
names, Social 
Security numbers of 
some US employees.

SSN, NAA

1211 2008-09-17 40000 Regal Entertainment 
Group

Lost backup tape 
exposes SSN's, 
names, addresses of 
suppliers and others.

SSN, NAA

1213 2008-09-17 511 Gloria Jean's 
Gourmet Coffees 
Corp.

Web hack 
compromises 511 
credit cards, names, 
addresses.

CCN, SSN, NAA

1214 2008-09-15 5300 PSS World Medical 
Inc.

Compromised job 
board web site 
discloses names, 
drivers licenses, 
social security 
numbers of users.

SSN, NAA, DOB

1217 2008-09-03 ? U.S. Foodservice, Inc. Laptop stolen 
containing names, 
addresses, DOB's, 
and Social Security 
Numbers of 
employees.

SSN, NAA, DOB

1230 2008-09-29 4943 The Image Group of 
Toledo, Inc.

SQL Injection Hack 
exposes names, 
credit card numbers, 
CVV codes, of 
hundreds.

CCN

1249 2008-09-18 ? MassMutual 
Financial Group

Personal data on one 
client inadvertantly 
mailed to another 
client

SSN, NAA, DOB

1430 2008-09-23 ? CIGNA HealthCare 
Corp.

Former employee's 
brother arrested, 
brother suspected of 
identity theft

SSN, NAA

1452 2008-09-04 1 Johnston, Lemon 
and Co. 

Unauthorized person 
emailed regarding 
the account 
information of 
another.

ACC

1535 2008-09-16 200 Tees, Esk and Wear 
Valleys NHS Trust

Records of 200  
patients exposed on 
memory stick 
dropped in road

NAA, MED, DOB, FIN
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1617 2008-09-23 1 NiSource Inc. Personal billing 
information of one 
customer displayed 
to another customer 
by mistake

NAA, MISC, MISC

1675 2008-09-26 ? Progressive Personal information 
of individuals 
accessed by 
unauthorised 
employee

SSN, NAA, DOB

1763 2008-09-10 7247 Howard University Stolen laptop 
cotaining personal 
information about 
name and social 
security number

SSN, NAA

1940 2008-09-19 150 BetOnSports.com Internet gambling 
web site employee 
steals names, dates 
of birth, addresses, 
mothersâ€™ 
maiden names, 
social security 
numbers, telephone 
numbers, credit card 
numbers

CCN, SSN, NAA, MISC, DOB

1969 2008-09-15 110 American Express
DSW Fitness

Unknown hack 
exposes debit and 
credit card numbers, 
addresses, expiration 
dates and CIS 
numbers

CCN, NAA

1978 2008-09-23 ? Columbia Gas of 
Maryland Inc.

Technical error in 
computer systems 
lead to customers 
viewing other 
customers bills online.

NAA, MISC, ACC

1984 2008-09-25 2 Experian
FAA First Federal 
Credit Union

Unauthorised access 
to credit reporting 
exposes names, 
addresses, dates of 
birth and Social 
Security numbers

SSN, NAA, DOB

1989 2008-09-16 110 Logisitics 
Management Institute

Unauthorised access 
to website data 
provided social 
security information

SSN, NAA

http://datalossdb.org/incidents/1617
http://datalossdb.org/incidents/1675
http://datalossdb.org/incidents/1763
http://datalossdb.org/incidents/1940
http://datalossdb.org/incidents/1969
http://datalossdb.org/incidents/1978
http://datalossdb.org/incidents/1984
http://datalossdb.org/incidents/1989


Incidents

Copyright 2005 - 2010, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

2022 2008-09-25 1300 Marilyn and Marvin 
Simon Family Jewish 
Community Center 
(JCC)

Employee with 
access to personal 
information was 
found to have 24 
customer files when 
arrested for 
involvement with 
identity theft

CCN, SSN, NAA, ACC

2025 2008-09-25 41 Financial Industry 
Regulatory Authority 
(FINRA)
Beloyan Investment 
Securities Inc.
Tradespot Markets 
Inc.

Lost CD contained 
personal Information 
including names, 
account details, and 
Social Security 
numbers

SSN, NAA, ACC

2076 2008-09-18 47 ARISE Child and 
Family Services, Inc
Paul V Moore High 
School

Stolen laptop 
contained names, 
addresses and Social 
Security numbers 

SSN, NAA

2083 2008-09-09 1744 UBS Financial 
Services

Financial documents 
containing names, 
addresses and Social 
Security numbers 
were avaialble for 
download from P2P 
software

SSN, NAA

2131 2008-09-15 12 American Express
bigdiscount.com

Unauthorised access 
to data files provided 
credit card 
information to 
employee

CCN, NAA, ACC

2183 2008-09-15 1102 American Express
Icehouse

Merchant detected 
unauthorized access 
to credit card 
information.

CCN, NAA

2184 2008-09-09 473 The Arc of Monroe 
County

Stolen palm pilot 
contained personal 
information.

SSN, NAA

2219 2008-09-19 5300 Carneiro Chumney 
and Co.

Stolen laptop of 
auditors contain 
personal information.

SSN, NAA

2236 2008-09-15 1359 Christmas Place Hacking incident 
reveals credit card 
information

CCN, NAA, EMA

2273 2008-09-05 614 Braintree Education 
Association

Electronic 
membership records 
were discovered by 
Cybercrime unit

SSN, NAA, MISC

2280 2008-09-19 ? Swansea Dental 
Associates

Stolen reports 
contained credit card 
information

CCN, NAA
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2288 2008-09-03 ? Fresenius Medical 
Care Holdings Inc. 
(FMCNA)

Stolen laptop 
contained personal 
information.

SSN, NAA, MED, DOB, FIN

2296 2008-09-12 ? Faulkner Hospital Processing error 
exposes employee 
names, addresses 
and Social Security 
numbers

SSN, NAA

2344 2008-09-16 520 Allsup, Inc.
Aetna Life Insurance 
Company

Documents 
containing personal 
information were left 
in apartment when 
tenant moved out

SSN, NAA, MED

2364 2008-09-15 2966 NACCO Materials 
Handling Group, Inc.

Two web-related 
exposures may have 
exposed personal 
information of staff 
members.

SSN, NAA

2380 2008-09-16 ? Ameriprise Financial Accidentally mailed 
information to wrong 
customer

SSN, NAA, DOB, FIN

2410 2008-09-11 4912 Direct Marketing 
Services (DMSI)

Hack of DMSI 
provided credit card 
information.

CCN, NAA

2549 2008-09-24 ? National Bank of 
Canada

Stolen laptop 
exposes unknown 
number of customers 
names, bank 
reference and 
account numbers

NAA, FIN

2550 2008-09-04 ? Oakland Unified 
School District

Stolen computers 
from the human 
department 
contained unknown 
number of 
employees hiring data

SSN, NAA, DOB
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