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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
June 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 61
Total Records Affected: 2,928,917


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

1004 2008-06-02 1000 Walter Reed Army 
Medical Center

Personal 
information 
including Social 
Security numbers 
found on "non-
secure computer 
network"

SSN, NAA

1005 2008-06-02 1200 Connecticut 
Department of 
Labor

Documents 
containing names, 
addresses and 
Social Security 
numbers of about 
2,100 lost

SSN, NAA

1006 2008-06-03 4700 Oregon State 
University

Online orders of 
as many as 4,700 
possibly 
compromised

CCN

1007 2008-06-04 ? Medisure Tapes stolen 
containing 
thousands of 
employee names, 
addresses and 
medical details

MED, NAA

1008 2008-06-04 ? AT&T Stolen laptop 
exposes 
employee names, 
salary and Social 
Security numbers

SSN, NAA

1009 2008-06-04 32000 Canadian Canola 
Growers 
Association

Stolen laptop 
contains social 
insurance 
numbers and 
bank account 
numbers of 32,000

SSN, NAA

1010 2008-06-06 72000 Stanford University 72,000 notified 
about personal 
information on 
stolen laptop

SSN, NAA

1011 2008-06-07 6200 East Tennessee 
State University

6,200 notified 
about stolen 
computer 
containing 
personal 
information

MISC

1012 2008-06-09 7000 University of 
South Carolina

SSN

1013 2008-06-10 38000 Cotton Traders CCN, NAA

1014 2008-06-10 193335 1st Source Bank Debit cards 
replaced for an 
unknown number 
of customers

CCN

http://datalossdb.org/incidents/1004
http://datalossdb.org/incidents/1005
http://datalossdb.org/incidents/1006
http://datalossdb.org/incidents/1007
http://datalossdb.org/incidents/1008
http://datalossdb.org/incidents/1009
http://datalossdb.org/incidents/1010
http://datalossdb.org/incidents/1011
http://datalossdb.org/incidents/1012
http://datalossdb.org/incidents/1013
http://datalossdb.org/incidents/1014


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1015 2008-06-10 2200000 Perpetual Storage 
Inc
University of Utah 
Hospitals and 
Clinics

2.2 million billing 
records including 
1.3 million Social 
Security numbers 
on stolen tapes

SSN, NAA

1016 2008-06-10 11300 University of 
Florida

Social Security 
numbers, names, 
and addresses of 
about 11,300 
accidentally 
posted online

SSN, NAA

1017 2008-06-11 850 Dickson County 
TN Board of 
Education

TN SSN, NAA

1018 2008-06-12 5000 Columbia 
University

Social Security 
numbers of 5,000 
available on web

SSN

1019 2008-06-13 ? Texas Insurance 
Claims Services

Hundreds of 
names, addresses 
and Social 
Security numbers 
on files found in 
dumpster

SSN, NAA

1020 2008-06-18 11000 Castlecroft 
Medical Practice

Medical 
information, 
names, 
addresses, and 
dates of birth of 
11,000 on stolen 
laptop

MED, NAA

1021 2008-06-19 ? Petroleum 
Wholesale

Hundreds of 
names, addresses 
and debit and 
credit card 
numbers on files 
found in dumpster

SSN, CCN

1022 2008-06-20 3000 Virgin Media Unencrypted CD 
containing bank 
account details of 
3,000 customers 
lost

ACC, NAA

http://datalossdb.org/incidents/1015
http://datalossdb.org/incidents/1016
http://datalossdb.org/incidents/1017
http://datalossdb.org/incidents/1018
http://datalossdb.org/incidents/1019
http://datalossdb.org/incidents/1020
http://datalossdb.org/incidents/1021
http://datalossdb.org/incidents/1022
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1023 2008-06-23 17241 Intuit
Colt Express 
Outsourcing 
Services
CNET Networks
Google
Computer 
Associates
Exponent, Inc.
Bebe Stores Inc
Ebara 
Technologies, Inc
Nielsen Mobile
Gilead Sciences, 
Inc.
24 Hour Fitness
Zhone 
Technologies
JDS Uniphase
JDS Uniphase
Avant! Corporation
Kana, Inc.
Pillsbury
Banker Benefits
American Baptist 
Homes of the 
West, Inc
Cassatt 
Corporation
All Covered, Inc.
Fortiss LLC
Heald College
Fremont Group
Amalgamated 
Bank
Punahou School
Integrated Device 
Technology

Names, birth 
dates, Social 
Security numbers 
on stolen 
computers

SSN, NAA

1024 2008-06-24 5000 California 
Department of 
Consumer Affairs

Names and Social 
Security numbers 
of 5,000 
improperly 
transmitted 
electronically

SSN, NAA, FIN

1025 2008-06-24 800 Southeast 
Missouri State 
University

Former employee 
indicted for 
possessing 800 
student names 
and Social 
Security numbers

SSN, NAA

http://datalossdb.org/incidents/1023
http://datalossdb.org/incidents/1024
http://datalossdb.org/incidents/1025
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1026 2008-06-26 826 L-1 Identity 
Solutions
Texas 
Department of 
Public Safety

Names, birth 
dates, driver's 
license and Social 
Security numbers 
826 employees 
stolen from 
contracted 
company

SSN, NAA

1027 2008-06-27 52000 Direct Marketing 
Services
Montgomery Ward

Online database 
containing about 
52,000 credit card 
numbers hacked

CCN, NAA

1053 2008-06-16 47000 Greensboro 
Gynecology 
Associates

Stolen database 
backup tape 
contains Social 
Security numbers 
and addresses

SSN, NAA, MISC

1082 2008-06-30 21000 Colchester 
Hospital 
University NHS 
Foundation Trust

Thousands of 
patientsâ€™ 
details on a 
hospital laptop 
stolen

NAA, MED, DOB

1085 2008-06-17 ? Charter One Bank
Giant Eagle, Inc.

Security breach at 
3rd party 
merchant exposes 
bank's debit card 
numbers

CCN, NAA

1260 2008-06-10 ? The Art Institute of 
Washington

Stolen laptop 
contained past 
and present 
employee names 
and SSN

SSN, NAA

1384 2008-06-01 300 Jefferson County 
Kentucky

Traffic cases 
stolen from county 
court archives

SSN, NAA, DOB

1397 2008-06-05 68 Bearing Point 
Management & 
Technology 
Consultants

Stolen laptop 
contained names 
and social 
security numbers 
of employees

SSN, NAA

1400 2008-06-10 ? LPL Financial Accounts 
breached, Social 
Security numbers, 
names, addresses 
possibly exposed

SSN, NAA, ACC, FIN

1419 2008-06-03 ? Balmar 
Incorporated

Hacked server 
compromises 
names, 
addresses, and 
credit card 
information

CCN, NAA, EMA

http://datalossdb.org/incidents/1026
http://datalossdb.org/incidents/1027
http://datalossdb.org/incidents/1053
http://datalossdb.org/incidents/1082
http://datalossdb.org/incidents/1085
http://datalossdb.org/incidents/1260
http://datalossdb.org/incidents/1384
http://datalossdb.org/incidents/1397
http://datalossdb.org/incidents/1400
http://datalossdb.org/incidents/1419
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1492 2008-06-04 582 H&R Block Unauthorised 
access of person 
details of online 
customer by other 
online customers 
due to website 
issue

CCN, SSN, NAA, MISC, FIN

1500 2008-06-09 45000 United 
Transportation 
Union

Stolen laptop 
containing 
personal 
information of 
name and social 
security number 
of policy holders

SSN, NAA

1508 2008-06-22 ? Ernst & Young
Electronic Data 
Systems (EDS)

Stolen Laptop 
containing name 
and social 
security number

SSN, NAA

1523 2008-06-23 ? State Street Corp
Goldman Sachs & 
Co.
Exeter Trust
Investors Bank 
and Trust

Stolen computer 
contained 4 
million emails 
including names, 
addresses, bank 
account numbers 
and Social 
Security numbers

SSN, NAA, EMA, ACC

1527 2008-06-20 ? Xlibris Corporation Personal 
information of 
clients accessed 
by hacking into 
database

CCN, NAA

1607 2008-06-19 57160 Verizon
Aon Consulting 
Worldwide

Stolen Laptop 
contained names 
and SSNs

SSN, NAA

1626 2008-06-30 ? Fischbach, LLC Back-up media 
disk containing 
personal 
information lost in 
shipment

SSN, NAA, MISC, MED, DOB

1702 2008-06-13 ? Department of 
Rehabilitation

Personal 
information about 
name, address, 
contact details, 
SSN of individuals 
fraudulently 
obtained by an 
unknown person

SSN, NAA, MISC, MISC

http://datalossdb.org/incidents/1492
http://datalossdb.org/incidents/1500
http://datalossdb.org/incidents/1508
http://datalossdb.org/incidents/1523
http://datalossdb.org/incidents/1527
http://datalossdb.org/incidents/1607
http://datalossdb.org/incidents/1626
http://datalossdb.org/incidents/1702
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1716 2008-06-25 12000 Unilever Personal 
information 
accessed by 
unauthorised 
person on slimfast 
website

NAA, EMA, MISC, ACC, DOB, DOB

1773 2008-06-12 600 Moravian College Hacked database 
exposes personal 
data of 600

NAA

1853 2008-06-13 ? U.S. Foodservice, 
Inc.

A laptop had been 
stolen which 
contained 
personal 
information 
regarding 
employees for the 
company

SSN, NAA, DOB

1894 2008-06-20 246 State Street Corp
MassMutual 
Financial Group

Stolen laptop 
contains personal 
information of 246

SSN, NAA, ACC

1904 2008-06-02 ? National Institute 
for Trial Advocacy

A data breach of 
the company's 
website was 
discovered and 
credit card 
information may 
have been 
compromised

CCN

1927 2008-06-11 904 Amway Global Compromised 
accounts expose 
customer names 
and bank account 
details

NAA, ACC

2001 2008-06-12 12 Isabella Long 
Term Health Care

Laptop stolen 
containing 
personal and 
medical 
information

SSN, NAA, MED

2016 2008-06-20 21600 Sungard
Phase3
Newedge USA 
LLC.

Lost laptop of 
Phase 3 
employee 
contained 
personal 
information for 
Back Office 
System Migration

SSN, NAA, ACC, DOB, FIN

2024 2008-06-18 ? Nationwide 
Mutual Insurance

Laptop stolen 
containing 
personal 
information

SSN, NAA, MISC

http://datalossdb.org/incidents/1716
http://datalossdb.org/incidents/1773
http://datalossdb.org/incidents/1853
http://datalossdb.org/incidents/1894
http://datalossdb.org/incidents/1904
http://datalossdb.org/incidents/1927
http://datalossdb.org/incidents/2001
http://datalossdb.org/incidents/2016
http://datalossdb.org/incidents/2024
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2087 2008-06-27 220 AT&T Mobility 
LLC.

Emoployee stole 
customers data 
including names, 
credit card details 
and Social 
Security numbers

CCN, SSN, NAA, ACC

2096 2008-06-12 ? National Financial 
Partners (NFP)

Internal report 
accidentally 
distributed via 
email containing 
tax ID numbers 
and social 
security numbers 
of agents

SSN, FIN

2097 2008-06-12 327 National Financial 
Partners (NFP)
Highland Capital 
Brokerage, INC. 
(HCB)

Report containing 
personal 
information sent 
via email exposes 
names, tax ID 
numbers and 
Social Security 
numbers

SSN, NAA

2108 2008-06-26 119 IGN 
Entertainment 
Fox Interactive 
Media, Inc

Stolen computer 
exposes names, 
addresses, dates 
of birth, Social 
Security numbers 
and dependent 
details

SSN, NAA, DOB

2119 2008-06-13 20414 National Farmers 
Union Property 
and Casualty 
Company

Stolen Laptop 
contained 20414 
Social Security 
numbers

SSN, NAA

2122 2008-06-09 378 Alpharma, Inc. Computer from 
HR Manager was 
deployed to public 
area still 
containing 
documents with 
personal 
information

SSN, NAA, MISC

2123 2008-06-06 71 Nationwide 
Mutual Insurance

Inadvertant 
display of SSN in 
mailing window 
sent to customers

SSN, NAA

2129 2008-06-11 508 Good Shepherd 
Hospice

Stolen laptop 
contained 
personal 
information

NAA, MED

http://datalossdb.org/incidents/2087
http://datalossdb.org/incidents/2096
http://datalossdb.org/incidents/2097
http://datalossdb.org/incidents/2108
http://datalossdb.org/incidents/2119
http://datalossdb.org/incidents/2122
http://datalossdb.org/incidents/2123
http://datalossdb.org/incidents/2129
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2135 2008-06-06 416 Facebook Inc. Inadvertant 
disclosure due to 
software of names 
and Drivers 
license images.

NAA, MISC

2194 2008-06-25 ? Capital One, N.A. Bank emploee 
obtained personal 
information and 
allowed 
associates to 
cash cheques 
using this 
gathered 
information

SSN, NAA, ACC

2226 2008-06-10 21 Dentemax Former employee 
stole personal 
information and 
later attempted to 
use it for credit 
card fraud

SSN, NAA, DOB

2255 2008-06-26 37519 National Western 
Life Insurance 
Company

Mail sent to policy 
holders contained 
forms for other 
policy holders.

SSN, NAA

http://datalossdb.org/incidents/2135
http://datalossdb.org/incidents/2194
http://datalossdb.org/incidents/2226
http://datalossdb.org/incidents/2255

