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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
May 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 69
Total Records Affected: 6,572,739


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

976 2008-05-01 100 Lunardi's Supermarket More than 100 
customers lose debit and 
credit card information to 
ATM scam

CCN

977 2008-05-01 88000 Staten Island University 
Hospital

Social Security numbers, 
names, and insurance 
numbers of 88,000 on 
stolen computer

SSN, NAA

978 2008-05-01 6313 University of California 
San Francisco
Target America Inc

Patients medical 
records, names, 
addresses for 6,313 
exposed on vendors 
website

MED, NAA

979 2008-05-02 468 ?
Iredell County Tax 
Collector

Bank accounts, routing 
numbers, names, 
addresses of 468 
taxpayers stolen from 
bank courier

ACC, NAA

980 2008-05-04 2000 Westpac Visa cards recalled after 
2,000 customers account 
details may have been 
compromised

CCN

981 2008-05-06 192 Ohio State University 
Agricultural Technical 
Institute

Names, positions, 
salaries and Social 
Security numbers of 192 
accidentally sent by email

SSN, NAA

982 2008-05-06 ? Northeast Security Social Security numbers, 
bank account numbers, 
canceled checks of 
customers thrown in 
dumpster

SSN, NAA

984 2008-05-08 159000 Hongkong and Shanghai 
Banking Corporation

Information on 159,000 
customers, including 
name, account number 
and transactions, lost on 
stolen server

FIN, NAA

985 2008-05-08 5000 Dominican University Students accessed staff 
records, exposing 
names, addresses, 
Social Security numbers 
of more than 5,000 
students

SSN, NAA

986 2008-05-08 1800 Las Cruces Public 
Schools

Staff member posts 
personal data for 1,800 
students and staff on 
web site

MISC

987 2008-05-09 103 Princeton University 
Tower Club

Names and Social 
Security numbers of 103 
inadvertantly released 
via email

SSN, NAA
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988 2008-05-11 6000000 Chilean Ministry of 
Education

Identity card numbers, 
names, and addresses 
of 6 million stolen and 
posted to the internet

SSN, NAA

989 2008-05-12 13000 Pfizer Salary information, 
names, and addresses 
for 13,000 on stolen 
laptop / flash drive

FIN, NAA

990 2008-05-12 5000 Dave & Buster's Credit and debit card 
account numbers of 
5,000 customers hacked 
from cash register 
terminals

CCN

991 2008-05-14 ? First Calgary Savings Account information for 
"hundreds" on laptop 
stolen from car

ACC

992 2008-05-14 70000 Oklahoma State 
University

Breached server 
contains names and 
Social Security numbers 
of about 70,000

SSN, NAA

993 2008-05-15 ? BB&T Insurance
Harrisonburg City 
Schools, Virginia

Social Security numbers, 
names, and dates of 
birth of school 
employees on stolen 
laptop

SSN, NAA

994 2008-05-16 8000 Spring Independent 
School District

Stolen flash drive 
contains Social Security 
numbers, dates of birth, 
and other information of 
8,000

SSN, NAA

995 2008-05-16 ? Greil Memorial 
Psychiatric Hospital

"Hundreds" of names, 
dates of birth, Social 
Security numbers on lost 
index cards

SSN, NAA

996 2008-05-20 1900 University of Florida 
College of Medicine - 
Jacksonville

Photographs and 
identifying information of 
1,900 on improperly 
disposed computer

SSN, MED

997 2008-05-20 273 New York University
Duke University

Names and Social 
Security numbers of 273 
available through 
internet searches

SSN, NAA

998 2008-05-21 5000 Oklahoma Corporation 
Commission

Server sold at auction 
compromises more than 
5,000 Social Security 
numbers

SSN

999 2008-05-22 9000 HealthSpring Stolen laptop believed to 
contain names, Social 
Security numbers, and 
dates of birth of 9,000

SSN, NAA
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1000 2008-05-22 56000 Downingtown Area 
School District

Student steals names, 
addresses, Social 
Security numbers of 
55,000 people

SSN, NAA

1001 2008-05-28 3569 University of California 
San Francisco

Compromised computer 
contains names, medical 
information, and some 
Social Security numbers 
of 3,569

MED, NAA

1002 2008-05-29 45500 State Street Corp Names, addresses and 
Social Security numbers 
of 45,500 customers on 
stolen computer

SSN, NAA, DOB

1003 2008-05-31 11000 Pocono Mountain School 
District

Personal information 
including names, 
addresses, Social 
Security numbers of 
more than 11,000 hacked

SSN, NAA

1034 2008-05-06 10219 LPL Financial Hackers potentially able 
to access names, 
addresses and Social 
Security numbers of 
10,219

SSN, NAA, ACC, FIN

1079 2008-05-01 50 The Foreign and 
Commonwealth Office

50 people's details lost 
by contractor

NAA, ACC, DOB

1155 2008-05-06 1000 International Visa Service Employee steals 
personal information for 
about 1,000 customers

MISC

1221 2008-05-20 38000 Sandown Health Centre Missing tape contains 
health records for 38,000 

MED

1222 2008-05-09 2000 Park National 
Corporation
Aon Consulting 
Worldwide

Lost laptop holds 
personal information of 
about 2,000

MISC

1370 2008-05-27 800 Altman Weil, Inc
DuoDesign, LLC

Computer virus 
accessed customer 
credit card information

CCN

1383 2008-05-29 ? London Properties Real estate company 
improperly disposes of 
records in a dumpster

SSN, NAA

1385 2008-05-30 946 University of Iowa Staff notified regarding 
breach of software 
exposing personal 
information.

SSN, NAA, DOB

1387 2008-05-28 33 Hub City Ford Employee steals 
personal information of 
clients

SSN, NAA, DOB

1390 2008-05-21 46 University of Nebraska 
Lincoln

Social Security numbers 
posted on website by 
faculty

SSN
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1392 2008-05-16 ? Alabama Department of 
Mental Health and 
Mental Retardation

Index cards containing 
personal information 
missing

SSN, NAA, MED

1394 2008-05-05 ? Concrete Reinforcing 
Products

Hacker accesses names, 
addresses, credit card 
numbers of customers

CCN, NAA

1396 2008-05-09 25 Young Judaea Zionist 
Youth Movement of 
Hadassah

Names and Credit Cards 
exposed on website for 
brief duration

CCN, NAA

1399 2008-05-09 ? Sodexo Laptop stolen from car 
containing employee 
names and Social 
Security numbers

SSN, NAA

1401 2008-05-06 444 LPL Financial Computer theft 
compromises the 
personal information of 
444 customers

SSN, NAA, DOB, FIN

1402 2008-05-06 2800 LPL Financial Stolen laptop from car 
contains personal data of 
2800 employees.

SSN, NAA

1403 2008-05-06 1397 LPL Financial Stolen laptop contains 
personal information of 
employees and 
representatives

SSN, NAA, DOB, FIN

1405 2008-05-16 ? Amateur Athletic Union Dumpster contained 
boxes of documents with 
names and social 
security numbers of 
athletes

SSN, NAA

1406 2008-05-16 20 University of Louisville Stolen documents 
compromised names, 
social security numbers 
of employees

SSN, NAA

1408 2008-05-09 100 Rent-A-Center Drivers license numbers, 
credit card numbers 
abandoned in a parking 
lot.

CCN, NAA

1410 2008-05-09 ? Big Momma's Daycare Foreclosed daycare 
property littered with 
documents containing 
personal information

SSN, NAA, MED

1412 2008-05-09 3400 Deschutes County, 
Oregon

Medical records sent 
through mail missing

MED

1476 2008-05-13 ? Axcess Financial Stolen computer 
containing the 
information of name, 
address, social security 
number

SSN, NAA, DOB
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1477 2008-05-26 ? Pulte Homes 
Sacramento-Reno 
Division

Theft of laptop 
computers and a 
portable fire safe 
containing backup tapes 
with personal information 
of names, driver's 
license numbers and 
copies of deposit checks

SSN, NAA, MISC

1551 2008-05-23 19000 R.E. Moulton, Inc. Stolen laptop containing 
personal information of 
19,000 individuals 
including names and 
social security numbers

SSN, NAA

1579 2008-05-30 ? Crabtree & Evelyn, Ltd Laptop containing names 
and social security 
numbers stolen

SSN, NAA

1631 2008-05-14 ? Automotive Events Laptop containing 
personal information 
about name, address, 
social security number 
and Federal Tax ID 
numbers of vendors and 
contractors stolen

SSN, NAA, MISC

1647 2008-05-16 ? Wells Fargo Personal information 
about name, address, 
social security number, 
loan account number 
accessed and used by 
former employee

SSN, NAA, MISC, FIN

1694 2008-05-08 ? General Dynamics 
Armament and Technical 
Products

Personal information 
about name, address, 
social security number, 
salary and other work 
related information 
illegally obtained and 
distributed

SSN, NAA, MISC, FIN

1825 2008-05-30 170 Hong Kong Food and 
Environmental Hygiene 
Department

Employee e-mails sick 
leave records of 170 
employees on accident

MISC

1863 2008-05-13 47 Communities Organized 
to Improve Life, Inc

Payroll records were 
missing from the 
companies computer 
system as well as 
physical payroll 
documents

SSN, NAA

1890 2008-05-30 ? Quest Diagnostics Stolen laptop exposes 
personal details 
including names, 
addresses and Social 
Security numbers

SSN, NAA
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1891 2008-05-30 120 Cabela's Stolen laptop exposes 
names, addresses, dates 
of birth, and Social 
Security numbers of 120 
applicants

SSN, NAA, DOB

1914 2008-05-06 53 LPL Financial A stolen laptop computer 
containg personal data 
of customers which was 
password protected

SSN, NAA, ACC

1943 2008-05-22 ? Academy Hearing Centre Calgary seniors' health 
information on stolen 
computers

CCN, NAA, MED

2009 2008-05-30 128 New Hampshire 
Technical Institute NHTI

Storage / flash drive lost 
containing personal 
information

SSN, NAA, EMA

2165 2008-05-07 73 Buffalo State College Stolen computer 
contains personal 
information, including 
names and Social 
Security numbers

SSN, NAA

2180 2008-05-20 243 Appalachian Railcar 
Services Inc. + Affiliates

Stolen computer 
contains personal 
information including 
name and SSN.

SSN, NAA, DOB

2252 2008-05-29 146 Bayway PDCPC Federal 
Credit Union

Stolen computer 
contains personal 
information of members.

SSN, NAA, ACC

2276 2008-05-30 ? BNY Mellon
Financial Industry 
Regulatory Authority 
(FINRA)
The Chubb Corporation

Lost backup tape 
contains digital images 
of checks and other 
personal information

CCN, SSN, NAA, ACC

2283 2008-05-07 261 Bearing Point 
Management & 
Technology Consultants

Laptop stolen from car 
contained personal 
information of employees

SSN, NAA

2442 2008-05-27 ? Credit Bureau of 
Traverse City Inc.
Alden Lumber

Consumer's Social 
Security numbers and 
credit report information 
accessed through 
another customer's 
compromised login

CCN, NAA, FIN
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