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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
April 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 57
Total Records Affected: 4,059,244


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.
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ID Reported Records Orgs Summary Data Types

948 2008-04-01 46569 Okemo Mountain 
Resort

Computer network 
breach exposes 
tens of thousands 
of credit card 
transactions

CCN, NAA

949 2008-04-04 1132 University of 
California Irvine

Up to 1,132 
affected - very few 
details available

SSN, NAA

951 2008-04-08 128000 ?
WellPoint

Social Security 
numbers and 
medical 
information for 
about 128,000 
exposed on internet

SSN, MED

952 2008-04-08 71000 WellCare 71,000 insurance 
records including 
Social Security 
numbers exposed 
on internet

SSN, MED

953 2008-04-10 ? Joliet West High 
School

Names and Social 
Security numbers 
of "about every 
student enrolled" 
accessed

SSN, NAA

954 2008-04-11 49841 New York-
Presbyterian 
Hospital
Weill Cornell 
Medical Center

Names, phone 
numbers and 
some Social 
Security numbers 
of 40,000 stolen by 
employee

SSN, NAA

955 2008-04-11 8309 Bowdoin College Student Social 
Security numbers, 
names, addresses, 
insurance 
information left 
exposed on server

SSN, NAA

956 2008-04-12 1800 West Seneca 
School District

SSN, NAA

957 2008-04-13 6488 University of 
Toledo

Name, address, 
and Social 
Security numbers 
for 6,488 exposed 
on internal server

SSN, NAA

958 2008-04-14 800 Stokes County 
Schools

Stolen computer 
exposes 800 
student names and 
Social Security 
numbers

SSN, NAA
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959 2008-04-16 7000 University of 
Virginia

Social Security 
numbers and 
names of over 
7,000 on stolen 
laptop

SSN, NAA

960 2008-04-17 28879 Sungard
Connecticut State 
University System
Buffalo State
Northwest Missouri 
State University
Bryant & Stratton 
College
Argosy University
St. John's 
University
Yeshiva University
Alfred University
Hofstra University

Stolen laptop 
contains names 
and Social 
Security numbers 
of 20,500 students

SSN, NAA

961 2008-04-17 2100000 University of Miami Stolen tapes 
containing names, 
addresses, and 
medical records of 
2.1 million patients

SSN, CCN

962 2008-04-19 700000 Central Collection 
Bureau

Social Security 
numbers and 
names of 700,000 
on stolen server

SSN, NAA

963 2008-04-22 31500 Bank of Ireland 
Group

Account 
information, 
addresses, and 
medical 
information of 
10,000 on stolen 
laptops

ACC, NAA

964 2008-04-22 ? LendingTree Social Security 
numbers, names, 
addresses, and 
other personal 
information 
inappropriately 
accessed

SSN, NAA

965 2008-04-22 34000 Boots Dental Plan Account details of 
34,000 stolen from 
courier

ACC

966 2008-04-22 ? University of 
Massachusetts at 
Amherst (UMASS)

Hackers breach 
system accessing 
thousands of 
medical records

MED, NAA

http://datalossdb.org/incidents/959
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967 2008-04-22 200000 CollegeInvest Lost hard drive 
exposes 200,000 
customers during 
office relocation

NAA

968 2008-04-23 2000 CBE Group Inc
University of Texas 
Health Science 
Center

Social Security 
numbers available 
on about 2,000 
billing envelopes

SSN, NAA

969 2008-04-23 11000 Southern 
Connecticut State 
University

11,000 students 
and alumni 
exposed on 
website

SSN

970 2008-04-23 ? UPS
Chrysler Financial

Data tape lost in 
transit contained 
personal 
information

FIN

971 2008-04-25 9500 University of 
Colorado

Names, 
addresses, and 
Social Security 
numbers of about 
9,500 on 
compromised 
server

SSN, NAA

972 2008-04-25 ? Baltimore State 
Highway 
Department

SSN, NAA

973 2008-04-25 700 Child Assessment 
Service Tuen Mun 
Centre

Medical data and 
identity on 700 
children exposed

MED, NAA

974 2008-04-25 1800 Baltimore Highway 
Administration

SSN, NAA

975 2008-04-28 500 Hough MacAdam 
& Wartnik LLC
Coos County 
Oregon

Nearly 500 Social 
Security numbers 
and personal 
information 
reported on stolen 
laptop

SSN, NAA

1258 2008-04-29 ? Camp Starfish Application 
containing names, 
addresses and 
SSN were 
exposed on 
website

SSN, NAA

1348 2008-04-07 3542 Siemens 
Healthcare 
Diagnostics Inc.

Laptop stolen from 
employee home 
contains 3,542 
Social Security 
numbers of 
employees

SSN, NAA, DOB
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1372 2008-04-21 250 Cardean Learning 
Group (CLG)
New York Institute 
of Technology 
(NYIT)

Spreadsheet 
containing 
sensitive 
information 
attached to an 
email and sent to 
unauthorized 
people

SSN, NAA, DOB

1382 2008-04-25 226 HSBC Holdings plc Web attack 
possibly linked to 
TJX incident 
compromises 
account information

FIN

1409 2008-04-28 ? Merrill Corporation Web site 
inadvertently 
exposes names, 
addresses, credit 
card numbers of 
certain customers.

CCN, NAA

1413 2008-04-30 346 Adobe Systems, 
Inc.

Personal 
information placed 
on public website

NAA, MISC, DOB, FIN

1415 2008-04-30 ? Saks Fifth Avenue Stolen laptops 
contain credit card 
information of 
customers

CCN, NAA

1530 2008-04-08 ? Blue Flame Gas Sensitive 
documents 
containing names, 
addresses, SSN, 
and bank details 
found in dumpster

SSN, NAA, MED, FIN

1564 2008-04-09 9513 Interbank FX, LLC File containing 
personal 
information of 
prospective clients 
made accessible 
on Internet by 
mistake

SSN, NAA, MISC, ACC, DOB, FIN

1612 2008-04-22 ? Verizon Wireless Personal 
information about 
name, address 
and social security 
number stolen by 
former employee

SSN, NAA, MISC

http://datalossdb.org/incidents/1372
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1628 2008-04-14 5000 Purdue Pharma 
LLC,

Disk containing 
personal 
information about 
name, date of 
birth, social 
security number 
accessed and 
emailed by former 
employee

SSN, NAA, DOB

1676 2008-04-21 137 Columbia Capital 
LLC

Laptop containing 
personal 
information about 
name, address, 
social security, 
banking 
information of 
partners stolen

SSN, NAA, MISC, ACC

1688 2008-04-02 277000 WellPoint
UniCare

Health information 
of members 
exposed over 
internet for period 
of time

SSN, NAA, MISC, MED

1699 2008-04-10 4943 Stryker Instruments Personal 
information of 
employees 
accessed by 
unauthorised 
person

SSN, NAA

1735 2008-04-11 19000 Gerdau Ameristeel Personal 
information of 
employees 
accessed by 
unauthorised third 
party

SSN, NAA

1744 2008-04-07 2958 Pershing, LLC
Walnut Street 
Securities

Informations about 
clients wrongly 
sent to another 
branch manager

FIN

1745 2008-04-09 ? IMS Mortgage, Inc. Credit report 
information of 
customers 
accessed by 
unauthorized 
person

SSN, NAA, DOB

1753 2008-04-16 ? SwimwearBoutique
.com

Intruders gain 
access to credit 
card numbers, 
names, addresses 
of customers, and 
corrupt other 
systems

CCN, NAA
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1755 2008-04-11 6 The Elliot Health 
System
Advanced Medical 
Partners, Inc.

Data storage disk 
and computers 
containing 
personal and 
medical 
information stolen

NAA, MISC, MED

1849 2008-04-14 148 CAI Hedge Fund 
Partners, LLC

148 Social 
Security numbers 
printed in mailing 
address

SSN

1877 2008-04-18 ? Concord Regional 
Visiting Nurse 
Association

Laptop stolen 
containing social 
security numbers 
and personal 
information

SSN, NAA, DOB

2117 2008-04-04 277000 WellPoint
Anthem Blue 
Cross Blue Shield

Unsecured server 
exposes unknown 
type of personal 
information 

NAA

2175 2008-04-17 5745 Hunter College of 
the City University 
of New York

File accidentally 
placed on website 
that contained 
personal 
information

SSN, NAA

2196 2008-04-18 626 Aon Consulting Mailing error on 
postcards 
contained 
customers SSN on 
one side

SSN, NAA

2217 2008-04-16 ? Fishback Financial Unauthorized 
access to 
database server by 
a third party 
included names, 
addresses and 
Social Security 
numbers

SSN

2218 2008-04-24 10000 Solano County 
Health and Human 
Services

Employee arrested 
on suspicion of 
bank fraud and 
identity theft

SSN, NAA, MISC, DOB

2250 2008-04-16 ? Ernst & Young
Ryerson Inc.

Stolen laptop 
contained personal 
information of 
clients names, and 
Social Security 
numbers

SSN, NAA
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2264 2008-04-03 1742 Benefit 
Communication 
Insourcing (BCI)
Healthland Benefit 
Systems Inc.
AIMCO

Stolen Laptop 
contains personal 
information of 
benefits members

NAA, DOB

2275 2008-04-07 244 Dutchess County 
Association of 
Realtors

Unknown hack or 
insider revealved 
244 Social 
Security numbers

SSN

2335 2008-04-23 ? Secure Horizons Insurance records 
stolen computer 
exposes 
customers names, 
addresses, 
medical details 
and dates of birth

NAA, MED, DOB

http://datalossdb.org/incidents/2264
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