Data Loss Database - March, 2008 report

http://datalossdb.org
Version: 49.0 - Created: 2008-07-14 - Updated: 2010-03-06

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
March 2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 61
Total Records Affected: 18,133,428

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-03-05

238

Madeley Health Center

UK

NAA, MED

2008-03-05

109

Crown Stanley and
Silverman

Nevada Department of
Public Safety

Social Security numbers
and addresses of 109 on
lost thumb drive

SSN, NAA

2008-03-06

Cascade Healthcare
Community

Computer virus exposes
credit card information,
names, and addresses
of more than 11,500

CCN, NAA

2008-03-08

MTV Networks

External breach exposes
about 5,000 names and
Social Security numbers

SSN, NAA

2008-03-10

Blue Cross Blue Shield
of Western New York

Missing laptop contains
"vital information” of an
estimated 40,000

SSN, NAA

2008-03-12

Harvard University

Personal information of
6597 potentially revealed
due to hacking incident.

SSN, NAA, EMA, DOB

2008-03-13

University Health Care

Stolen laptop and
flashdrive contained
names, addresses, and
SSN

SSN, NAA

2008-03-15

Utah Division of Finance

Personal information of
about 500 possibly
accessed hy
unauthorized persons

2008-03-15

38000

Broward County School
District

2008-03-17

4200000

Hannaford

4.2 million credit card
and debit card numbers
exposed in breach

2008-03-17

Binghamton University

Names, grade point
averages and Social
Security numbers of over
300 accidentally e-mailed

2008-03-19

Affordable Realty

Financial information
and Social Security
numbers of "hundreds”
found in dumpster

2008-03-20

Lasell College

Names and Social
Security numbers of
20,500 accessed by
hacker

2008-03-21

Rhode Island
Department of
Administration

Missing disk contains
Social Security numbers
of almost 1,400

2008-03-21

1000000

Compass Bank

ACC, NAA
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2008-03-22

51000

Stock & Option Solutions
Agilent Technologies
THQ

Infinity Pharmaceuticals,
Inc.

Social Security numbers,
names, and financial
information of 51,000 on
stolen laptop

SSN, NAA, FIN

2008-03-23

Western Carolina
University

Social Security numbers
of 555 on hacked server

SSN

2008-03-24

National Institutes of
Health

Names and medical
information of 2,500 on
stolen laptop

MED, SSN

2008-03-24

Super 8 Motel

Customer credit card
numbers, names,
addresses dumped in
landfill

SSN, NAA

2008-03-26

The Dental Network

Names, addresses,
dates of birth and Social
Security numbers of
about 75,000 posted on
web site

SSN, NAA, DOB

2008-03-26

12500000

LaSalle Bank

BNY Mellon Shareowner
Services

Archive Systems Inc
The Walt Disney
Company

SYNOVUS

Lost backup tape of BNY
Mellon Shareholder
services contains
names, Social Security
numbers and possibly
banking information.

SSN, NAA, ACC

2008-03-28

Antioch University

Names, Social Security
numbers, academic
records and payroll
documents of 70,000 on
hacked computer system

2008-03-28

Leicester NHS Trust

Names, addresses, bank
details and national
insurance numbers for
180 found in street

2008-03-28

Museum of Science
Boston

Names, credit card
numbers, and other
personal information of
140 exposed on web

CCN, NAA

2008-03-31

Advance Auto Parts Inc.

"Network intrusion”
exposes financial
information for up to
56,000

CCN, NAA, ACC, FIN

2008-03-21

Pfizer

Stolen laptop contains
names and credit card
numbers of about 800

CCN, NAA, EMA

2008-03-27

Georgia Department of
Human Resources

Thief steals records of
unknown number of
former and current DHR
employees

SSN, NAA, DOB
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2008-03-11

20000

Lasalle College

Employee gains
unauthorized access to
20,000 records,
including Social Security
numbers

SSN

2008-03-25

USinternetworking, Inc
(USi)

SPX Corporation
GMAC Insurance

XL Global Services, Inc
Sterling Commerce
Chipotle Mexican Grill,
Inc.

Stolen laptop contained
customers personal
data, names, addresses
and SSN

SSN, NAA, ACC

2008-03-24

National Heart, Lung and
Blood Institute (NHLBI)

Study participants'
medical records, names,
addresses on stolen
laptop

2008-03-11

Genworth Financial
Trust Company

Mailing displayed Social
Security numbers on
outside of envelopes

SSN, NAA

2008-03-03

DaVita Inc.

Laptop stolen from
employee vehicle
containing social security
numbers and medical
insurance information

SSN, NAA, MED

2008-03-21

Genworth Life And
Annuity Insurance
Company

International Brokerage
Dallas

Stolen computer
contains names,
addresses, social
security numbers and
dates of birth

SSN, NAA, DOB

2008-03-11

3M Co.

Stolen Laptop contains
personal information
name and social security
number

2008-03-05

Starling Insurance and
Associates

Server containing
personal information,
stolen from locked office

SSN, NAA, MISC

2008-03-26

Eastern Sales &
Marketing New England
(ESM)

Personal information of
about name, and bank
account number an
employee disclosed to
former employee by
mistake

NAA, ACC, FIN

2008-03-13

Central Licensing
Bureau, Inc.

Name, address, social
security number and
insurance license
number, mailed to
unauthorized people by
mistake

SSN, NAA, MISC
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2008-03-03

764

Education Management
Corporation

Laptop containing
personal information of
employees stolen

SSN, NAA, DOB

2008-03-04

Bob Davidson Ford
Lincoln Mercury, Inc.
(BDF)

Data tape containing
personal information of
employees lost in transit

SSN, NAA, FIN

2008-03-20

Toshiba America
Information Systems, Inc

Website was not
password protected and
personal information was
available.

SSN, NAA

2008-03-06

Wolters Kluwer
Lippincott Williams &
Wilkins

Hacked server stored
information from
individuals who
purchased products from
the company's website

CCN, NAA, EMA

2008-03-19

The Heritage Group
Allegiant Global Services
LLC

Asphalt Materials Inc
Bituminous Materials
and Supply L.P
Calumet GP LLC
Crystal Flash Petroleum
LLC

Crystal Flash Energy
Emulsicoat Inc

30 Desktops and
Laptops Stolen

2008-03-20

First Tennessee Bank
Brokerage Inc.

Unauthorized access
provides user account
information of customers

NAA, ACC

2008-03-25

CitiStreet LLC.
Sonoco

CD-ROM containing
claim documentation
was lost in transit
holding personal
information

SSN, NAA, ACC

2008-03-13

The Art Institute of
Washington

Education Management
Corporation

Email sent to students
containing other
students personal
information.

2008-03-21

Wayne J Griffin Electric
Inc

Stolen laptop contains
personal employee
including names and
Social Security numbers

SSN, NAA, DOB

2008-03-19

Aricent Inc.

Stolen Computer
contains personal
information including
names, addresses,
salary details and Social
Security numbers

SSN, NAA, FIN
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2008-03-19

81

Accurate Background Inc

Emailed document
containing clients
personal details,
including names and
Social Security numbers

SSN, NAA

2008-03-25

Stolen computer
contains names and
Social Security numbers
of employees and
subcontractors

2008-03-19

Bergdorf Goodman, Inc.

Stolen report contained
customers names and
credit card numbers

CCN, NAA, ACC

2008-03-31

Allstate

Theft of equipment may
have exposed personal
information.

SSN, NAA

2008-03-28

Beginning with Children
Foundation

Stolen laptop contains
payroll information
including names and
Social Security numbers

SSN, NAA, ACC

2008-03-28

Hewitt Associates
Marriott International

Lost backup tapes
contain personal
information.

2008-03-03

LEAF Financial
Merit Capital Advance,
LLC

Stolen laptop from LEAF
Financial Corporation
contained consumers
personal information

2008-03-10

Bank of America

Personal details of
associates transmitted
electronically outside of
organisation.

CCN, SSN, NAA, DOB

2008-03-18

Zurich American
Insurance Company

Former employee
accessed data withouth
business need
containing personal
information.

2008-03-04

Cornell University

Computer infected with
virus / malware may
have exposed personal
information

2008-03-04

Cornell University

Stolen Computer
contained personal
information

SSN, NAA

2008-03-21

Mortgage Network, Inc.

Stolen loan officers
laptop contained
unknown number of
customers personal
information

SSN, NAA, DOB, FIN

2008-03-20

Atlantic Chiropractic
Center

Man buys hundreds of
patients records at a
storage auction

SSN, NAA, MED
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2008-03-19

?

Naturally Thinking

Hacked website exposes
hundreds of customers
credit card numbers

CCN, NAA
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