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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
February 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 59
Total Records Affected: 821,097


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

902 2008-02-01 4000 Marine Corps Bases 
Japan

Social Security 
numbers, names, and 
other information of 
4,000 on stolen laptop

SSN, NAA

903 2008-02-02 5000 Diocese of Providence Names, addresses, 
and Social Security 
numbers of 5,000 on 
stolen computers

SSN, NAA

904 2008-02-07 4300 Memorial Hospital South Bend, IN SSN, NAA

905 2008-02-08 ? ?
MLSGear.com

Names, addresses, 
credit and debit card 
information on 
compromised servers

CCN, NAA

906 2008-02-11 2900 Jefferson County 
Colorado Public 
Schools

Stolen computer holds 
names, addresses, 
dates of birth, and 
school information for 
up to 2,900

NAA, DOB

907 2008-02-12 40000 Systematic 
Automation Inc
Modesto California 
City Schools
Clovis Unified
Los Angeles 
Department of Water 
and Power
Torrance Unified 
School District
Nestle Waters North 
America

Stolen hard drive 
holds names, 
addresses, birth dates 
and Social Security 
numbers of over 
40,000

SSN, NAA, DOB

908 2008-02-12 30000 Long Island University Up to 30,000 notified 
about potentially 
compromised letters 
containing names and 
Social Security 
numbers

SSN, NAA

909 2008-02-13 321000 Lifeblood Missing laptops 
contain personal 
information including 
dates of birth and 
some Social Security 
numbers of 321,000

SSN, NAA

910 2008-02-13 1500 Middle Tennessee 
State University

Names and Social 
Security numbers of 
about 1,500 on 
compromised 
computer

SSN, NAA

911 2008-02-14 37000 Tenet Healthcare 
Corporation

Former employee 
convicted of identity 
theft had access to 
records of 37,000

SSN, NAA
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912 2008-02-14 5123 Russells Hall Hospital Medical records of 
5,123 on stolen laptop

MED

913 2008-02-15 ? Lexmark International Undisclosed number 
of names, addresses 
and Social Security 
numbers disclosed on 
file-sharing site

SSN, NAA

914 2008-02-15 2000 Crosslines Ministries 
of Carthage

Social Security 
numbers, names, and 
addresses of 2,000 in 
stolen files

SSN, NAA

915 2008-02-15 ? First Magnus Financial Thousands of 
documents containing 
Social Security 
numbers, credit card 
information, 
addresses recovered 
from trash

SSN, NAA

916 2008-02-16 3000 Texas A&M University Names and Social 
Security numbers of 
3,000 inadvertantly 
posted online

SSN, NAA

917 2008-02-21 28000 Newfoundland 
Eastern School District

Medicare numbers, 
names, and 
addresses of 28,000 
students on stolen 
laptop

MED, NAA

918 2008-02-25 400 Mecklenburg County 
North Carolina

NC ACC

919 2008-02-25 1400 LGT Bank ACC, FIN

920 2008-02-27 103000 Health Net Federal 
Services

Social Security 
numbers for 103,000 
posted on web

SSN

921 2008-02-29 480 Wellesley Health 
Department

Social Security 
numbers, names, 
addresses, and dates 
of birth for about 480 
lost from open 
envelope

SSN, NAA

922 2008-02-26 19246 Kraft Foods Missing laptop 
contains names and 
possibly Social 
Security numbers of 
20,000

SSN, NAA

1137 2008-02-11 1800 Liechtenstein 
Landesbank LBB

Financial information 
stolen for 1,800 at LLB

FIN
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1342 2008-02-13 366 J. Lohr Vineyards and 
Wines

Stolen computers 
contain personal 
information of 
employees, including 
names and social 
security numbers

SSN, NAA

1435 2008-02-04 26 Iowa State University Students names and 
SSN of 26 exposed on 
servers 

SSN, NAA

1439 2008-02-06 ? Sanctuary at Tuttle 
Crossing

Employee steals 
unknown number of 
patients bank and 
credit card numbers

SSN, NAA, ACC

1441 2008-02-07 ? New York Oncology 
Hematology, P.C

Financial counselor 
steals unknown 
number of patients 
Social Security 
Numbers

SSN

1442 2008-02-08 23 Kansas State 
University

Auditors stolen laptop 
exposes 23 students 
details 

SSN, NAA

1449 2008-02-08 209 Cross Country 
Travcorps

Stolen laptop exposes 
an unknown number 
of employees names, 
addresses and SSN 

SSN, NAA

1461 2008-02-08 ? Harriss County 
Sheriff's Department

Inmate records 
containing names, 
driver's license and 
SSN tossed in 
dumpster

SSN, NAA, DOB

1462 2008-02-13 1900 Rose-Hulman Institute 
of Technology

Names, SSN and 
dates of birth of 1,900 
students posted on 
public website

SSN, NAA, DOB

1464 2008-02-14 38 Springfield School 
Department

Stolen laptops 
contained names and 
Social Security 
Numbers of 38 
teachers

SSN, NAA

1465 2008-02-13 180 University of Toledo An email with 180 
students names, 
grades, and SSN sent 
out to 100 inboxes

SSN, NAA

1466 2008-02-16 9000 Kenner Food Bank Stolen computer 
exposes more then 
8,000 names, 
addresses and SSN

SSN, NAA
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1468 2008-02-16 263 Malden School 
Department

Hard drive containing 
names and SSN of 
more than 263 
teachers reported 
missing

SSN, NAA

1503 2008-02-22 55 Georgia Department 
of Transportation

Employee steals credit 
card details from 
permit applications

CCN

1525 2008-02-09 100 Knox County Farm 
Bureau

Hundreds of papers 
containing SSN, DOB, 
bank account 
numbers and 
addresses found in 
yard 

SSN, NAA, ACC, DOB, FIN

1654 2008-02-22 ? Union Mortgage Personal data 
including bank 
statements, credit 
reports and tax returns 
thrown in dumpster

SSN, NAA, FIN

1655 2008-02-02 ? Liberty Hill School 
District

Student and employee 
files containing 
names, addresses, 
SSN, birth and 
medical details thrown 
in dumpster

SSN, MED, DOB

1656 2008-02-02 12000 New York City 
Department of Finance

Tax forms sent to 
thousands used 
defective envelopes 
exposing SSN 

SSN, NAA

1657 2008-02-29 ? Salem Clinic Patients personal 
details included in 
employee handbook, 
exposing SSN and 
ailments

SSN, MED

1723 2008-02-04 321 University of Iowa Engineering 
department posts file 
containing students 
names, student ID, 
SSN, and email 
addresses online

SSN, NAA, EMA, MISC

1724 2008-02-05 370 Rowan University A file containing 
students names, 
phone numbers, email 
address, birthdates 
and SSN posted online

SSN, NAA, MISC, DOB

1725 2008-02-08 736 East Carolina 
University

Faculty member posts 
files containing 
names, SSN, email 
address on personal 
web site

SSN, NAA, EMA, MISC
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1726 2008-02-10 27 California State 
University Fullerton

Mail stolen from 
campus mailboxes 
contained personal 
details faculty and 
students

NAA, MISC, FIN

1770 2008-02-13 ? United Student Aid 
Funds, Inc.

Name and Social 
Security numbers of 
student loan 
borrowers posted on a 
website

SSN, NAA, FIN

1932 2008-02-19 177618 Irish Blood 
Transfusion Service

Alert as 170,000 blood 
donor files are stolen

NAA, MED, DOB

1958 2008-02-29 57 Finance Authority of 
Maine

Incorrect personal 
information sent to 
customers

NAA

1968 2008-02-15 14 Delafield Hambrecht 
Inc
Fidelity Market 
Services
Price Meadows & Co

Incorrectly addressed 
email sent to wrong 
person contained 
names and tax id 
numbers

SSN, NAA, FIN

1997 2008-02-28 46 Fordham University Email sent to 
distribution list 
contained personal 
information.

SSN, NAA, MISC

2103 2008-02-20 99 Eton Park Capital 
Management LP

Missing laptop 
exposes employee 
names, addresses, 
dates of birth and 
Social Security 
numbers 

SSN, NAA, DOB

2109 2008-02-12 ? The Dreyfus Corp
MBSC Securities Corp

An Internal error gave 
customer account 
details to an 
independent contractor

SSN, NAA, FIN

2111 2008-02-14 125 Air India Ltd Improperly disposed 
computer contained 
personal data names, 
addresses, and SSN

SSN, NAA, DOB

2153 2008-02-05 34 Putnam Investor 
Services

Shareholders names, 
addresses, Social 
Security numbers 
exposed to other 
shareholder accounts

SSN, NAA

2182 2008-02-06 ? Renaissance Health 
Care (RHC)
Group Health 
Incorporated (GHI)
HIP Health Plan of 
New York

Theft of two laptops 
containing personal 
information

SSN, NAA, DOB
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2231 2008-02-12 74 Hartford Financial 
Services Group

CDs being shipped 
between offices 
contained personal 
information

SSN, NAA

1450 2008-02-07 2339 Salesforce.com Unencrypted storage 
device containing 
employee names, 
DOB, and SSN is 
stolen 

SSN, NAA, DOB

2343 2008-02-12 4733 Wake County Public 
Safety Dept / EMS

Stolen laptop contains 
personal information, 
names, addresses, 
birthdates and patient 
data

SSN, NAA, MED, DOB

2402 2008-02-21 ? Syda Foundation
Siddha Yoga 
Bookstore

Website hack provides 
unauthorised access 
to credit card 
information.

CCN, NAA

2409 2008-02-18 195 Cornell University Stolen computer 
contained personal 
information

SSN, NAA
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