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Total Incidents: 72
Total Records Affected: 7,576,875


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.
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Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

1228 2008-12-02 6000 United States Army Names, Social 
Security numbers 
and health 
information of 6,000 
may be on lost laptop

SSN, NAA, MED

1231 2008-12-02 250000 Florida Agency for 
Workforce Innovation

Names and Social 
Security numbers of 
at least 250,000 
found through search 
engine

SSN, NAA

1234 2008-12-04 341 Economic Research 
Institute

Social Security 
numbers of 341 
posted on web

SSN, NAA

1236 2008-12-04 675 Cal Poly Pomona Spreadsheet with 
names, addresses, 
phone numbers and 
Social Security 
numbers of 675 
found on web

SSN, NAA

1241 2008-12-09 50 NSMC - Salem 
Hospital

Employee theft of 
laptop computer may 
affect about 50

SSN, MED, DOB

1253 2008-12-11 10000 Bill Dube Ford/Toyota Stolen backup tape 
holds more than 
10,000 customer 
account records

SSN, NAA, MISC, DOB, DOB

1262 2008-12-12 890 Oregon Health & 
Science University

890 patients notified 
about stolen laptop 
that may contain 
health records

NAA, MED, DOB

1265 2008-12-13 10000 Landesbank Berlin Over 10,000 bank 
customers in 
Germany have credit 
card details stolen

CCN, NAA, ACC

1276 2008-12-15 299 Louisiana 
Department of 
Revenue

Names, addresses, 
and Social Security 
numbers of 299 
exposed in mailing 
error

SSN, NAA, FIN

1277 2008-12-15 2500 University of North 
Carolina at 
Greensboro

Computer infected 
with virus contains 
names, Social 
Security numbers, 
and bank account 
information

SSN, NAA, ACC

1279 2008-12-17 9300 New Hampshire 
Department of Health 
and Human Services

Social Security 
numbers and other 
personal information 
of about 9,300 
mistakenly released 
by email

SSN, NAA, MED
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http://datalossdb.org/incidents/1279
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1281 2008-12-17 3000 The Bar Council Contact and bank 
details of 3,000 on 
stolen computers

NAA, ACC, FIN

1289 2008-12-19 750 Austin Peay State 
University

Names, addresses, 
and Social Security 
numbers of around 
750 on stolen 
computer

SSN, NAA

1292 2008-12-20 22000 Lorain County 
Community College

Hacker breaches 
server containing 
Social Security 
numbers of 22,000

SSN

1293 2008-12-20 2700 University of North 
Carolina School of 
Arts

Accident exposes 
Social Security 
numbers, and names 
of 2700 students on 
P2P network

SSN

1294 2008-12-19 8000 Oak Tree Health 
Centre

8,000 names, 
addresses, and 
medical records on 
stolen tape

NAA, MED

1302 2008-12-23 1005 Cedars-Sinai Medical 
Center

Personal information 
of over 1,000 found 
in former employee's 
home

NAA

1303 2008-12-23 38 Ohio University-
Chillicothe

Stolen hard drive 
contains Social 
Security numbers of 
38

SSN

1304 2008-12-23 16857 Federal Emergency 
Management Agency

Social Security 
numbers and names 
of Katrina evacuees 
posted on website for 
2 weeks 

SSN

1305 2008-12-23 1500000 RBS Worldpay 1.5 million credit card 
records 
compromised via 
hack

CCN, SSN

1306 2008-12-25 17601 Pulte Homes Las 
Vegas Division

Computer tapes 
holding private 
customer information 
of 16,000 stolen from 
office

NAA, MISC, ACC

1311 2008-12-26 1500 Lakes Region 
General Hospital

Missing package 
contains personal 
information of 1500 
patients.

NAA, MED, DOB

http://datalossdb.org/incidents/1281
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http://datalossdb.org/incidents/1311


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1312 2008-12-31 18000 Ohio State University 18,000 names and 
Social Security 
numbers of current 
and former students 
posted on the Internet

SSN

1317 2008-12-29 819 Merrill Lynch Computer containing 
current and former 
employee personal 
information stolen in 
home invasion.

SSN, NAA

1320 2008-12-23 ? Vonage Third party sales 
agent stored 
customer 
information, include 
credit card numbers, 
bank account 
numbers, names, 
addresses, in Google 
Notebook

CCN, NAA, FIN

1322 2008-12-16 ? Merrill Lynch Laptop stolen 
containing Social 
Security numbers, 
names, addresses of 
clients

SSN, FIN

1323 2008-12-23 33923 The Pepsi Bottling 
Group

Missing portable 
storage device 
containing names 
and social security 
numbers of "certain" 
US Employees

SSN, NAA

1325 2008-12-22 ? Seibels Bruce Group, 
Inc

Hack exposes 
names, addresses, 
Social Security 
numbers of 
insurance customers.

SSN, NAA, DOB

1327 2008-12-19 2 Granite State College Hack exposes 
personal information 
of 2 NH residents 
associated with 
College

SSN, NAA

1329 2008-12-03 56 Zyacorp 
Entertainment I, Llc

Unspecified 
compromise at a 
theater leads to the 
fraudulent use of 
credit cards

CCN

1334 2008-12-08 5000000 CheckFree 
Corporation (FiServ)

DNS hijacking puts 
5,000,000 check 
processing accounts 
at risk

ACC

http://datalossdb.org/incidents/1312
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1417 2008-12-12 68857 Creditek, LLC
DJO, LLC

Stolen laptop 
contains names, 
addresses, social 
security numbers of 
patients

SSN, NAA, DOB

1418 2008-12-23 2249 North Pacific Stolen laptops 
contained personal 
data of current and 
former employees

SSN, NAA, DOB

1420 2008-12-08 ? SAIC Malicious software 
installed on system 
with sensitive 
information

SSN, NAA, MISC, DOB

1424 2008-12-10 ? Siuslaw Bank Stolen laptop 
contained bank 
account details of 
customers.

FIN

1425 2008-12-08 200 1st Metropolitan 
Mortgage
Empire Equity

Mortgage applicant 
documents found in 
dumpster

SSN, NAA

1426 2008-12-09 500 North Cascades 
National Bank

Laptop stolen from 
car contained the 
names and account 
numbers of bank 
customers

NAA, FIN

1455 2008-12-22 ? New York City Police 
Department

Brooklyn police 
roster acquired by 
identity thieves 
contains names, 
social security 
numbers.

SSN, NAA

1456 2008-12-17 ? Regions Bank Stolen bags contain 
the personal 
information of clients 
from several 
branches

FIN

1457 2008-12-09 9078 Automatic Data 
Processing (ADP)
Oldcastle Precast, 
Inc.

Email sent to 
unauthorized people 
containing personal 
information of 
employees, 
mistakenly believed 
to be sample data.

SSN, NAA, DOB, FIN

1463 2008-12-08 1000 Rochester Institute of 
Technology (RIT)

Laptops stolen from 
a locked area contain 
the personal details 
of 1,000.

SSN, NAA, DOB

http://datalossdb.org/incidents/1417
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1478 2008-12-22 30 Stewart Abstract & 
Title of Oklahoma

Title company 
documents 
containing personal 
information found 
outside business

FIN

1494 2008-12-31 140 Illinois State Police 
Credit Union
Chicago Patrolmen's 
Credit Union

Theft ring targets 140 
police credit union 
accounts

CCN, FIN

1602 2008-12-24 13000 Ameriprise Financial Vague intrusion via a 
third party puts client 
financial information 
at risk

NAA, MISC, ACC, FIN

1604 2008-12-17 70 Harford Community 
College

Flash drive lost 
containing personal 
information of 70 
people, including 
students.

SSN, NAA, MISC

1616 2008-12-08 30000 Lehigh Hanson, Inc. Personal information 
of individuals posted 
on a public server by 
former employee

SSN, NAA, ACC

1620 2008-12-02 ? Cavender's Boot City Personal information 
accessed by 
unauthorised person 
through web hack

CCN, SSN, NAA, MISC

1643 2008-12-23 2206 Federated Insurance 
Company

Laptop containing 
personal information 
stolen from office

SSN, NAA, MISC

1680 2008-12-02 ? The World Bank File containing 
personal information 
posted on website by 
mistake

NAA, ACC, MISC, ACC

1762 2008-12-12 ? State Farm Insurance Personal information 
of customers 
accessed and fake 
credit cards made in 
customer's name

SSN

1804 2008-12-19 5400 Norfolk Southern 
Corp.
Imaging Solutions & 
Services Inc.

Outside firm 
employee steals 
documents or data 
containing names 
and Social Security 
numbers of current 
and former 
employees

SSN, NAA

1821 2008-12-01 ? Fife Primary Care 
NHS Trust

Confidential NHS 
records accessed 
illegally

NAA, MED, DOB
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1827 2008-12-08 5000 Leeds City Council Employee loses USB 
stick with details on 
5000 children

NAA, MISC, MED

1828 2008-12-24 26 United Christian 
Hospital

Nurse loses USB 
drive with 26 patients 
information

NAA, MED

1882 2008-12-03 ? Central California 
Appellate Program

Stolen backup 
computer disk 
contains Social 
Security numbers, 
tax identification 
numbers, addresses, 
telephone numbers 
and e-mail addresses

SSN, NAA, EMA, MISC

1929 2008-12-02 3235 TD Banknorth Two computers 
stolen during 
relocation, names, 
addresses, dates of 
birth, SSN's and 
bank account details 
of 3235 exposed

SSN, NAA, ACC, DOB

1938 2008-12-03 1700 Manchester 
University

ICO takes 
enforcement action 
against Manchester 
University for data 
breach

NAA, MISC, MED, DOB

1979 2008-12-15 1240 DAP Products Inc. Unauthorised access 
to employee 
database exposes 
names, addresses 
and Social Security 
numbers

SSN, NAA

2073 2008-12-05 300 Services for the 
UnderServed Inc

Unauthorised access 
to computer exposes 
patients data 
including, Social 
Security numbers 
and insurance details

SSN, NAA, MED

2091 2008-12-03 ? FedEx
Horizon Lines

Server being shipped 
via Fedex was lost

NAA

2188 2008-12-05 18 Southern Adirondack 
Library System

Unauthorized person 
gains access to 
personal information.

SSN, NAA, MISC

2281 2008-12-15 262 Group Insurance 
Commission

Mailing error exposes 
262 members 
names, addresses, 
Social Security 
numbers to the 
wrong addresses

SSN, NAA

http://datalossdb.org/incidents/1827
http://datalossdb.org/incidents/1828
http://datalossdb.org/incidents/1882
http://datalossdb.org/incidents/1929
http://datalossdb.org/incidents/1938
http://datalossdb.org/incidents/1979
http://datalossdb.org/incidents/2073
http://datalossdb.org/incidents/2091
http://datalossdb.org/incidents/2188
http://datalossdb.org/incidents/2281


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

2302 2008-12-10 10 Starwood Hotels and 
Resorts Worldwide 
Inc.

Unauthorized access 
to customer accounts 
exposes names, 
addresses and credit 
card details

CCN, NAA

2312 2008-12-01 21 SPS New England Inc Report containing 
personal information 
sent out as address 
list.

SSN, NAA, DOB

2331 2008-12-10 160 Circuit City Credit card numbers 
and names of 160 
exposed through 
third party insider 
breach

CCN, NAA

2336 2008-12-10 ? Partners Healthcare
Brigham And 
Women's Hospital
Nantucket Cotttage 
Hospital

Patients names, 
addresses and health 
insurance numbers 
on employee's lost 
laptop

NAA, MED

2348 2008-12-19 8 Spaulding 
Rehabilitation 
Hospital Network

Stolen credit card 
receipts and checks

SSN, NAA

2349 2008-12-10 ? Raymond Jones Unauthorised third 
party was able to see 
documents that 
contained personal 
inforamation

SSN, NAA, ACC, DOB

2373 2008-12-05 111 Nationwide Mutual 
Insurance

Demonstration 
pension website 
contained actual 
customer data

SSN, NAA

1315 2008-12-22 480000 Wyndham Hotels Letter From 
Wyndham reporting 
credit card number, 
expiration date & 
possibly names were 
compromised

CCN, NAA

1261 2008-12-11 35748 Hewlett-Packard Stolen laptop 
contains names and 
Social Security 
numbers of "several 
thousand " employees

SSN, NAA, MED

1301 2008-12-13 ? Innisbrook Credit card numbers 
stolen and 
fraudulently used in 
web hack

CCN
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