Data Loss Database - November, 2008 report

http://datalossdb.org
Version: 35.12 - Created: 2008-11-02 - Updated: 2010-03-06

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
November 2008. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 51
Total Records Affected: 4,028,312

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2008-11-01

5000

Seattle School District

Email contains Social
Security numbers,
salary information,
home addresses, and
other information of up
to 5,000

SSN, NAA, FIN

2008-11-01

Portland Veterans
Affairs Medical Center

Personal information
including some Social
Security numbers of
1,600 posted to Web

2008-11-04

Bank of Ireland Group

Missing USB key with
894 customer account
numbers, names and

addresses

2008-11-04

100000

Baylor Health Care
System Inc.

Stolen laptop contains
limited health
information and some
Social Security
numbers on 100,000

SSN, NAA, MED

2008-11-03

Arizona Department of
Economic Security

Stolen hard drives
contain names,
addresses, dates of
birth and Social
Security numbers of
40,000 children

SSN, NAA, MED, DOB

2008-11-05

North Carolina
Division of Aging and
Adult Services

Information including
Social Security
numbers of 85,045 on
stolen laptop

2008-11-06

Harvard Law School

Lost backup tape
contains information
including names,
Social Security
numbers, and financial
information of 21000

SSN, NAA, FIN

2008-11-07

Christus Health Care

Stolen backup tapes
contain names, Social
Security numbers and
diagnosis codes of
"perhaps thousands"
of patients

SSN, NAA, MED

2008-11-07

Plymouth County
Correctional Facility

Former inmate hacks
into system containing
over 1,100 names,
dates of birth, Social
Security numbers and
home addresses of
prison employees

SSN, NAA, DOB

2008-11-07

Texas A&M University-
Corpus Christi

1,430 names and
Social Security
numbers exposed on
web
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http://datalossdb.org/incidents/1186
http://datalossdb.org/incidents/1187
http://datalossdb.org/incidents/1188
http://datalossdb.org/incidents/1189
http://datalossdb.org/incidents/1190
http://datalossdb.org/incidents/1191
http://datalossdb.org/incidents/1192
http://datalossdb.org/incidents/1193
http://datalossdb.org/incidents/1195
http://datalossdb.org/incidents/1196

Incidents

Reported

Records

Orgs

Summary

Data Types

2008-11-10

1000

Sinclair Community
College

Names and Social
Security numbers of
almost 1,000
employees found on
Internet

SSN, NAA

2008-11-06

Toyota

Express Scripts

US Steel & Carnegie
Pension Fund
Group Insurance
Commission

Extortion letter
contains birth dates,
social security
numbers and
prescription
information, millions
threatened

SSN, NAA, MED, DOB

2008-11-12

344482

University of Florida
College of Dentistry

Names, addresses,
birth dates, and Social
Security numbers of
about 344,000 on
compromised server

SSN, NAA, MED, DOB

2008-11-15

Trapeze Group UK Ltd.

Surrey County Council

Contact information
for 7,800 children on
stolen laptop

2008-11-04

Australian Tax Office

Unencrypted disk
contains names,
addresses and super
fund tax file numbers
for 3,122

2008-11-18

Randall Martin Homes

Personal Data of
Gilbert Residents
Found in Model Home

CCN, SSN, DOB, FIN

2008-11-18

British National Party

Names, addresses
and telephone
numbers of more than
10,000 current and
former members
published on Web

NAA, EMA, MISC

2008-11-22

Maryland Department
of the Environment

Stolen laptops contain
names and Social
Security numbers of
more than 1,300
people

2008-11-23

Wawa gas attendent
using scanning device
to steal credit card

2008-11-24

Starbucks

Stolen laptop contains
names, addresses
and Social Security
numbers of about
97,000
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http://datalossdb.org/incidents/1197
http://datalossdb.org/incidents/1198
http://datalossdb.org/incidents/1199
http://datalossdb.org/incidents/1200
http://datalossdb.org/incidents/1201
http://datalossdb.org/incidents/1202
http://datalossdb.org/incidents/1203
http://datalossdb.org/incidents/1204
http://datalossdb.org/incidents/1205
http://datalossdb.org/incidents/1206
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Records
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2008-11-25

69

Weber State University

Stolen post office box
rental cards contain
names, addresses
and Social Security
numbers of 69

SSN, NAA

2008-11-25

Luxottica Group

Hacker downloads
names, addresses,
and Social Security
numbers of over
59,000 former workers

2008-11-21

Jackson-Madison
County School System

Computer disk
containing Social
Security numbers of
200 stolen from the
principal's car

2008-11-06

Wild Wing Cafe

Customer credit card
information possibly
compromised

2008-11-22

North Carolina
Department of Health
and Human Services

State agency sells
cabinet containing 57
files of personal
information

2008-11-27

3200000

C-W Group

Former employee
accused of taking a
computer backup tape
containing names and
information about 3.2
million customers

CCN, NAA, FIN

2008-11-24

TierraNet, Inc

Customers names,
CCN and expiration
dates exposed in log
files

2008-11-13

Symantec Corporation

Employee laptop
stolen from home
containing employee
Social Security
numbers, names,
addresses

2008-11-21

MasTec, Inc.

HR report list name,
DOB, SSN of
employees discovered
in possession of
alleged criminals by
police in Florida.

SSN, NAA, DOB

2008-11-26

TD Bank, N.A.

Equipment containing
names, addresses,
birth dates, account
numbers, and Social
Security numbers of
bank customers
removed "without
authorization".

SSN, NAA, ACC, DOB, FIN
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http://datalossdb.org/incidents/1219
http://datalossdb.org/incidents/1220
http://datalossdb.org/incidents/1224
http://datalossdb.org/incidents/1225
http://datalossdb.org/incidents/1227
http://datalossdb.org/incidents/1229
http://datalossdb.org/incidents/1244
http://datalossdb.org/incidents/1246
http://datalossdb.org/incidents/1264
http://datalossdb.org/incidents/1313
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2008-11-03

160

National Association
of Chain Drug Stores
Fondation (NACDS)

Scholarship
application database
leaked on web,
exposing names,
addresses and Social
Security numbers

SSN, NAA

2008-11-05

Wells Real Estate
Funds

Stolen laptop contains
account numbers, tax
numbers, social
security numbers of
customers

SSN, ACC, FIN

2008-11-20

Capstone Companies

File exposed on
company computer
potentially
compromising name,
address, social
security number

2008-11-07

DaVita Inc.

Theft of desktop
computers containing
Social Security
numbers of patients.

SSN, NAA, MED

2008-11-12

The Nielsen Company

Laptop stolen from
office contained
employee names,
addresses, social
security numbers, and
flexible spending
account information

SSN, NAA, DOB, FIN

2008-11-17

Severn School

Students access
system and download
names, addresses,
Social Security
numbers of other
students

2008-11-21

Fidelity Investments
Rockwell Collins, Inc.

Accidental
unauthorized access
of employees details
by third party over
secure website.

SSN, NAA, MISC, FIN

2008-11-26

RoadSafe Traffic
Systems, Inc.

2 Laptops stolen from
2 different places
containing personal
information of
employees

SSN, NAA, MISC

2008-11-21

B.J. Accessories and
Tax Preparation

Stolen computer
contains personal
information of 70

2008-11-12

St. Margaret of
Scotland Episcopal
School

Blackbaud Inc.

Laptop Stolen with
School Database
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http://datalossdb.org/incidents/1328
http://datalossdb.org/incidents/1335
http://datalossdb.org/incidents/1427
http://datalossdb.org/incidents/1431
http://datalossdb.org/incidents/1434
http://datalossdb.org/incidents/1437
http://datalossdb.org/incidents/1488
http://datalossdb.org/incidents/1758
http://datalossdb.org/incidents/1883
http://datalossdb.org/incidents/1955
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2008-11-10

24

Claire's Stores

Employee records
containing names,
addresses, dates of
birth and Social
Security numbers
found in dumpster

SSN, NAA, DOB

2008-11-13

Whiterock BKKG and
Tax Service

Stolen computers
expose unknown
number of customers
tax records

2008-11-12

Kraft Foods
Gevalia
Affinitas

Employee of
telephone sales
company copied name
and credit card
information

2008-11-07

Shamrock Corporation

SQL injection attack
revealed personal
information of 33122

2008-11-21

Stanlex, Inc.

Stolen laptop contains
personal information
of 1329 patients

SSN, NAA, DOB

2008-11-07

Helen Grace
Chocolates, Inc.

Hack of website,
through SQL injection
may have revealed
personal information

CCN, NAA

2008-11-20

SPS New England Inc

Document contained
employee's names,
dates of birth, Social
Security numbers
given out to as contact
list to former employee

SSN, NAA, DOB

2008-11-24

Save the Children

4 stolen laptops
contained personal
information of job
applicants,
employees, interns
and volunteers.

SSN, NAA, EMA

2008-11-21

LPL Financial

Operational error
disclosed personal
information

NAA, MISC

2008-11-07

Henry Brown Buick-
Pontiac-GMC

Employees steals
customers financial
data commits fraud

SSN, NAA, ACC, FIN

2008-11-20

City of Charlottesville

Stolen laptops
contained names,
addresses, date of
birth and DMV
customer number for
every registered voter
in the city of
Charlottesville

NAA, MISC, DOB
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http://datalossdb.org/incidents/1965
http://datalossdb.org/incidents/2014
http://datalossdb.org/incidents/2124
http://datalossdb.org/incidents/2190
http://datalossdb.org/incidents/2232
http://datalossdb.org/incidents/2285
http://datalossdb.org/incidents/2303
http://datalossdb.org/incidents/2306
http://datalossdb.org/incidents/2333
http://datalossdb.org/incidents/2350
http://datalossdb.org/incidents/2552

