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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
October 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 41
Total Records Affected: 19,128,589


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.
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ID Reported Records Orgs Summary Data Types

1169 2008-10-04 8000 Strathclyde Police Police staff pay 
details misplaced by 
data company

SSN, NAA, FIN

1170 2008-10-07 535 West Virginia 
Department of 
Administration

Names and Social 
Security numbers of 
535 on stolen laptop

SSN, NAA

1171 2008-10-07 84554 University of North 
Dakota
Blackbaud Inc

Stolen laptop contains 
credit card and Social 
Security numbers of 
84,554

CCN, SSN, NAA

1172 2008-10-06 17000000 T-Mobile
Deutsche Telekom

T-Mobile lost disk 
containing data on 17 
million customers 

NAA, EMA

1173 2008-10-10 1700000 United Kingdom 
Ministry of Defence

Disappearance of a 
computer hard drive 
which could contain 
the details of about 
100,000 Armed 
Forces personnel

SSN, NAA, MISC, DOB, FIN

1174 2008-10-09 100000 Deloitte
Network Rail
British Transport 
Police
BSkyB
Vodafone

Personal details of at 
least 100,000 pension 
scheme members on 
stolen laptop

SSN, NAA, DOB, FIN

1176 2008-10-13 1000 Southwest Mississippi 
Community College

Names, addresses 
and some Social 
Security numbers of 
at least 1,000 posted 
on internet

SSN, NAA

1178 2008-10-16 3300 City of Indianapolis Social Security 
numbers, names, and 
dates of birth of about 
3,300 posted on 
public website

SSN, NAA, DOB

1179 2008-10-17 570 City of Goodyear, 
Arizona

List of 570 Social 
Security numbers 
stolen from vehicle

SSN

1180 2008-10-19 803 Mary Washington 
Hospital

Medical information, 
Social Security 
numbers, and other 
personal information 
of 803 exposed on 
web

SSN, NAA, MED, DOB

1181 2008-10-22 5700 KRM Management Stolen computers 
contain Social 
Security numbers, 
birthdates and 
addresses of about 
5,700

SSN, NAA, DOB
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1183 2008-10-23 36000 Medical Mutual of 
Ohio

Lost disks contain 
personal information 
of 36,000

MISC

1184 2008-10-24 250 Shenendehowa 
Central Schools

Student accesses 
Social Security 
numbers and other 
personal information 
of 250

SSN

1185 2008-10-31 383 U.S. Department of 
State

Passport applications 
with Social Security 
numbers of 383 
exposed

SSN, NAA

1212 2008-10-01 ? CollegeNet, Inc. Names, addresses, 
and Social Security 
numbers on laptop 
stolen from employee 
vehicle.

SSN, NAA, DOB

1215 2008-10-14 ? Cole National Group, 
Inc.
Things Remembered

Unauthorized person 
accesses payroll data 
from company server.

SSN, NAA, DOB, FIN

1223 2008-10-01 ? Foothills Park & 
Recreation District

Unknown number of 
people may have had 
credit card 
information 
compromised via hack

CCN, NAA

1295 2008-10-06 ? GMAC Mortgage Former employees 
walk away with 
mortgage customer's 
personal information

NAA, FIN

1421 2008-10-27 27 Emergency Medical 
Associates

Medical data 
breached in 
unspecified manner

CCN

1422 2008-10-09 60155 PGA Tour Server stolen from 
TPC Las Vegas 
contained names, 
credit card numbers 
of customers.

CCN, NAA

1423 2008-10-22 ? Burlington Housing 
Authority

Encrypted backup 
tape stolen from an 
employee's backpack 
inside his personal 
vehicle contained 
unspecified personal 
data

MISC

1428 2008-10-06 79 Highmark, Inc. Encrypted file emailed 
to wrong person

SSN, NAA, ACC
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1429 2008-10-10 ? CIGNA HealthCare 
Corp.

Package lost in mail 
contained CD with 
names, Social 
Security numbers, 
and medical 
information.

SSN, NAA, MED

1433 2008-10-01 873 USMP File sharing exposes 
personnel data of 
873, including names, 
addresses, Social 
Security numbers

SSN, NAA

1438 2008-10-30 ? FedEx
Howland Capital 
Management

Lost package 
contained backup 
tapes with names, 
addresses, social 
security numbers, 
driver license 
numbers.

SSN, NAA, FIN

1440 2008-10-08 ? SGS Stolen laptop from car 
contains employee 
names, dates of birth, 
and social security 
numbers

SSN, NAA, DOB

1528 2008-10-27 ? American All-Risk 
Loss Administrators 
(AARLA)

Stolen computer 
containing personal 
information about 
name, addresss, 
social security 
number, date of birth 
and general medical 
details

SSN, NAA, MED, DOB

1590 2008-10-10 ? Greenville County 
School District

Unsecured server 
exposes students 
names, address, SSN 
and Medicaid numbers

SSN, NAA, MED

1640 2008-10-06 ? Mazda Personal information 
of employees sent to 
unauthorised person 
through email

SSN, NAA

1677 2008-10-01 ? Suttle & Stalnaker 
CPA
Pizza Hut Inc
Colonial Foods, LLC

Laptop containing 
employee names, 
addresses, SSN and 
dates of birth was 
stolen

SSN, NAA, DOB

1714 2008-10-03 ? Royal Dutch Shell 
PLC

Personal information 
about name, social 
security number and 
date of birth accessed 
and misused by an 
unauthorised third 
party employee

SSN, NAA, DOB
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1742 2008-10-22 ? Best & Company Hacker accessed 
customer's name, 
address and credit 
card numbers

CCN, NAA, NAA

1813 2008-10-28 ? Merrill Lynch Hard drive lost or 
stolen during 
shipment by third-
party exposes 
unknown number of 
employees names, 
addresses, SSN, tax 
and passport details

SSN, NAA, ACC, DOB

1934 2008-10-23 ? Abbey National Bank documents 
found in Bolton street

CCN, NAA, FIN

1941 2008-10-22 60 Aspen Dental 
Waste Management

Dental patient 
information found in 
the street

SSN, NAA, MED, DOB

1977 2008-10-30 621 Schematic Inc. Stolen laptop contains 
personnel file 
information

SSN, NAA, MISC, DOB

2030 2008-10-02 635 EMS Nationwide Agent of EMS had 
server stolen that may 
contain names, tax id 
numbers, Social 
Security numbers and 
bank account numbers

SSN, NAA, ACC

2130 2008-10-29 ? The Proctor and 
Gamble Company
Fekkai

Employee processed 
unauthorised 
transactions on credit 
card

CCN

2257 2008-10-31 125000 Fiserv Healthplan 
Administrators, Inc.

Stolen laptop and 
hard drive contain 
personal information

MISC, NAA, MED

2304 2008-10-10 ? USAA Investment 
Management

Statements for mutual 
funds contained other 
customers details 
conmingled

NAA, ACC, FIN

2548 2008-10-16 44 Aussie Home Loan Mortgage files 
containing customers 
personal financial 
details thrown in the 
trash

SSN, NAA, ACC, FIN
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