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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
January 2008.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 72
Total Records Affected: 2,296,255


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data Types

871 2008-01-02 2800 Workers Compensation 
Fund

Social Security numbers 
and other personal 
information for about 
2,800 people on stolen 
laptop

SSN

872 2008-01-03 ? Dorothy Hains 
Elementary School

Social Security numbers 
on stolen computer

SSN

873 2008-01-04 5000 ?
Health Net

Names and Social 
Security numbers of 
about 5,000 on stolen 
laptop

SSN, NAA

874 2008-01-04 ? Florida Department of 
Children and Families

Social Security numbers, 
birth dates and other 
information for 
thousands on stolen 
laptops

SSN, NAA

875 2008-01-04 900 Maryland Department of 
Assessments and 
Taxation

Social Security numbers 
for roughly 900 
transmitted to 
unprotected web site

SSN

876 2008-01-05 ? New Mexico State 
University

Employee Social 
Security numbers and 
names on missing hard 
drive

SSN, NAA

877 2008-01-04 648 Geeks.com (Genica) Credit card numbers, 
names, and addresses 
possibly compromised 
on "hacker safe" web site

CCN, NAA, EMA

878 2008-01-08 260000 Electronic Data Systems 
(EDS)
Wisconsin Department 
of Health and Family 
Services

Social Security numbers 
of 260,000 on mailing 
labels

SSN, NAA

879 2008-01-09 4250 University of Georgia Social Security numbers, 
names and addresses of 
4,250 on hacked server

SSN, NAA

880 2008-01-10 4000 Select Physical Therapy 4,000 records containing 
Social Security numbers, 
credit and debit card 
account numbers, 
names, and addresses 
dumped

SSN, NAA

881 2008-01-11 800 University of Akron Social Security numbers, 
names and addresses of 
800 on missing hard 
drive

SSN, NAA

882 2008-01-11 216 University of Iowa Social Security numbers 
and other information for 
216 exposed in Internet

SSN
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883 2008-01-11 148 Oldham NHS Primary 
Care Trust

Personal and medical 
information of 148 on 
missing "data sticks"

MED, NAA

884 2008-01-11 1500 Virginia Department of 
Social Services

Letters mailed to 1,500 
regarding a "potential 
security breach"

SSN, NAA

885 2008-01-12 ? California State 
University Stanislaus
Sodexho

Credit card numbers, 
cardholder names and 
expiration dates exposed

CCN, NAA

886 2008-01-14 990 Tennessee Tech 
University

Lost portable drive 
contains names and 
Social Security numbers 
of 990

SSN, NAA

887 2008-01-15 100 Naval Surface Warfare 
Center Dahlgren Division

Names, Social Security 
numbers, and financial 
information found on 
report obtained by 
suspected identity 
thieves

SSN, NAA

888 2008-01-15 5000 Wisconsin Department 
of Revenue

Social Security numbers 
of 5,000 on mailing labels

SSN, NAA

889 2008-01-16 529 University of Wisconsin-
Madison

Social Security numbers 
of about 205 employees 
exposed on web

SSN, NAA

890 2008-01-17 650000 Iron Mountain
GE Money

Credit card numbers and 
some Social security 
numbers of 650,000 on 
missing backup tape

CCN, SSN

891 2008-01-18 605767 United Kingdom Ministry 
of Defence

Stolen laptop contains 
passport details, 
National Insurance 
numbers, medical 
records of 600,000

SSN, NAA

893 2008-01-25 677 Penn State University Stolen laptop contains 
Social Security numbers 
of 677

SSN

895 2008-01-28 35455 CBIZ Benefits and 
Insurance Services Inc
T. Rowe Price 
Retirement Plan Services

35,000 names and 
Social Security numbers 
on stolen computers

SSN, NAA

896 2008-01-29 38000 Georgetown University Social Security numbers 
and other personal 
information of about 
38,000 on stolen hard 
drive

SSN, NAA

897 2008-01-29 4642 Wake County North 
Carolina Emergency 
Medical Services

NC SSN, NAA
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898 2008-01-29 300000 Horizon Blue Cross Blue 
Shield of New Jersey

Stolen laptop contains 
names and Social 
Security numbers of over 
300,000

SSN, NAA

900 2008-01-31 400 South Carolina 
Department of Health 
and Environmental 
Control

About 400 names and 
Social Security numbers 
on stolen laptop

SSN, NAA

901 2008-01-31 3100 University of Minnesota 
Reproductive Medicine 
Center

Medical information of 
3,100 on lost flash drive

MED, NAA

1251 2008-01-29 ? Invitrogen Stolen laptop exposes 
names, addresses and 
SSN employees

SSN, NAA

1300 2008-01-28 18432 Kiwanis International
On-Net Services

Names, addresses, and 
credit card numbers 
exposed by hack

CCN, NAA

1343 2008-01-02 ? Centocor, Inc. Stolen computers 
contain name, address, 
Social Security number 
of employees.

SSN, NAA

1373 2008-01-15 ? BJ's Wholesale Club Lost portable drive 
containing names, social 
security numbers of 
employees

SSN, NAA

1376 2008-01-07 100 College Point Bus Depot Employee papers thrown 
to trash contained SSN 
and driver's license 
details

SSN, NAA

1377 2008-01-06 30 U-Care Thrift Store Employee records 
including SSN, dates of 
birth, driver's license 
photos found in alley

SSN, NAA

1378 2008-01-11 247 United States 
Transportation Security 
Administration

Web site exposes 
travelers details, 
exposing names SSN of 
247

SSN, NAA

1379 2008-01-14 ? Raymour & Flanigan 
Furniture

Employee steals 
unknown number of 
customer credit card 
details

CCN

1380 2008-01-15 ? Casa Del Sol Day Care Several boxes of SSN, 
bank account details and 
medical records found in 
dumpster

SSN, MED, FIN

1381 2008-01-05 ? Commerce Bank
Citizens Bank
NewConcept Inc.

Employees of various 
organizations work 
together and steal 
information of clients and 
sell to undercover 
authorities

SSN, NAA, DOB, FIN

http://datalossdb.org/incidents/898
http://datalossdb.org/incidents/900
http://datalossdb.org/incidents/901
http://datalossdb.org/incidents/1251
http://datalossdb.org/incidents/1300
http://datalossdb.org/incidents/1343
http://datalossdb.org/incidents/1373
http://datalossdb.org/incidents/1376
http://datalossdb.org/incidents/1377
http://datalossdb.org/incidents/1378
http://datalossdb.org/incidents/1379
http://datalossdb.org/incidents/1380
http://datalossdb.org/incidents/1381


Incidents

Copyright 2005 - 2009, Open Security Foundation

ID Reported Records Orgs Summary Data TypesID Reported Records Orgs Summary Data Types

1386 2008-01-18 ? Corbin Social Services 
Office

Several 
password/encrypted 
protected laptops 
containing personal 
data, stolen from office

NAA

1388 2008-01-16 ? Aspen Grove Market Employees and 
customers credit card 
data stolen from website

CCN

1389 2008-01-22 ? Dr James Barringer Medical documents 
containing names, SSN 
thrown in dumpster

SSN, NAA

1391 2008-01-22 ? Lucille Adgate CPA Tax documents thrown 
in dumpster contained 
customer names and 
SSN

SSN, NAA

1393 2008-01-28 32 Village Inn Restaurant Customers credit card 
details stolen from 
hacked computer

CCN

1395 2008-01-07 6440 Franklin University A file containing student 
details including names, 
SSN posted on web 
server

SSN, NAA, MISC

1404 2008-01-18 ? SAIC Company credit card 
data including names, 
addresses, security 
codes compromised

CCN, NAA

1411 2008-01-25 260 Murray State University Accreditation documents 
containing personal data 
were posted on website

SSN, NAA, DOB

1414 2008-01-28 ? Spectrum Family Medical Hundreds of patient 
records with names, 
drivers licenses, medical 
files thrown in dumpster

SSN, NAA, MED

1416 2008-01-30 798 Tuolumne General 
Medical 

Computers stolen 
contained patient billing 
records

FIN

1443 2008-01-25 2000 NSK Americas, Inc Employee names and 
addresses of 2000 
exposed on unsecured 
server

SSN, NAA, FIN

1444 2008-01-22 ? Target National Bank Call center employees 
steal an unknown 
number of customer 
names, addresses, SSN 
and account numbers 

CCN, SSN, NAA

1445 2008-01-22 ? Canadian Standards 
Association

Website hacked 
exposing names, credit 
card numbers and 
expiration dates

CCN, NAA
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1453 2008-01-04 80142 Mariner Health Care
Windham Brannon
SavaSeniorCare 
Administrative Services, 
LLC

Stolen Laptops from the 
office with information 
related to name, 
address, date of birth 
and Social Security 
numbers of employees 
and ex-employees

SSN, NAA, DOB

1542 2008-01-25 ? DCI Donor Services 
(DCIDS)

Stolen laptop containing 
personal information 
stolen from students 
house

SSN

1576 2008-01-10 190 Johns Hopkins Hospital Stolen documents 
containing personal 
information about 190 
individuals

SSN, NAA

1718 2008-01-07 3437 Central Piedmont 
Community College

Work study student 
steals employee names, 
SSN and birthdates

CCN, SSN, NAA

1719 2008-01-05 13 University of Texas at 
Austin

File posted online by 
faculty member exposes 
students names, SSN, 
and grades 

SSN, NAA, MISC

1720 2008-01-18 300 Colorado State University Files left on web server 
expose student personal 
details including SSN

SSN, NAA

1721 2008-01-26 1400 Scottish Funding Council Documents lost during 
shipment exposes 
students personal details

NAA, MISC, DOB

1722 2008-01-30 32 University of 
Massachusetts at 
Dartmouth

File exposed on server 
contained student data 
including names, grades 
and SSN

SSN, NAA, MISC

1910 2008-01-25 91 Philips Electronics An employee's laptop 
was infected with a virus 
and personal information 
may have been accessed

SSN, NAA, DOB

1913 2008-01-18 ? SavaSeniorCare 
Administrative Services, 
LLC

Several laptop 
computers which 
contained personal 
information of current 
and former employees 
401 Kstolen from the 
main office

ACC

1933 2008-01-17 ? Queen Mary's Sidcup 
NHS Trust

Hospital loses staff pay 
details

SSN, NAA, DOB

1935 2008-01-29 200 Royal Bolton Hospital Laptop containing the 
personal details of about 
200 cancer patients 
stolen

NAA, MED
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1985 2008-01-08 150 Alaron Trading 
Corporation
Alaron Financial Services

Stolen laptop contains 
personal employee 
information including 
names, salary details, 
dates of birth and Social 
Security numbers

SSN, NAA, DOB, FIN

1999 2008-01-29 1006 Wendy's International, 
Inc
Mercer Outsourcing

Incorrect personal 
information of 
dependants sent to 
customers, exposing 
others dependnats 
details.

SSN, NAA, DOB

2000 2008-01-07 202 CMP Advanced 
Mechanical Solutions

Personal information of 
202 inadvertantly shared 
on corporate network

SSN, NAA, ACC, DOB

2013 2008-01-25 ? Citibank Third party ATM network 
provider had breach of 
security

CCN, ACC

892 2008-01-24 29800 Fallon Community 
Health Plan
Medicare Advantage 
Review Associates 
(MARA)

Medical information and 
names of 29,800 on 
stolen laptop

SSN, NAA, MED, DOB

1375 2008-01-11 19 Bank of the West Employee steals 
personal information of 
customers and uses 
fraudulently

SSN, NAA

894 2008-01-25 ? OmniAmerican Bank Debit cards, and PIN 
numbers of customers 
compromised via hack

CCN

2404 2008-01-25 12 Comcast Cable Employee copied credit 
card details onto a 
separate piece of paper.

CCN

899 2008-01-30 226000 Davidson Companies Hacked database 
contains names, Social 
Security numbers and 
account information for 
226,000

SSN, NAA
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