
Open Security Foundation
Data Loss Database - September, 2007 report
http://datalossdb.org
Version: 27.0 - Created: 2008-07-14 - Updated: 2010-06-08

This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
September 2007.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and 
the Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 31
Total Records Affected: 7,758,287


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

778 2007-09-01 5783 Johns Hopkins 
Hospital

Social Security 
numbers, 
names, and 
medical 
histories of 
5,783 on stolen 
computer

SSN, NAA

779 2007-09-04 34000 Pfizer Social Security 
numbers, 
names and 
financial 
information of 
34,000 
accessed by 
employee

CCN, SSN, NAA, EMA, MISC, ACC, DOB

780 2007-09-06 1482 University of 
South Carolina

"Accidental 
disclosure" of 
personal 
information on 
web affects 
1,482

SSN

781 2007-09-06 4375 De Anza 
College

Stolen laptop 
contains 
names, 
addresses and 
some Social 
Security 
numbers for 
4,375

SSN, NAA

783 2007-09-10 111 Purdue 
University

Social Security 
numbers and 
names of 111 
exposed on 
web

SSN, NAA

784 2007-09-11 375000 Pennsylvania 
Public Welfare 
Department

Medical 
information of 
over 300,000 
on stolen 
computers

MED, SSN

785 2007-09-11 112000 Gander 
Mountain

Credit card 
information for 
112,000 
customers 
possibly 
compromised

CCN, NAA

786 2007-09-12 67000 Americhoice
TennCare

Lost CD 
contains Social 
Security 
numbers, 
names, and 
dates of birth 
of 67,000

SSN, NAA

http://datalossdb.org/incidents/778
http://datalossdb.org/incidents/779
http://datalossdb.org/incidents/780
http://datalossdb.org/incidents/781
http://datalossdb.org/incidents/783
http://datalossdb.org/incidents/784
http://datalossdb.org/incidents/785
http://datalossdb.org/incidents/786
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788 2007-09-14 3100 Tennessee 
Tech University

3,100 Social 
Security 
numbers 
revealed in 
errant email

SSN

789 2007-09-16 1380 St. 
Edmundsbury 
Borough 
Council

UK SSN, FIN

790 2007-09-19 8585 University of 
Michigan

Social Security 
numbers, 
names, and 
addresses on 
stolen backup 
tapes

SSN, NAA

791 2007-09-21 3500 City of 
Columbus Ohio

Stolen 
computers 
contain names 
and Social 
Security 
numbers of 
3,500

SSN, NAA

792 2007-09-21 5208 ABN Amro 
Mortgage 
Group

5,000 Social 
Security 
numbers and 
other personal 
details leaked 
over internet

SSN, NAA

793 2007-09-24 2000 Utah 
Department of 
Workforce 
Services

Stolen laptop 
contains Social 
Security 
numbers of 
about 2,000

SSN

1080 2007-09-01 ? The Foreign 
and 
Commonwealth
 Office

Loss of PC 
containing 70 
peoples details

NAA, DOB

1674 2007-09-28 ? Kelley Drye & 
Warren LLP

Laptop 
containing 
personal 
information 
about name, 
address, social 
security 
number, date 
of birth and 
date of 
employment 
stolen

SSN, NAA, MISC

http://datalossdb.org/incidents/788
http://datalossdb.org/incidents/789
http://datalossdb.org/incidents/790
http://datalossdb.org/incidents/791
http://datalossdb.org/incidents/792
http://datalossdb.org/incidents/793
http://datalossdb.org/incidents/1080
http://datalossdb.org/incidents/1674
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1793 2007-09-28 100 Pfizer Names and 
Social Security 
numbers of 
under 100 
improperly 
accessed by 
employee 

SSN, NAA

1864 2007-09-24 ? Fidelity 
National 
Information 
Services

A laptop 
computer 
containing 
private 
information of 
employees 
was stolen

SSN, NAA, EMA, ACC

1892 2007-09-05 ? Affiliated 
Computer 
Services (ACS)
Kraft Foods

Lost data tapes 
exposes 
employee 
names and 
Social Security 
numbers

SSN, NAA

1898 2007-09-14 ? Venetian 
Casino Resort 
LLC

Employee 
accidentially 
uploaded a file 
containing 
customers 
names, 
address and 
credit card 
details to the 
web

CCN, NAA

1911 2007-09-23 30000 Saint Vincent 
Catholic 
Medical 
Centers

An employee 
transmitted 
copies of 
private medical 
and financial 
information 
from the 
databasses to 
their own home 
computer.

SSN, NAA, ACC

1916 2007-09-28 ? Wal-Mart 
Stores, Inc.

Former 
employees 
leaves with 
large cache of 
personnel data

SSN, NAA, MISC, FIN

1921 2007-09-17 ? Bluegreen 
Corporation

Breach caused 
by former 
employee, 
unknown 
details on 
exposure

NAA

http://datalossdb.org/incidents/1793
http://datalossdb.org/incidents/1864
http://datalossdb.org/incidents/1892
http://datalossdb.org/incidents/1898
http://datalossdb.org/incidents/1911
http://datalossdb.org/incidents/1916
http://datalossdb.org/incidents/1921
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2071 2007-09-24 200 City of Rutland, 
Vermont

Employee 
emailed 
attachment 
containing 
personal 
information to 
their personal 
email address.

SSN, NAA

2208 2007-09-27 ? Embassy 
Suites La 
Quinta - Hotel 
& Spa
Hilton Hotels

Credit Card 
fraud may 
have affected 
an unknown 
number of  
hotel guests

CCN, NAA

2311 2007-09-10 3913 Larson Allen, 
LLP
FirstHealth of 
the Carolinas, 
Inc.

Stolen laptop 
contained 
excel file with 
personal 
information

SSN, NAA, DOB

2408 2007-09-14 12 Cornell 
University

Compromised 
computer had 
data gathering 
tools

SSN, NAA, DOB

2497 2007-09-14 12 Cornell 
University

Stolen 
computer 
exposes 
names, birth 
dates and 
Social Security 
numbers 

SSN, NAA, DOB

794 2007-09-28 800000 Unknown 
Organization
Gap Inc.

Personal data 
including some 
Social Security 
numbers for 
800,000 on 
stolen laptop

SSN

787 2007-09-14 6300000 TD Ameritrade Personal 
information of 
6.3 million 
exposed by 
database hack

SSN, NAA, EMA, ACC

2874 2007-09-12 526 Hartford Life 
Insurance 
Company

526 Social 
Security 
numbers 
exposed 
through third-
party 
unauthorized 
access to 
website

SSN, NAA, DOB
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http://datalossdb.org/incidents/2208
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