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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
August 2007.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 42
Total Records Affected: 1,186,080


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.
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ID Reported Records Orgs Summary Data Types

750 2007-08-02 ? University of Toledo Computer stolen with 
two hard drives 
containing student 
and staff Social 
Security numbers, 
names, and grade 
change information.

SSN, NAA

751 2007-08-02 ? Mountjoy & Bressler
E.On

Stolen laptop held by 
accounting firm 
contained Social 
Security numbers and 
birthdates of "most" 
employees

SSN, DOB

752 2007-08-03 20000 Capital Health Stolen computers 
contained medical 
insurance cards, 
names, addresses, 
and hospital 
admission data of 
20,000

MED, NAA

753 2007-08-03 ? Wabash Valley 
Correctional Facility

Unidentified breach of 
internal system 
compromises Social 
Security numbers of 
employees

SSN, NAA

754 2007-08-04 ? Kellogg Community 
Federal Credit Union

Stolen computer 
containing Social 
Security numbers, 
names, and 
addresses for 
unidentified number 
of customers

SSN, NAA

755 2007-08-06 ? Verisign Stolen laptop contains 
Social Security 
numbers and names 
of employees

SSN, NAA, DOB, FIN

756 2007-08-07 ? First Response 
Finance

Theft of storage discs 
may affect 
"thousands"

FIN

757 2007-08-07 33000 Merrill Lynch Social Security 
numbers for 33,000 
on stolen "computer 
device"

SSN

758 2007-08-07 498 Electronic Data 
Systems (EDS)

Employee steals 
names and other 
information of 498 
Medicaid recipients

NAA

759 2007-08-08 10200 Yale University About 10,200 Social 
Security numbers and 
names on stolen 
computers

SSN, NAA
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760 2007-08-10 5800 Loyola University Social Security 
numbers of about 
5,800 students on 
discarded hard drive

SSN

761 2007-08-10 60000 Tele2 Hackers steal 
confidential data on 
60,000 Norwegians

SSN, NAA

762 2007-08-10 747 Legacy Health System SSN, FIN

763 2007-08-11 250 Providence Alaska 
Medical Center

Missing laptop 
contains medical 
information and 
names of 250

MED, NAA

765 2007-08-15 3400 Idaho Army National 
Guard

Social Security 
numbers for 3,400 on 
stolen thumb drive

SSN, NAA

766 2007-08-15 30000 Verus Inc
Sky Lakes Medical 
Center

30,000 notified about 
unprotected Social 
Security numbers left 
online

SSN, NAA

767 2007-08-16 51156 Toshiba General 
Hospital

Medical information 
for 51,156 on stolen 
laptop

MED, NAA

768 2007-08-21 ? Walter Reed Army 
Institute of Research

Boxes of documents 
containing personal 
information found in 
trash bin

MISC

769 2007-08-21 10000 West Virginia Board 
of Barbers and 
Cosmetologists

Personal information 
of thousands in stolen 
safe

MISC

770 2007-08-22 445000 California Public 
Employees 
Retirement System

445,000 brochures 
distributed with whole 
or partial Social 
Security numbers on 
address panel

SSN, NAA

771 2007-08-23 280000 New York City 
Financial Information 
Services Agency

Stolen laptop contains 
financial information 
for as many as 
280,000

FIN

772 2007-08-23 ? Loomis Chaffee 
School

Personal information 
including Social 
Security numbers of 
several hundred on 
stolen computers 
equipment

SSN, NAA

773 2007-08-26 35000 American Ex-
Prisoners of War

Stolen digital and 
paper records include 
Social Security 
numbers and 
addresses of 35,000

SSN, NAA
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774 2007-08-28 106000 Connecticut 
Department of 
Revenue Services

Social Security 
numbers and names 
of 106,000 on stolen 
laptop

SSN, NAA

775 2007-08-30 ? Maryland Department 
of the Environment

Stolen laptop contains 
undisclosed types of 
personal information

MISC

776 2007-08-30 ? AT&T Social Security 
numbers, names, and 
other personal 
information on stolen 
laptop

SSN, NAA

777 2007-08-31 3300 The Hospital for Sick 
Children (SickKids)

MED, NAA

782 2007-08-30 68779 McKesson Specialty
AstraZeneca

Stolen computers 
may contain 
addresses, medical 
information, and 
Social Security 
numbers for 
"thousands"

SSN, MED

1143 2007-08-17 1425 Mercury Interactive
Hewlett-Packard

Lost laptop of 
Mercury Interactive 
employees contains 
personal information 
for 1,425

SSN, NAA, DOB, FIN

1599 2007-08-09 519 Citigroup Stolen laptop 
containing personal 
information of 
customers about 
name, address, social 
security number, 
email address and 
telephone number

SSN, NAA, EMA, MISC

1649 2007-08-31 10000 Option One Mortgage 
Corporation

Personal information 
of clients accessed by 
a hacker from website

MISC, FIN

1687 2007-08-22 ? Printpack Inc. Stolen laptop 
containing personal 
information about 
name, social security 
numbers, date of 
birth, marital status 
and other financial 
information of current 
and former employees

SSN, NAA, MISC, DOB, FIN
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1709 2007-08-31 ? AW Direct Inc. Information about 
customer's name, 
address and credit 
card information 
accessed by 
unauthorised person 
through website

CCN, NAA

1712 2007-08-31 4500 Voxant Personal information 
of customers 
accessed by an 
unauthorised person 
by hacking the webste

SSN, NAA

1862 2007-08-17 29 University of New 
Hampshire

Private information of 
29 individuals were 
posted on the 
university web site

SSN, NAA

1906 2007-08-09 519 Citibank A portable computer 
containing customer 
information was 
stolen from an office 
of the service provider 
in a burglary which 
had names, address, 
social security 
numbers and email 
addresses.

SSN, NAA, EMA

1942 2007-08-19 ? Applera Corporation Applera stolen laptop 
affects unknown 
number of employees

SSN, NAA

2107 2007-08-20 1951 Celgene Corporation Stolen external 
backup drives 
contained employee 
names, addresses, 
Social Security 
numbers, bank 
account detail and 
some drivers licenses

SSN, NAA, MISC, ACC

2118 2007-08-16 140 Nationwide Mutual 
Insurance

Laptop stolen 
containing personal 
information including 
names, drivers 
licenses and Social 
Security numbers

SSN, NAA, DOB

2242 2007-08-09 ? Penson Worldwide Computer intruder 
may have gained 
access to personal 
information.

NAA, EMA, MISC

2338 2007-08-07 2940 Blue Cross Blue 
Shield NC

SSN visible through 
window in mailings to 
subscribers

SSN, NAA
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764 2007-08-13 927 Pfizer
Axia Ltd.

Contractor loses 
laptops containing 
Social Security 
numbers and names 
of 927

SSN, NAA
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