Data Loss Database - June, 2007 report

http://datalossdb.org
Version: 15.0 - Created: 2008-07-14 - Updated: 2009-12-12

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
June 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 35
Total Records Affected: 1,716,177

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-06-01

10000

DHL
Fresno County California

California

SSN, NAA

2007-06-01

7500

?
JAX Federal Credit Union

Social Security numbers
and account numbers of
7,500 clients posted on
website, then indexed by
Google

SSN, ACC

2007-06-01

Royal Post
Bank of Scotland

Bank of Scotland loses
62,000 on a disc 'lost in the
mail’

ACC, NAA

2007-06-01

Northwestern University

Personal information of
4,000 available online

SSN, NAA

2007-06-03

Gadsden State Community
College

Grades, Social Security
numbers, names of about
400 students found on local
business driveway

SSN, MISC

2007-06-04

Stevens Hospital

About 550 names and
Social Security numbers on
laptop exposed to Internet

2007-06-06

Cedarburg High School

Students access Social
Security numbers, names,
addresses of employees on
computer

2007-06-07

Dearfield Medical Building

2007-06-08

University of Virginia

Hack exposes Social
Security numbers, nhames,
dates of birth of 5,735
faculty members

2007-06-08

University of lowa

1,100 Social Security
numbers on breached web
server

2007-06-09

Concordia Hospital

Medical information,
names, and birthdates of
3,000 on stolen computer

NAA, MED

2007-06-09

Verus Inc
Concord Hospital

Names, addresses, dates
of birth and Social Security
numbers of over 9,000
exposed

SSN, NAA, DOB

2007-06-09

Employee downloads file
containing sensitive
information

2007-06-11

Pfizer

Laptop containing 17,000
employee Socials, names,
addresses, accessed
through unauthorized
software.

2007-06-11

Grand Valley State
University

Stolen flash drive contains
about 3,000 Social Security
numbers
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2007-06-13

500

Eden Project

Personal and financial
details of 500 on stolen
laptop

SSN, FIN

2007-06-14

City of Lynchburg

Prescription drug and
personal information of
1200 employees and
retirees exposed on web

2007-06-14

120000

?

Coastal Community Credit
Union

Stolen backup tapes
contain personal and
financial information of
about 120,000

2007-06-14

Georgia Tech University

Personal information
including dates of birth
exposed for about 23,000

2007-06-18

Texas A&M Corpus Christi

USB drive containing 8,000
Social Security numbers
lost in Madagascar by
professor

2007-06-18

Parisexposed.com

Names, addresses, and
credit card numbers
exposed on web for 750

2007-06-21

American Airlines

Internal web site leaks
personal information of
over 300

2007-06-21

Tokyo University Hospital

Medical information of 120
patients missing

2007-06-22

Texas First Bank

4,000 Social Security
numbers and account
numbers on stolen laptop

2007-06-23

Winn-Dixie

Pharmacy documents
found behind closed Winn-
Dixie, containing
prescription information,
Social Security numbers of
thousands

2007-06-25

Ohio Bureau of Workers
Compensation

Social Security numbers
and other personal data of
439 on stolen laptop

2007-06-27

Milwaukee PC

Credit card information for
65,000 possibly
compromised

2007-06-27

Bowling Green State
University

Lost storage device
contained Social Security
numbers, and names of
199 former students

SSN, MISC

2007-06-27

University of California
Davis

Social Security numbers,
names, and dates of birth
of 1,120 possibly accessed

2007-06-29

Harrison County Schools
West Virginia

West Virginia
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2007-06-25

17000

UnitedHealthcare

Personal information of
members found in
posession of former
employee

SSN, NAA

2007-06-05

vFinance Investments Inc.

Personal information of
customer accessed by an
unauthorised person
through web

MISC, FIN

2007-06-04

GFK NOP, LLC

Stolen laptop containing
personal information of
employees

SSN, NAA, MISC

2007-06-19

BDO Seidman, LLC
Biolase

Stolen laptop contains
personal information of
accountants clients

SSN, NAA

2007-06-15

1300000

State of Ohio

Backup device with over
1,000,000 personal records
stolen from car

SSN, NAA
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