Data Loss Database - May, 2007 report

http://datalossdb.org
Version: 19.0 - Created: 2008-07-14 - Updated: 2009-09-20

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
May 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 47
Total Records Affected: 1,488,707

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-05-01

47000

JPMorgan Chase

Social Security numbers
and account information
for 47,000 on lost tape

SSN, ACC

2007-05-01

Champaign Fraternal
Order of Police

139 officers' personal
information found on
computer donated to
charity

SSN, NAA

2007-05-02

Royal Cornwall Hospitals
NHS Trust

Bank details of around
10,000 employees on
stolen computer

FIN, NAA

2007-05-02

Weston Travel and
Insurance Agencies

Hundreds of customers'
personal documents
found in a dumpster

CCN, NAA

2007-05-03

Maryland Department of
Natural Resources

Names and Social
Security numbers of
about 1,400 on missing
thumb drive

SSN, NAA

2007-05-03

Montgomery College

Publicly accessible
computer exposes
names and Social
Security numbers of
hundreds

2007-05-03

Louisiana State University

Social Security numbers,
full names and grades of
750 possibly on stolen
laptop

2007-05-04

100000

United States
Transportation Security
Administration

Lost hard drive contains
Social Security numbers
and banking data of
100,000

2007-05-05

?
Marks & Spencer

26,000 notified about
personal information on
stolen laptop

2007-05-07

Indiana Department of
Administration

Social Security numbers
exposed on web for "no
more than a couple
hundred"

2007-05-08

University of Missouri

22,396 Social Security
numbers and names
retrieved from hacked
computer

2007-05-09

Standard Life

Financial information sent
to wrong customers could
impact 300

2007-05-09

SEB

Credit and debit cards
numbers of 10,000 stolen

2007-05-10

Highland Hospital

Stolen laptop contains
names and Social
Security numbers of
about 13,000
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2007-05-11

300

UCI Medical Center

Medical files containing
personal information for
nearly 300 patients
missing

SSN, NAA

2007-05-12

Goshen College

Names, addresses, birth
dates, Social Security
numbers of 7,300
exposed by hack

2007-05-14

197518

Community College of
Southern Nevada

197,000 notified about
names and Social
Security numbers on
breached server

2007-05-15

Missing tapes contain
dates of birth, Social
Security numbers, and
addresses of IBM
employees

2007-05-16

Indianapolis Public
Schools

Personal records for
about 7,500 posted on
internet

2007-05-17

140000

Georgia Department of
Human Resources

Social Security numbers
for 140,000 infants
improperly discarded

2007-05-19

Stony Brook University

Social Security numbers
of 90,000 posted on web
and cached by Google

2007-05-19

300000

lllinois Department of
Financial and
Professional Regulation

300,000 Social Security
numbers, names and
addresses on breached
server

2007-05-19

Productivity Center
Incorporated

Texas Commission on
Law Enforcement
Officers Standards and
Education

Social Security numbers,
names, dates of birth of
229,000 on stolen
computer

2007-05-19

Yuma Elementary School
District 1

Social Security numbers
and payroll data of 91
substitute teachers stolen
from car

2007-05-20

Northwestern University

Stolen laptop contains
names and Social
Security numbers

2007-05-20

Riverside Community
Hospital

Medical Records, Social
Security Numbers,
Names, Addresses, and
more of over 10,000
found in dumpster

2007-05-21

Columbia Bank (NJ)

NJ
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2007-05-22

6000

University of Pittsburgh
Medical Center

Mailing containing visible
Social Security numbers
sent to 6,000 former
patients

SSN

2007-05-22

University of Colorado at
Boulder

45,000 Social Security
numbers and names of
College of Arts and
Sciences students
breached

2007-05-23

Check into Cash

Discarded documents
contain Social Security
numbers, addresses, and
photocopies of driver's
licenses

2007-05-24

Waco Independent
School District

Students break into
server, potentially
compromising student
and employee personal
data

2007-05-24

Beacon Medical Services

Medical records and
financial data of 5000
emergency room patients
exposed on Internet

FIN, MED

2007-05-25

North Carolina
Department of
Transportation

25,000 Social Security
numbers and names on
breached server

2007-05-25

Family Health Plus
Child Health Plus

Stolen laptop containing
personal information of
applicants recovered

2007-05-26

CoverTN

279 Social Security
numbers of applicants
exposed on web

2007-05-30

Saskatoon Health Region

Confidential material for
over 2,000 sold at auction

2007-05-31

Priority One Credit Union

Social Security numbers
and account numbers
printed on envelope

2007-05-23

Greenline Media, Inc.

Server containing

personal information and
credit card details hacked
and information accessed

2007-05-07

Larry B. Kulick

Laptop containing
personal information
about name, social
security number and tax
returns stolen

SSN, NAA, ACC
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2007-05-29

679

Mytreo.net

Personal information
about name, address,
social security number
and credit card
information accessed by
an unauthorised person

CCN, SSN, NAA

2007-05-08

EZCORP Inc

Customers details
including names,
addresses, SSN, driver's
license numbers, and
checking account
information dumped in
trash

SSN, NAA, ACC, FIN

2007-05-11

Student Loan Funding
Resources

Social Security numbers
stolen from website

2007-05-08

Carus Publishing
Company

Hacked website exposes
customers names,
addresses, credit card
numbers and dates

2007-05-30

Officeteam

Email sent to individuals
contains names and SSN
of other individuals

SSN, NAA

2007-05-24

Home Depot

Stolen laptop contains
personal information of
204 associates

SSN, NAA

2007-05-17

300000

UPS

Hewitt Associates
Alcatel-Lucent
Aon Consulting

Lost or stolen disk
contains names,
addresses, Social
Security numbers, birth
dates and salary
information

SSN, NAA, DOB, FIN

2007-05-07

Arteis, Inc.

Website hack reveals
personal information
including credit card
information
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