Data Loss Database - March, 2007 report
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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
March 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 49
Total Records Affected: 9,077,527

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-03-01

8800

Tokyo University
of Science

Personal
information of
8,800 on stolen
hard disk

NAA

2007-03-01

The Hospital for
Sick Children
(SickKids)

SickKids

2007-03-01

Westerly Hospital

2,000 names,
Social Security
numbers, and
medical records
posted on web site

2007-03-02

Metropolitan State
College of Denver

Names and Social
Security numbers
of 988 former
students on stolen
laptop

2007-03-03

Johnny's Selected
Seeds

11,500 credit card
numbers on
hacked server

2007-03-07

Los Rios
Community College

About 2,000
names, Social
Security numbers,
and birth dates
found in Google
search

2007-03-07

United States
Census Bureau

Personal
information from
302 households
posted on public
Internet site

2007-03-09

California National
Guard

1,300 Social
Security numbers,
addresses, and
dates of birth on
stolen hard drive

2007-03-10

University of Idaho

Names, birthdates
and Social
Security numbers
for about 2,700
university
employees on web

2007-03-12

8637405

Dai Nippon
Printing Company

Nearly 9 million
pieces of private
data on customers
stolen

2007-03-14

WellPoint
Empire Blue Cross
Blue Shield

Names, Social
Security numbers,
and medical
information for
75,000 on lost CD
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http://datalossdb.org/incidents/601
http://datalossdb.org/incidents/602
http://datalossdb.org/incidents/603
http://datalossdb.org/incidents/604
http://datalossdb.org/incidents/605
http://datalossdb.org/incidents/606
http://datalossdb.org/incidents/607
http://datalossdb.org/incidents/608
http://datalossdb.org/incidents/609
http://datalossdb.org/incidents/610
http://datalossdb.org/incidents/611
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2007-03-16

1950

Ohio Auditor of
State

Springfield (Ohio)
City Schools

Ohio

SSN, NAA

2007-03-20

Tax Service Plus

Up to 4,000
notified about tax
returns on stolen
computer

2007-03-21

HSBC Australia

Banking details,

names and home
addresses of 100
in lost documents

2007-03-23

Swedish Urology
Group

Hundreds of
personal files on
stolen hard drive

2007-03-24

Group Health
Cooperative
Health Care
System

Stolen laptops
contain Social
Security numbers
and names of
31,000

2007-03-26

U.S. Army Training
and Doctrine
Command

As many as
16,000 Social
Security numbers,
names and payroll
information on
stolen laptop

2007-03-27

Stolen documents
contain data on
13,000 mortgage
customers

ACC, NAA

2007-03-27

St. Mary Parish
Schools
(Louisiana)

Louisiana

2007-03-27

Nottinghamshire
Healthcare

Stolen laptop
contains names,
addresses, and
dates of birth on
11,500 children

2007-03-29

RadioShack

Thousands of
documents with
credit card
numbers and other
personal
information found
in trash

CCN, SSN, NAA

2007-03-29

243000

Los Angeles
County Child
Support Services

243,000 notified
that personal
information may
be at risk
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http://datalossdb.org/incidents/612
http://datalossdb.org/incidents/613
http://datalossdb.org/incidents/614
http://datalossdb.org/incidents/615
http://datalossdb.org/incidents/616
http://datalossdb.org/incidents/617
http://datalossdb.org/incidents/618
http://datalossdb.org/incidents/619
http://datalossdb.org/incidents/620
http://datalossdb.org/incidents/621
http://datalossdb.org/incidents/622
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2007-03-30

?

Navy Station San
Diego

Missing laptops
may contain
names, rates and
ratings, and Social
Security numbers

SSN, NAA

2007-03-30

University of
Montana-Western

Stolen disk
contains Social
Security numbers
of over 400
students

2007-03-29

Experian
Vallarta Auto Sales

Third party
organization
somehow gains
access to sensitive
consumer
information,
including Social
Security numbers

2007-03-23

Smiths Aerospace,
LLC

Email of HR
personnel
containing
personal details
name, social
security number,
date of birth and
compensation
accessed hy
unauthorized
person

SSN, NAA, MISC

2007-03-16

Henry Schein
Financial Services,
Inc.

ChoiceHealth
Leasing

Stolen laptop may
have contained

names and Social
Security numbers

2007-03-07

Right Media Inc.

Unauthorized
access of personal
details of
customers about
name, address,
email, employee
number, social
security number,
bill details and
payment methods

SSN, NAA, EMA, MISC, ACC

2007-03-19

Pitney Bowes

Stolen Laptop
containing name
and social security
number of
employees
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http://datalossdb.org/incidents/623
http://datalossdb.org/incidents/624
http://datalossdb.org/incidents/1344
http://datalossdb.org/incidents/1471
http://datalossdb.org/incidents/1493
http://datalossdb.org/incidents/1498
http://datalossdb.org/incidents/1512
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2007-03-13

?

The New Teacher
Project

Stolen laptop
containing
personal
information about
current and former
practitioner
teachers

SSN, NAA, EMA

2007-03-09

Sanford C.
Bernstein & Co.,
LLC

Personal
information mailed
to unintended
recipients by
mistake

SSN, NAA, ACC, FIN

2007-03-26

United
Subcontractors,
Inc.

Stolen laptop
containing
personal
information about
name, address,
social security
number and date
of birth

SSN, NAA, DOB, DOB, FIN

2007-03-12

New York Institute
of Technology
(NYIT)

File containing
personal
information about
name, address,
date of birth, social
security number of
former students
posted on website
by mistake

SSN, NAA, EMA

2007-03-02

Goal Financial,
LLC

Personal
information of
current and former
employees
accessed hy
unauthorised
employees of Goal
Financial

SSN, NAA, MISC, ACC, bOB

2007-03-01

Gorham Savings
Bank

Personal and
financial
information of
clients sentto a
vendor as an
attachment in
email by mistake

SSN, NAA, MISC, ACC, ACC

2007-03-12

Credit
Communications
Inc.

Unauthorised
access to personal
information
included in credit
report

SSN, NAA, ACC, DOB, ACC, DOB
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http://datalossdb.org/incidents/1543
http://datalossdb.org/incidents/1544
http://datalossdb.org/incidents/1586
http://datalossdb.org/incidents/1596
http://datalossdb.org/incidents/1621
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http://datalossdb.org/incidents/1661
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2007-03-23

?

US Power
Generating
Company
Astoria Operating
Services, Inc.

File containing
personal
information
including name,
address and
Social Security
Numbers sent to
Astoria employee
by mistake

SSN, NAA, DOB

2007-03-20

Sungard

Laptop containing
personal
information about
name, social
security number,
and some credit
card numbers
stolen

CCN, SSN, NAA

2007-03-07

North Carolina
Department of
Correction

Personal
information in
paper format,
thrown into trash

2007-03-07

Eastern Suffolk
BOCES

Hacked server
contained names
of parents and
children,
addresses, salary
details and Social
Security numbers

SSN, NAA, MISC, ACC

2007-03-30

Home Box Office,
Inc. (HBO)

Home computer
containing
personal
information was
accessible through
web due to
incorrect software
configuration

2007-03-28

City of New York
Department of
Environmental
Protection

Employee
performing
unauthorized
database
searches,
customers SSN
exposed

2007-03-19

Electronic Data
Systems Corp.

A laptop was
stolen from a
locked car and 30
individuals private
information may
have been
compromised.
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http://datalossdb.org/incidents/1668
http://datalossdb.org/incidents/1678
http://datalossdb.org/incidents/1727
http://datalossdb.org/incidents/1757
http://datalossdb.org/incidents/1760
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-03-30

?

Ulster-Greene ARC

Accidential email
exposes employee
names and
unknown personal
details

NAA

2007-03-27

Merrill Lynch

Stolen laptop
contains personal
information

SSN, NAA, EMA, ACC, DOB

2007-03-23

Homeland Funding
Solutions Inc.

Stolen computers
and laptops may
contain
emplopyees
personal
information

NAA, EMA

2007-03-30

Exponent HR
4Front Engineered
Solutions
Centerstone
Insurance &
Financial Services
Inc.

The MPB Group
LLC

Central
Hardwoods, Inc
FWC Partners
Company

Best Circuit
Boards Inc
Greenhill School

Human Resources
outsourcing
company has
laptop stolen,
impacting multiple
customers

2007-03-16

Laser Pros
International Corp

Web site SQL
hack exposes
customers names,
addresses, credit
cards and security
codes

2007-03-30

New York State
Office of the State
Comptroller

Web error allowed
access to personal
information of
other users of the
website
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http://datalossdb.org/incidents/1897
http://datalossdb.org/incidents/2012
http://datalossdb.org/incidents/2019
http://datalossdb.org/incidents/2075
http://datalossdb.org/incidents/2112
http://datalossdb.org/incidents/2270

