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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
February 2007.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 52
Total Records Affected: 2,999,974


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

567 2007-02-01 1200 Massachusetts 
Department of 
Industrial Accidents

Database 
containing 1,200 
Social Security 
numbers and 
names allegedly 
accessed

SSN, NAA

568 2007-02-02 ? San Francisco 
Indian Consulate

Thousands of 
sensitive 
documents 
dumped at 
recycling center

NAA, DOB

569 2007-02-02 150 Wisconsin 
Legislative Human 
Resources Office

Social Security 
numbers and other 
personal 
information stolen 
from employee's car

SSN, NAA

570 2007-02-02 1220 University of 
Missouri

Personal 
information 
including Social 
Security numbers 
of 1,220 on hacked 
server

SSN, NAA

571 2007-02-02 ? New York 
Department of State

Commercial 
records containing 
Social Security 
numbers posted on 
web

SSN, NAA

572 2007-02-02 1835000 Birmingham 
Veterans Affairs 
Medical Center

Portable hard drive 
may contain 
personal identifying 
information on up 
to 48,000 veterans

SSN, NAA

573 2007-02-03 800 CTS Social Security 
numbers, names, 
and banking 
information of 800 
on stolen computer

SSN, NAA

574 2007-02-06 549 New York 
Department of 
Labor

Personal 
information for 537 
on stolen 
documents

SSN, NAA, MISC, FIN

575 2007-02-06 ? Metro Credit 
Services

Social Security 
numbers, medical 
bills, and phone 
bills for 
"thousands" found 
in discarded boxes

SSN, NAA

576 2007-02-07 52000 Johns Hopkins 
Hospital

Missing computer 
tapes contain 
Social Security 
numbers of 52,000

SSN, NAA, ACC, FIN
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577 2007-02-07 72 University of 
Nebraska Lincoln

SSN, NAA

578 2007-02-07 750 Central 
Connecticut State 
University

Letters reveal 
Social Security 
numbers for about 
750 students

SSN, NAA

579 2007-02-08 130000 St. Mary's Hospital 130,000 names, 
Social Security 
numbers and 
birthdates of 
patients on stolen 
laptop

SSN, NAA

580 2007-02-08 1000 Piper Jaffray More than 1,000 
Social Security 
numbers printed on 
W-2 envelopes

SSN, NAA

581 2007-02-09 65000 East Carolina 
University

Social Security 
numbers, names, 
and some credit 
card numbers for 
65,000 posted to 
web

SSN, NAA

582 2007-02-09 2400 Radford University Breached computer 
contained 2,400 
Social Security 
numbers and 
birthdates

SSN, DOB

583 2007-02-10 76600 State of Indiana 5,600 people and 
businesses notified 
about credit card 
numbers on 
hacked server

CCN, NAA

584 2007-02-10 26000 Department for 
Work and Pensions

UK ACC, NAA

585 2007-02-11 2000 Washington D.C 
Metropolitan Police 
Department

Social Security 
numbers for 2,000 
police officers 
exposed

SSN

586 2007-02-14 22000 Kaiser Permanente Medical information 
and some Social 
Security numbers 
for 22,000 on 
stolen laptop

MED, SSN

587 2007-02-15 160000 Iowa Department of 
Education

160,000 personal 
records in file on 
hacked web site

SSN, NAA

588 2007-02-15 11000 City College of San 
Francisco

Names and Social 
Security numbers 
of 11,000 posted 
on web site

SSN, NAA
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589 2007-02-17 1753 State of Connecticut 1,753 employee 
names and Social 
Security numbers 
posted to web

SSN, NAA

590 2007-02-19 633 Clarksville-
Montgomery 
County Schools

TN SSN

591 2007-02-19 7800 Seton Family of 
Hospitals

Social Security 
numbers, names, 
and dates of birth 
for 7,800 on stolen 
laptop

SSN, NAA

592 2007-02-19 ? Stop & Shop Unknown number 
of consumers' 
credit and debit 
card data stolen by 
skimmers

CCN

593 2007-02-20 ? Back and Joint 
Institute of Texas

Hundreds of 
medical records 
with Social Security 
numbers found in 
trash behind 
building

SSN, MED

594 2007-02-21 3000 Georgia Tech 
University

Social Security 
numbers, names, 
and addresses of 
3,000 accessed 
through 
compromised 
account

SSN, NAA

595 2007-02-22 36000 Speedmark 35,000 notified 
about Social 
Security numbers, 
names, and 
addresses on 
stolen computer

SSN, NAA, EMA

596 2007-02-23 1006 Rabun Apparel 1,006 names and 
Social Security 
numbers of former 
employees posted 
to internet

SSN, NAA

597 2007-02-23 16239 Serco
Worcestershire 
County Council

Banking details, 
names, and 
addresses of 
19,000 on stolen 
laptop

FIN, NAA

598 2007-02-23 397 National Australia 
Bank

Names and 
account numbers 
of 397 people sent 
to wrong addresses

ACC, NAA
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599 2007-02-24 290000 Japan Post Bag  containing 
personal 
information on 
290,000 customers 
stolen

NAA, ACC

600 2007-02-28 9986 Gulf Coast Medical 
Center

Two stolen 
computers contain 
personal 
information on 
9,900 people

SSN, NAA

1347 2007-02-02 197 BayRock Mortgage Laptop stolen from 
vehicle contains 
the personal 
information of 197

SSN

1349 2007-02-23 63400 ADC 
Telecommunication
s, Inc.
Flex 
Compensation, Inc.

Laptop stolen from 
third party 
organization 
containing personal 
information of 
63,400 employees

SSN, ACC, FIN

1447 2007-02-09 80 General Electric Stolen laptop 
contains names 
and credit card 
numbers of 80

CCN, NAA

1557 2007-02-06 130000 Merchant America Personal 
information about 
name, address, 
social security 
number, driver's 
license number, 
credit card details 
accessed by 
unauthorised 
person by hacking 
in the system

CCN, NAA, MISC, ACC, FIN, FIN

1614 2007-02-08 ? Fresenius Medical 
Care Holdings Inc. 
(FMCNA)

Laptop containing 
personal 
information of 
patients and 
insurance holders 
of patients stolen 
from locked car

SSN, NAA, MISC, MED, DOB

1641 2007-02-16 5100 Brunswick Corp. Unauthorised 
person accessed 
personal 
information of 
employees by 
accessing 
company's 
computer

SSN, NAA
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1670 2007-02-15 ? The Professional 
Education Institute

Personal 
information of 
customers made 
available on web 
by mistake

SSN, NAA, DOB

1710 2007-02-08 ? LexisNexis Personal 
information 
accessed by 
unauthorised 
person due to 
compromised 
customer's user ID 
and government 
customer's user ID

SSN, NAA, MISC

1740 2007-02-21 ? Fidelity Investments Discarded laptop 
contained personal 
informaticn 
including names 
and Social Security 
numbers of 
participants

SSN, NAA

1756 2007-02-27 138 CBCInnovis, Inc.
Hudiburg Chevrolet

Credit information 
of customer 
accessed without 
authorization by 
third party, police 
involved.

SSN, NAA, MISC, FIN

1761 2007-02-05 4 Visiting Nurse 
Service of New 
York

Stolen tablet 
computer 
containing patients 
records

SSN, NAA, MED

1768 2007-02-28 ? Computershare Inc Email error 
exposes personal 
details including 
names, SSN and 
account numbers

SSN, NAA, ACC

1806 2007-02-08 31500 District Council 37 
Health and Security 
Plan (DC 37)

CD containing 
names, Social 
Security numbers, 
and prescription 
information of over 
31,000 missing

SSN, NAA, MED

1899 2007-02-20 3000 Credit Suisse Personal 
information relating 
to 3000 records 
became available 
on the internet.

SSN, NAA, ACC

1920 2007-02-28 ? First Advantage 
SBS

Hacked accounts 
expose customers 
names, addresses, 
Social Security 
numbers

SSN, NAA
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1930 2007-02-27 ? Weyerhaeuser 
Company

Mailing error 
containing w-2 
statements sent to 
the wrong people

SSN, NAA, FIN

2026 2007-02-17 12000 Albany Medical 
Center

Stolen laptop 
contains personal 
employee 
information.

SSN, NAA

2258 2007-02-08 ? East Carolina 
University

Email containing 
personal 
information sent to 
personal email 
addresses

SSN, NAA
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