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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
December 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 34
Total Records Affected: 2,034,263

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-12-04

?

Passport Canada

Personal information for
passport applicants
exposed on web site

NAA, DOB

2007-12-04

Indianapolis Power and
Light

Social Security numbers,
names, and addresses
of 3,000 posted online

SSN, NAA

2007-12-04

Duke University

Social Security numbers
of 1,400 on hacked
server possibly
compromised

2007-12-05

268000

Memorial Blood Centers

Social Security numbers
and names of about
268,000 on stolen laptop

2007-12-05

Forrester Research

Stolen laptop contains
names, addresses and
Social Security numbers
of 1,275

2007-12-06

Oak Ridge National
Laboratory

12,000 notified about
names, Social Security
numbers and birth dates
on hacked database

2007-12-07

Citizens Advice

Bank account numbers,
National Insurance
numbers, names, and
addresses of 60,000 on
stolen laptop

FIN, NAA

2007-12-10

Tricare Europe

4,700 households
notified about personal
information accessed by
"external entities"

2007-12-10

Sutter Lakeside Hospital

Names, addresses,
Social security numbers,
and dates of birth for
about 45,000 on stolen
laptop

2007-12-10

Cameron County Texas

Social Security numbers,
names, and salaries of
county employees
released by email

2007-12-11

?

lowa Department of
Natural Resources

Social Security numbers
and names on missing
flash drive

2007-12-14

Deloitte & Touche
IKON Office Solutions

Stolen laptop contains
names, Social Security
numbers, birth dates for
undisclosed number of
people

2007-12-17

West Penn Allegheny
Health System

Stolen laptop contains
names, Social Security
numbers, and care
information for 42,000
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2007-12-17

360

Royal Bolton Hospital

Names, addresses, and
medical information on
stolen laptop

SSN, NAA

2007-12-18

?

HM Revenue and
Customs

HMRC

SSN, NAA

2007-12-19

Pennsylvania
Department of Aging

Social Security numbers,
names, and medical
information for 21,000 on
stolen laptop

SSN, NAA

2007-12-20

UPS
Dormitory Authority of
the State of New York

Social Security numbers,
phone numbers and
addresses of up to 800
on missing tapes

2007-12-20

Greenville County
School District

S.C.

2007-12-21

Moore Stephens
Consulting Ltd
Skipton Financial
Services

Names, National
Insurance numbers, and
financial information of
14,000 on stolen laptop

2007-12-21

Franklin County Ohio
Municipal Court

2007-12-28

Promissor Corporation
Minnesota Department
of Commerce

Names, addresses,
Social Security numbers
and state license data of
219 on stolen laptop

2007-12-28

337000

Davidson County
Election Commission

Tennessee

2007-12-28

10501

United States Air Force

Social Security numbers,
birth dates, and
addresses of 10,501 on
missing laptop

2007-12-29

550000

Administrative Systems
Milwaukee Public School
The Baltimore Life
Insurance Companies

Computer containing
customer Social Security
numbers, names, and
addresses stolen from
office

2007-12-01

The Foreign and
Commonwealth Office

Loss of paper
documents from outside
office containing 36
peoples details

NAA, ACC, DOB

2007-12-06

S&K Famous Brands,
Inc.

Unauthorised access to
personal information
about credit card of
clients and further asking
for details on cvv
number through fraud
mails
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2007-12-19

?

HSBC Holdings plc
Fidelity National
Information Services

Financial reports
containing customer
data of HSBC, disclosed
to some other financial
institute by Fidelity
National Information
Service by mistake

SSN, NAA, ACC, ACC

2007-12-21

Wendy's International,
Inc

An employee's company-
issued laptop computer
was stolen which
contained personal
information of other
employees

SSN, NAA, EMA, ACC

2007-12-10

Colorado Board of
Dental Examiners

Social Security numbers,
dates of birth, credit card
numbers of over 100
found in car trunk

CCN, SSN, NAA, DOB

2007-12-27

Imeriti Inc.

Computer equipment
stolen containing
personal Information
including names and
Social Security numbers

2007-12-10

Peerless Industries Inc
C | Host

Webserver stolen from
data center contained
customers personal
information

CCN, NAA, EMA

2007-12-20

Robotic Industries
Association

Credit card information
accessed by a hacker
via password cracking a
server

2007-12-20

Watertown Public
Schools

Notebook computer
stolen from locked
vehicle that may have
contained personal and
payroll information on
employees.

2007-12-28

650000

GE Money Bank

Lost backup tape
contained 650000
records

CCN, SSN, NAA
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