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This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
November 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and
the Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 36
Total Records Affected: 27,209,800

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-11-01

20000

City University of
New York

20,000 Social
Security numbers on
stolen laptop

SSN

2007-11-05

?

HM Revenue and
Customs

HMRC

SSN, NAA

2007-11-06

Alabama Department
of Public Health

Names, ages, and
Social Security
numbers of 1,554
families sent to
wrong addresses

SSN, NAA

2007-11-06

Montana State
University

Three seperate
breaches potentially
expose Social
Security numbers for
271

2007-11-06

Butte Community
Bank

Unknown number of
customers have
names, Social
Security numbers
and account numbers
on stolen laptop

2007-11-07

Carolinas Medical
Center - NorthEast
Cabarrus County
Emergency Medical
Services

Social Security
numbers and names
of 28,000 on lost
laptop

2007-11-11

?
State of Nevada

Social Security
numbers for
hundereds of state
employees on
missing CDs

2007-11-13

The Foreign and
Commonwealth Office

UK

2007-11-13

Commerce Bancorp

Social Security
numbers and account
numbers given out by
employee

2007-11-13

Glenrose
Rehabilitation
Hospital

Medical information
of 270 children on
stolen "memory stick"

MED, NAA

2007-11-15

Roudebush VA
Medical Center

Stolen computers
contain Social
Security numbers
and names of about
12,000 veterans

SSN, NAA

2007-11-16

A.J. Falciani Realty
Company

Social Security
numbers, names,
addresses, and dates
of birth of between
500 and 1,000 on
stolen computers
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http://datalossdb.org/incidents/825
http://datalossdb.org/incidents/826
http://datalossdb.org/incidents/827
http://datalossdb.org/incidents/828
http://datalossdb.org/incidents/829
http://datalossdb.org/incidents/830
http://datalossdb.org/incidents/831
http://datalossdb.org/incidents/832
http://datalossdb.org/incidents/833
http://datalossdb.org/incidents/834
http://datalossdb.org/incidents/835
http://datalossdb.org/incidents/836

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-11-16

128

Kansas State
University

128 student Social
Security numbers
exposed on web site

SSN

2007-11-16

Service Canada

Personal information
of 1,600 on stolen
laptop

SSN, FIN

2007-11-16

1800000

U.S. Department of
Veterans Affairs

1.8 million Social
Security numbers
found on home
computer of former
contractor

2007-11-17

Battelle & Battelle
LLC

Ohio Masonic Home
Community Blood
Bank

At least 1,200 have
personal information
on stolen laptop

2007-11-20

25000000

HM Revenue and
Customs
TNT

SSN, NAA, FIN, DOB

2007-11-21

University of Florida

Social Security
numbers of 415
former students
posted to web

SSN, NAA

2007-11-23

Allied Irish Banks plc

Mailing error affects
11,000 customers by
revealing bank
account details

2007-11-26

Provincial Public
Health Laboratory

Undisclosed number
of names along with
medical information
on compromised
computer

MED, NAA

2007-11-27

30000

Telsell

Credit card details of
30,000 stolen

CCN

2007-11-30

150000

Prescription
Advantage

Personal information
of 150,000 exposed
by undisclosed means

SSN, NAA, MED

2007-11-01

Department for the
Environment, Food
and Rural Affairs

Loss of Paper
documents from
outside office
containing 14
peoples details

SSN, MISC, ACC, DOB, FIN

2007-11-29

Ortho-Clinical
Diagnostics,
Inc.(OCD)

Security on electronic
folder containing
personal information
of current and former
OCD employees
removed by
unauthorised person
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http://datalossdb.org/incidents/837
http://datalossdb.org/incidents/838
http://datalossdb.org/incidents/839
http://datalossdb.org/incidents/840
http://datalossdb.org/incidents/841
http://datalossdb.org/incidents/842
http://datalossdb.org/incidents/843
http://datalossdb.org/incidents/844
http://datalossdb.org/incidents/845
http://datalossdb.org/incidents/846
http://datalossdb.org/incidents/1086
http://datalossdb.org/incidents/1642
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Records

Orgs
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2007-11-19

?

General Cable
Corporation

Email containing
personal information
of current employees,
former employees
and vendors sent to
unauthorised person
by mistake

SSN, NAA

2007-11-13

Youth Women's
Christian Association
(YWCA)

Computer with
personal information
of fund participants
contained name and
social security
number

SSN, NAA

2007-11-30

Prudential Financial

Former employee
arrested and charged
with identity theft of
identified types of
data.

SSN, NAA, MISC, ACC, DOB

2007-11-11

Misplaced desktop
computer during
relocation exposes
132 employees
names, addresses,
Social Security
numbers and salary
details

SSN, NAA, FIN

2007-11-07

UBS Financial
Services

Hard drive from
fithess computer
containing personal
information lost.

SSN, NAA, MISC, DOB

2007-11-01

MeadWestvaco

Files containing
employee names,
addresses and Social
Security numbers
located in open
internal company
network

2007-11-03

KimsCraft

Website inadvertantly
exposed customer
information including
name, address and
credit card details

CCN, NAA

2007-11-22

Bank of Ireland Group

Sent out either out-of-
date or incorrect
statements to 600 of
its customers,
following a computer
error

2007-11-20

Celanese Americas
Corporation

Employee emailed
personal details of
employees to
external party.

CCN, SSN, NAA
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http://datalossdb.org/incidents/1645
http://datalossdb.org/incidents/1698
http://datalossdb.org/incidents/1752
http://datalossdb.org/incidents/1928
http://datalossdb.org/incidents/1976
http://datalossdb.org/incidents/2115
http://datalossdb.org/incidents/2121
http://datalossdb.org/incidents/2150
http://datalossdb.org/incidents/2166
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Orgs

Summary

Data Types

2007-11-16

1886

Wake Technical
Community College

Lost flash drive
contained personal
information including
names and Social
Security numbers
exposed

SSN, NAA

2007-11-30

Fidelity Investments
Yahoo

Email was sent to
another client
contained third party
employee details

SSN, NAA, FIN

2007-11-21

Columbia University
United Healthcare

Doctors Social
Security numbers
and tax numbers
accidentially posted
on website exposes



http://datalossdb.org/incidents/2227
http://datalossdb.org/incidents/2248
http://datalossdb.org/incidents/2543

