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This report shows publicly reported data breaches involving personally identifying information (PII) for the month of 
October 2007.  All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the 
Open Security Foundation and is freely available for non-commercial ventures and academic research.



This report is a living document that is regenerated nightly as new information becomes available and is added to 
DataLossDB.  Please direct any questions or comments about the data contained within this report to Open Security 
Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 51
Total Records Affected: 1,296,258


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

795 2007-10-02 14000 The Nature 
Conservancy

Social Security 
numbers, names, 
and addresses of 
14,000 illegally 
accessed

SSN, NAA

796 2007-10-02 1441 Athens Regional 
Medical Center, Inc.

Medical information, 
names, and some 
Social Security 
numbers of 1,441 
on stolen computer

MED, NAA

797 2007-10-04 450000 Massachusetts 
Division of 
Professional 
Licensure

Social Security 
numbers of about 
450,000 licensed 
professionals 
inadvertently 
released

SSN, NAA

798 2007-10-04 ? MacEwan College Credit card 
numbers, 
addresses, and 
other information 
publicly available on 
internet

CCN, NAA

799 2007-10-05 66000 Kartenhaus Credit card 
numbers and billing 
addresses for 
66,000 customers 
stolen

CCN, NAA

800 2007-10-05 400 HM Revenue and 
Customs

HMRC FIN

801 2007-10-08 184 University of Iowa Stolen laptop 
contains personal 
information for 184, 
including 100 Social 
Security numbers

SSN

802 2007-10-08 400 Carnegie Mellon 
University

Students' Social 
Security numbers 
on two stolen 
laptops

SSN

803 2007-10-08 ? Semtech Stolen laptop 
contains 
undisclosed 
personal 
information for 
employees

MISC

804 2007-10-09 ? Pembroke School 
District

Names, birth dates 
and Social Security 
numbers found on 
web

SSN, NAA
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805 2007-10-10 1800 Pfizer
Wheels Inc.

Names, addresses, 
birth dates and 
driver's license 
numbers of 1,800 
employees revealed

NAA, DOB

806 2007-10-10 3000 Commerce Bank Details for 3,000 in 
hacked database, 
but only 20 
supposedly 
accessed

MISC

807 2007-10-12 1400 King County (WA) 
Transportation 
Department

WA SSN, NAA

808 2007-10-13 1400 Montana State 
University

1,400 notified about 
hacked computer 
containing Social 
Security and credit 
card numbers

SSN, CCN

809 2007-10-15 3930 Transportation 
Security 
Administration
Integrated Biometric 
Technology

Names, addresses, 
dates of birth, and 
some Social 
Security numbers of 
3,930 on stolen 
laptops

SSN, NAA

810 2007-10-16 159000 Administaff Stolen laptop may 
contain 159,000 
names, addresses, 
and Social Security 
numbers

SSN, NAA

811 2007-10-05 10000 Home Depot Personal 
information 
including names 
and Social Security 
numbers for 10,000 
on stolen laptop

SSN, NAA

812 2007-10-17 ? Iron Mountain
Louisiana Office of 
Student Financial 
Assistance

Sensitive data for 
"virtually all" 
Louisiana college 
applicants on lost 
backups

SSN, FIN

813 2007-10-18 7000 University of 
Cincinnati

Stolen thumb drive 
contains Social 
Security numbers of 
over 7,000

SSN

814 2007-10-23 200000 ?
West Virginia Public 
Employees 
Insurance Agency

Missing computer 
tape holds Social 
Security numbers, 
names, and 
addresses for 
200,000

SSN, NAA
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815 2007-10-23 400 Blockbuster Inc. About 400 
documents 
containing credit 
card information 
and Social Security 
numbers found in 
trash container

SSN, CCN

816 2007-10-23 11000 Dixie State College 11,000 notified 
about compromised 
server containing 
Social Security 
numbers and names

SSN, NAA

817 2007-10-23 508 Bates College Social Security 
numbers, names, 
addresses, and 
dates of birth of 
about 500 
accessible on 
network

SSN, NAA, DOB

818 2007-10-24 10518 Not Your Average 
Joes

Credit card 
numbers of 
customers exposed

CCN, NAA

819 2007-10-25 1200 University of Akron Lost microfilm 
contains names, 
Social Security 
numbers, and dates 
of birth for about 
1,200

SSN, NAA

822 2007-10-30 16000 University of 
Nevada Reno

Lost flash drive 
contains names and 
Social Security 
numbers of 16,000

SSN, NAA

823 2007-10-30 237000 Hartford Financial 
Services Group

Personal 
information of 
230,000 customers 
on lost backup tapes

SSN, NAA

824 2007-10-30 75000 Pathology Group of 
the Mid-South

Stolen computers 
compromise 75,000 
social security 
numbers

SSN, NAA

1088 2007-10-01 13 The Foreign and 
Commonwealth 
Office

Loss of paper 
documents 
containing 13 
peoples details

NAA, DOB

1125 2007-10-01 19 The Foreign and 
Commonwealth 
Office

Loss of paper 
documents from 
outside office 
affects 19

NAA
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1290 2007-10-23 ? American Academy 
of Pediatrics

Laptop misplaced 
during move 
exposes names and 
SSN 

SSN, NAA

1511 2007-10-26 570 Scarborough & 
Tweed

Unauthorised 
access of personal 
details about name, 
address, telephone 
number, account 
numbers and credit 
card details of 
customers by 
hacking SQL server

CCN, SSN, NAA, ACC

1522 2007-10-05 1416 Daymon Worldwide Access rules lifted 
on file server, 
exposing sensitive 
information

SSN, NAA, MISC, FIN

1561 2007-10-19 ? Blockbuster Inc. Stolen laptop 
containing personal 
information of clients

CCN, SSN, NAA

1600 2007-10-12 ? Track Data 
Securities Corp.

Unauthorised 
access to personal 
information about 
name, address, 
credit card number, 
social security 
number and trading 
information as the 
security of 
computer system 
was compromised

CCN, SSN, NAA, FIN

1644 2007-10-23 ? Longs Drug stores 
California, Inc.

Backup tape 
containing personal 
information stolen

SSN, NAA, MED

1667 2007-10-10 ? Countrywide Home 
Loans

Laptop containing 
personal 
information about 
name, address, 
credit reports, bank 
statements and 
digitized loan 
documents stolen 
from vehicle

SSN, NAA, MISC, ACC

1669 2007-10-12 ? LPL Financial Personal 
information of 
clients accessed by 
an unauthorised 
person

SSN, NAA, ACC, DOB, FIN, FIN

1672 2007-10-29 737 The Horace Mann 
Companies

Computer 
containing personal 
information lost in 
transit

SSN, NAA
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1690 2007-10-01 ? Equifax Inc. Unauthorized 
person accessed 
personal credit files 
of customers

SSN, NAA, MISC, ACC

1697 2007-10-19 9 Nationwide
The 401k Company

Sponsor accessed 
personal 
information about 
name and social 
security number of 
participants on web

SSN, NAA

1737 2007-10-18 5234 First Banks Inc.
iWire, Inc.

Unauthorised 
access of 
customers name, 
address and Social 
Security numbers

CCN, SSN, NAA

1738 2007-10-08 ? National Financial 
Partners (NFP)

Stolen laptop 
containing personal 
information in the 
course of business 
travel

SSN, NAA

1750 2007-10-29 5098 New England 
School of Law

Personal 
information of 
students and alumni 
made available on 
web

SSN, NAA, DOB

1987 2007-10-25 ? Virgin Mobile USA, 
LP.

Unauthorised 
parties were able to 
gain password and 
account information 
over the phone

NAA, MISC, ACC

2126 2007-10-03 246 Nationwide Mutual 
Insurance

Stolen laptop 
contained personal 
information of 246 
persons.

SSN, NAA, DOB

2132 2007-10-17 5135 MassMutual 
Financial Group

Email containing 
personal 
information sent to 
wrong person.

SSN, NAA

820 2007-10-28 ? Art.com Credit card 
information for 
undisclosed number 
of accounts on 
hacked server

CCN

821 2007-10-29 3000 United States 
Postal Service

Social Security 
numbers and 
names of 3,000 on 
stolen laptop

SSN, NAA
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2345 2007-10-01 ? PFPC Inc
AFBA

Stolen laptop 
contained 
shareholders 
personal 
information 
including names, 
addresses and 
Social Security 
numbers

SSN, NAA

2367 2007-10-19 3200 Serta International Stolen computers 
contain personal 
information of 
employees

NAA, MISC
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