Data Loss Database - January, 2007 report

http://datalossdb.org
Version: 22.0 - Created: 2008-07-14 - Updated: 2009-11-04

This report shows publicly reported data breaches involving personally identifying information (PIl) for the month of
January 2007. All data contained in this report has been gathered and compiled by Attrition.org, Etiolated.org and the
Open Security Foundation and is freely available for non-commercial ventures and academic research.

This report is a living document that is regenerated nightly as new information becomes available and is added to
DatalLossDB. Please direct any questions or comments about the data contained within this report to Open Security
Foundation.

Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written
consent of the Open Security Foundation.

Total Incidents: 40
Total Records Affected: 96,490,873

The following graphs show data loss incidents by data type and by business type over the period of this report.
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Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-03

500

Academic Magnet
High School

South Carolina

MISC

2007-01-04

30

Johnston County
North Carolina

North Carolina

SSN, NAA

2007-01-08

University of Notre
Dame

Social Security
numbers and salary
information on stolen
laptop

SSN, FIN

2007-01-08

300000

Citigroup

Time Warner Inc.
Towers Perrin

Altria

United Technologies
Prudential Financial
Random House
Stanley, Inc.
Bertelsmann
Services Inc.

Lloyd's Register
Group

AGL Resources Inc.
Salvage Association
The Nielsen Company
Major League
Baseball

Unilever

Harlequin Holdings
Celanese Americas
Corporation

The Interpublic Group
Dover Corporation
Continuum Health
Partners

Maersk Inc. / P&O
Nedlloyd

Roman Catholic
Diocese of Brooklyn
Cambrex Corporation
Strategic Industries
Shorewood

Swiss International
Air Lines, LTD
Alpharma, Inc.

Laptops containing
data about "tens of
thousands" from
various organizations
stolen.

2007-01-11

University of Idaho

As many as 70,000
Social Security
numbers, names and
addresses on stolen
computers

2007-01-12

MoneyGram

Server with
consumer information
for about 79,000 bill
payment customers
unlawfully accessed
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http://datalossdb.org/incidents/539
http://datalossdb.org/incidents/540
http://datalossdb.org/incidents/541
http://datalossdb.org/incidents/542
http://datalossdb.org/incidents/543
http://datalossdb.org/incidents/544

Incidents

Reported

Records

Orgs

Summary

Data Types

2007-01-13

30000

North Carolina
Department of
Revenue

Files on 30,000
taxpayers on stolen
laptop

SSN, NAA

2007-01-16

University of New
Mexico

Stolen computers
may have contained
faculty members'
names and Social
Security numbers

SSN, NAA

2007-01-17

Rincon Del Diablo
Municipal Water
District

Names and credit
card numbers of 500
customers on stolen
computers

2007-01-17

94000000

TJX Companies Inc.

Hack exposes 94
million credit card
numbers and

transaction details

CCN, NAA

2007-01-18

470000

Talvest Mutual Funds

Missing backup file
with personal
information, account
numbers, Social
insurance numbers
on 470,000 investors

2007-01-18

KB Home

2,700 notified about
Social Security
numbers and names
on stolen computer

2007-01-19

Internal Revenue
Service

Kansas City
Government

26 IRS tapes with
taxpayer information
missing from Kansas
City Hall

2007-01-20

Greenville South
Carolina County
School District

S.C.

SSN, NAA

2007-01-22

1300000

Chicago Board of
Election

Social Security
numbers, birth dates
and addresses of 1.3
million voters on over
100 missing discs

SSN, NAA

2007-01-23

297 Wilsonville
employees notified of
theft of laptop
containing personal
information

2007-01-23

Clay High School
(Oregon)

OR
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http://datalossdb.org/incidents/545
http://datalossdb.org/incidents/546
http://datalossdb.org/incidents/547
http://datalossdb.org/incidents/548
http://datalossdb.org/incidents/549
http://datalossdb.org/incidents/550
http://datalossdb.org/incidents/551
http://datalossdb.org/incidents/552
http://datalossdb.org/incidents/553
http://datalossdb.org/incidents/554
http://datalossdb.org/incidents/555
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Records
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2007-01-24

200

Rutgers University

Social Security
numbers and
personal
identification
numbers of 200
students on stolen
faculty laptop

SSN, NAA

2007-01-25

Ohio Board of Nursing

3,031 nurses' Social
Security numbers
and names posted on
web

SSN, NAA

2007-01-25

Wahiawa Women
Infants and Children

Up to 11,500 notified
about compromise of
personal information

2007-01-26

Indiana Department
of Transportation

Names and Social
Security numbers of
about 4,000
employees posted on
internal network

2007-01-26

Vanguard University

Social Security
numbers, names,
dates of birth for
5,105 on stolen
computers

2007-01-26

Anthem Blue Cross
Blue Shield

Social Security

numbers and names
of around 50,000 on
stolen backup tapes

2007-01-26

Chase Bank
Bank One (now
Chase)

4,100 names and
Social Security
numbers found in
purchased used
furniture

2007-01-26

Eastern lllinois
University

Social Security
numbers and names
of 1,400 students on
stolen computer

2007-01-28

Salina Regional
Health Center

1,100 names, Social
Security numbers,
and medical histories
on stolen laptop

2007-01-29

Halifax Bank of
Scotland

Woman who asked
for her bank
statement was sent
those of 75,000 other
customers

2007-01-29

Vermont Agency of
Human Services

Social Security
numbers, names,
and bank information
for 70,000 on hacked
computer
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http://datalossdb.org/incidents/556
http://datalossdb.org/incidents/557
http://datalossdb.org/incidents/558
http://datalossdb.org/incidents/559
http://datalossdb.org/incidents/560
http://datalossdb.org/incidents/561
http://datalossdb.org/incidents/562
http://datalossdb.org/incidents/563
http://datalossdb.org/incidents/564
http://datalossdb.org/incidents/565
http://datalossdb.org/incidents/566
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Orgs

Summary

Data Types

2007-01-10

?

Advent Software, Inc.

Stolen laptop
contains names,
addresses, social
security numbers of
employees

SSN, NAA

2007-01-09

Mercer Health and
Benefits

Stolen laptop
containing personal
information of 10500
individuals

2007-01-30

Western Union
Paymap, Inc

Stolen back-up data
tapes containing
personal information
about socal security
number, name,
address, email
address and loan
contract number

SSN, NAA, EMA, MISC, ACC

2007-01-26

The Bombay
Company

Stolen laptop
containing personal
information about
name, phone
number, credit card
type and last 4 digits
of credit card number

CCN, NAA

2007-01-22

Sprint Nextel

Laptop containing
personal information
about name, address
and credit card
number stolen from
employee's home

CCN, NAA, MISC

2007-01-16

New York State
Crime Victims Board

Email containing
information about an
individuals name,
social security
number, birth
certificate and
passport sent to
unauthorised person

SSN, NAA, MISC

2007-01-29

Public Storage, Inc.

Personal information
of employees
accessed by
unauthorised person

SSN, NAA, DOB, FIN

2007-01-08

First Advantage
SafeRent

Client of consumer
reporting company
provides fraudulant
requests for personal
information

CCN, SSN, NAA, DOB

2007-01-03

Deb Shops Inc.

Hacker accesses
website and

database containing
credit card information

CCN, NAA
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http://datalossdb.org/incidents/1345
http://datalossdb.org/incidents/1517
http://datalossdb.org/incidents/1532
http://datalossdb.org/incidents/1533
http://datalossdb.org/incidents/1594
http://datalossdb.org/incidents/1673
http://datalossdb.org/incidents/1747
http://datalossdb.org/incidents/1871
http://datalossdb.org/incidents/2005
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Orgs

Summary
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2007-01-25

52

Visiting Nurse
Service of New York

Nurses stolen tablet
exposes patients
data including Social
Security numbers

SSN, NAA, MED

2007-01-11

Transamerica
Financial Life
Insurance Company

Personal data of 67
customers found
during credit card
fraud investigation

SSN, NAA, DOB

2007-01-24

Cornell University

Lost laptop contained
personal data
exposing names and
SSN



http://datalossdb.org/incidents/2081
http://datalossdb.org/incidents/2220
http://datalossdb.org/incidents/1359

