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Open Security Foundation and is freely available for non-commercial ventures and academic research.
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Foundation.



Any reproduction or distribution of this report for commercial purposes requires the permission and expressed written 
consent of the Open Security Foundation.

Total Incidents: 58
Total Records Affected: 965,499


    

    The following graphs show data loss incidents by data type and by business type over the period of this report.



Incidents
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ID Reported Records Orgs Summary Data Types

379 2006-08-01 3020 Cal Poly 3,020 Social Security 
numbers on stolen laptop

SSN, NAA

380 2006-08-01 ? U.S. Bank "A very small number" of 
customers' names, 
phone numbers, and 
Social Security numbers 
stolen from car

SSN, NAA

381 2006-08-01 150 Dollar Tree Hundreds of customers 
report money stolen 
from their bank accounts 
due to unauthorized 
ATM withdrawals

FIN

382 2006-08-01 2040 Wichita State University Credit card and other 
information 
compromised for over 
2,000 people

CCN

383 2006-08-02 ? West Virginia Div. of 
Rehabilitiation Services

Names, addresses, 
Social Security numbers 
and phone numbers on 
stolen laptop

SSN, NAA

384 2006-08-02 300 Belhaven College About 300 employee 
names and Social 
Security numbers on 
stolen laptop

SSN, NAA

385 2006-08-02 257800 Vassar Brothers Medical 
Center

Social Security numbers 
and dates of birth of 
257,800 on stolen laptop

SSN, DOB

387 2006-08-04 ? Matrix Bancorp Inc. Customers' personal 
account information on 
stolen laptop computer

MISC

388 2006-08-04 51000 PSA HealthCare Personal information for 
over 51,000 on stolen 
laptop

SSN, NAA

389 2006-08-08 38000 U.S. Department of 
Veterans Affairs
Unisys

Stolen computer 
contains personal data 
on as many as 38,000 
veterans

SSN, NAA

390 2006-08-08 202000 Virginia Bureau of 
Insurance

Social Security numbers 
may have been 
accessible on website 
for six weeks

SSN

391 2006-08-08 90 Linens n Things 90 receipts containing 
credit card numbers and 
names taken from store

CCN, NAA

392 2006-08-09 133000 U.S. Department of 
Transportation

Stolen laptop contains 
personal information of 
133,000 Florida residents

SSN, NAA

393 2006-08-11 6000 Madrona Medical Group Over 6,000 patients 
notified about illegal 
download of personal 
information

SSN, NAA
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394 2006-08-15 630 University of Kentucky SSN

395 2006-08-15 80 University of Kentucky 
Department of 
Geography

SSN

396 2006-08-16 ? ?
Chevron

"Potentially tens of 
thousands" of 
employees' Social 
Security numbers on 
stolen laptop

SSN

397 2006-08-17 1157 Deloitte & Touche
Williams-Sonoma

Stolen laptop contains 
personal information for 
about 1,200

SSN, FIN

398 2006-08-17 7000 HCA Inc. Stolen computers 
contain names and 
Social Security numbers 
of employees and 
physicians

SSN, NAA

399 2006-08-18 9468 California Department of 
Mental Health

Missing tape contains 
names, addresses, and 
Social Security numbers 
of 9,468

SSN, NAA

400 2006-08-22 612 Aflac Names, addresses, 
Social Security 
numbers, and birth 
dates of 612 on stolen 
laptop

SSN, NAA

401 2006-08-22 1600 Beaverton School District Oregon SSN, NAA

402 2006-08-22 28473 Troy Beaumont Hospital Social Security numbers 
and insurance 
information on 28,400 
Home Care patients on 
stolen laptop

SSN, MED

403 2006-08-23 21000 Affiliated Computer 
Services (ACS)
United States 
Department of Education

"Limited number" of 6.4 
million borrowers have 
information exposed on 
web

SSN, NAA

404 2006-08-25 193 Federal Motor Carrier 
Safety Administration

Stolen laptop "might 
contain" personal 
information on 193 
people

NAA, DOB

405 2006-08-25 1700 Dominion Resources Two stolen laptops 
contain personal 
employee information

SSN, NAA

406 2006-08-25 ? Sovereign Bank Three stolen laptops 
may contain customers' 
personal data

MISC

407 2006-08-25 5000 Verizon Wireless Names and cell phone 
information for over 
5,000 leaked on 
spreadsheet

NAA
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408 2006-08-26 2000 PortTix Credit card information 
for about 2,000 
accessed through 
hacked web site

CCN

409 2006-08-26 6000 University of South 
Carolina

Intruder could have 
accessed names, Social 
Security numbers, and 
dates of birth of about 
6,000

SSN, NAA

410 2006-08-27 1500 New Mexico 
Administrative Office of 
the Courts

Names, Social Security 
numbers and addresses 
of 1,500 employees 
posted on state FTP 
server

SSN, NAA

411 2006-08-29 19000 AT&T Hackers access credit 
card information for 
"fewer than 19,000"

CCN

412 2006-08-29 8000 Compass Health Stolen laptop contains 
personal data including 
Social Secutity numbers

SSN

413 2006-08-29 43 United States 
Department of Education

Two stolen laptops may 
contain personal 
information of 43 people

SSN

414 2006-08-29 73 Valley Baptist Medical 
Center

73 possibly exposed by 
web site with names, 
Social Security 
numbers, and dates of 
birth

SSN, NAA

415 2006-08-31 ? LabCorp Names and Social 
Security numbers on 
stolen medical lab 
computer

SSN, NAA

416 2006-08-31 ? Dominos Pizza "Thousands" of credit 
card numbers, names, 
and expiry dates found 
on slips in dumpster

CCN, NAA

1240 2006-08-14 ? Prudential Financial Package containing 
Social Security Numbers 
and other personal 
information lost

SSN, NAA, FIN

1330 2006-08-08 ? Chautauqua County 
Dept of Social Services

Documents stolen from 
car contained medicaid 
information

MED

1367 2006-08-23 4 Nelnet Inc. Employee accidentially 
faxes student list 
containing names, SSN 
to incorrect person

SSN, NAA
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1490 2006-08-15 ? New Century Mortgage 
Corporation

Former employee 
granted access to 
customer names, 
addresses, Social 
Security numbers to 
unknown third parties

SSN, NAA, FIN

1541 2006-08-10 68128 Bay View Acceptance 
Corporation

Data storage disk 
containing personal 
information on customer 
data misplaced

SSN, NAA

1574 2006-08-14 2 Nelnet Inc. Personal information of 
client sent to another 
client by mistake

SSN, NAA, EMA, ACC

1580 2006-08-03 ? Fiduciary Trust 
Company International

Stolen laptop containing 
name, social security 
number, tax 
identification number of 
customers

SSN, NAA, ACC

1585 2006-08-10 1597 Weyerhauser Company Book containing payroll 
data was stolen

NAA, ACC, FIN

1598 2006-08-10 300 Manhasset-Lakeville 
Fire District

Computer used for 
generating id cards lost 
included name, address, 
date of birth, social 
security number, blood 
type of employees

SSN, NAA, MISC

1601 2006-08-17 97 American Heart 
Association, Inc (AHA)
KPMG International

Stolen laptop containing 
personal information 
about name and social 
security number of the 
employee of AHA

SSN, NAA

1625 2006-08-03 ? Franklin Templeton 
Investments

Laptop containing 
personal information 
about name, social 
security number and tax 
identification number 
stolen

SSN, NAA, MISC, FIN

1663 2006-08-29 ? Wells Fargo
Paymap, Inc
First Horizon Home 
Loans

Stolen computer disks 
containing personal 
information including 
names, address, 
telephone number, SSN, 
loan and bank account 
details and a copy of 
signatures

SSN, NAA, MISC, ACC

1769 2006-08-09 26000 Hoffman - La Roche Inc
McCladrey & Pullen LLP

Stolen laptop exposes 
customers names, 
addresses, SSN and 
plan account details

SSN, NAA, ACC
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1844 2006-08-28 44942 Copart, Inc. Hack exposes personal 
information of 44,942 
customers

NAA, EMA, MISC

2105 2006-08-18 ? Q Dental Group P.C. Dental patient records 
stolen from parked car, 
patients names, financial 
information exposed

NAA, MED

2195 2006-08-18 ? Experian
LA Walker Company

Consumer information 
obtained without correct 
authorisation, including 
name, DOB and SSN

SSN, NAA

2271 2006-08-09 ? Hunter College of the 
City University of New 
York

Files containing names, 
addresses and Social 
Security numbers placed 
on department server 
was accessible by 
search engines 

SSN, NAA, EMA

1369 2006-08-09 ? Hunter College of the 
City University of New 
York

Stolen computer from 
Thomas Hall Writing 
Center contained 
students names and 
Social Security numbers

SSN, NAA

386 2006-08-04 1500 Toyota Personal information for 
about 1,500 people on 
stolen laptop

SSN, NAA

2341 2006-08-01 16000 Ron Tonkin Nissan Unknown security 
breach exposes 
personal information of 
about 16,000

NAA, MISC, FIN

2365 2006-08-18 ? Experian
Friendly Finance

Credit reporting agency 
had unauthorized 
access to personal 
information

SSN, NAA, ACC, DOB
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